ONE® ID Local Registration
Authorities Procedures

Manual
ONE® ID Business Support | 2026-07-10

Ontario
Health




Ontario
Health

Document Information

Copyright Notice
Copyright © 2026, Ontario Health

All rights reserved

No part of this document may be reproduced in any form, including photocopying or
transmission electronically to any computer, without prior written consent of Ontario Health.
The information contained in this document is proprietary to Ontario Health and may not be
used or disclosed except as expressly authorized in writing by Ontario Health.

Trademarks

Other product names mentioned in this document may be trademarks or registered trademarks
of their respective companies and are hereby acknowledged.

Document Control

The electronic version of this document is recognized as the only valid version.

Document Sensitivity Level

Medium

ONE® ID Local Registration Authority Procedures Manual - Document Information
2026-07-10 / Section 2 / Page ii



Ontario
Health

Table of Contents

ADBOUL this DOCUMENT ..ccuuuuiiiiiiiiiiiiiiiiiiiiiiiretseiietiiirressssssssiittrresssssssssssstreesssssssssssssssesssssssssssssssesssnes 1
0T 1= 4T =N 1
Reference Material .......ciiveieeuiiiiiniiiiiieiiiniiiiinereineirreessessisesnresssssssssssssnnesnsssssssssssssssnssssssssss 1

o T ot T 2

THE LRA ROIC....iiiiireiiiiiiiiiiiirennnisintiinessssessssiseiinesssssssssisssnnesssssssssssssssesnsssssssssssssessssssssssssssssnessnsssssss 3
QUABIFICAtIONS oeeeeiiiiieeiiiiiiiiiirs e treeessrreneee s rene e ssensssssrenessssrensssssssnssssssenssssssenssssssennsssssennnns 3
Duties and ResSponsibilities......c.cceeieeiiieiiteiiieniiieieteeiiteeereeterenerenerenseernsesensserensesensessnssssnsesansesens 3

0 4 10T £ 311« J O 4
Authorized RepresentatiVe ROIE .......cuiiieiiieeiitiiitieiereeiereeereeseeteseernsserenserensersnssssnsessnssessnsssensessnsans 4
] o] 4 FYo T g 2o ] 1TSS 4
Obtaining and Tracking SPONSOrSRIP .....ccceuiiiiiiiiiiiiriitierteereeereeereaseereneerneserenserensesenssesassesnnsesenns 5
SPONSOFS ANA LRAS ...c..cieuiiiniereeirennireneerrnseereseressersnsessnsessnsserasssssssessassssnssssnssesassssensessnssssnssesnnsenanne 5

Identity Validation .......cce.ciiiieeiiiieiciireicce e eesreceee s rene e seenasesssenssssssenssssssensssssrensssssnennsssssennssnsnennnns 7
Identity Validation by Organization ..........cccceeciiiiiiceiiiieierreicereeneseseennneessennsseseennssessennssssesnnsssenns 7

Self-Complete INVItations .....cccueiiiiicirieiccrreecerrce e s reea e e e e een e seeansserenasssssenasssssennsssssenassssnennnes 8
Federated Identities. ...cccciiieeereiiieicciiieeceerrereerreeseesreneeeseeasseseennssessennssessennssessennsseseennsssnsennnnnnns 8
Identity Validation by ONE® ID ProCess........ccoceeiiiiiuniiisisnneiiiisnneiiissnneisisnneisssmeeismsmeeissmsessnnes 8
Acceptable Identity DOCUMENTES.....ccc.iiiiiiiiiiiicircre e reseeseresassssenassssssnnsssssenasssssenanas 8
Identity Validation for Previously Registered ONE® ID USErS .......ccccccerreemnerreennerneenneneeennseseennnnenns 11
Modifying Identity INformation ..........cc.. oot rece e s re e e s e e na s s s s e nasasnenanes 11
Correcting Identity INformation............ o iveeeiiiiiiicirccrrrc s ren e s e e snn e s s e nan e s sennnseseennnnanns 11
Modifying Security INformation..........cce.ciiiiieiiiiiiccirerc e recees e recee e s eenane s s s enase s eenasasssennnes 11
Missing Security INformation...........civeeeiiiiiieiiiirercc e rrcee e reee e s senassssenasesseenasesnennnes 12

GeNeral GUIAEIINES.....ccu.uiiiieiiiiiicc it renese s renese st renesssrenessssrensssssrenessssssnssssssenssssssennnns 13

INformation ManagemeENnt.........civeeiiiiiieiiiiiiiee it errsneeesesassestennsssssesnsssssesnsssssennssssssnnsnsnns 13
INfOrmation COlECLION.......ccaue e rrec e e re e e s rena s s eennsesseennsesseennsesssenssenannnnnen 13
Information Storage and ReteNtioN .........civeeeiiiieciiiiiecicirrecce e reeeee e reeeeeeeeanseeseennsesssennsesssennnes 14

InCident Management.... ...t reicreeereaseseneeeenssssesseseesessnsssensessnssssnssssnessssnssssnsesensans 14
Reporting an inCident...... .ot reaerea e seassensesenssssenssssasessnsssensesensssnnn 14

Communications and Training within the Organization .........ccccceiiiiieiiiiieciiiiirrrcrrre e 15

ONE® ID Local Registration Authority Procedures Manual - Table of Contents
2026-07-10 / Section 3 / Page iii



Interacting With NE@W LRAS ........ccciiiiiieiiiiiieiiiiineiiiieseiisiienesissisnsssssisssssssissssssssssssssssensssssssnsses 15
Interacting with Individuals and Registrants ........cccccciiveiiiiiieiiiiiieciiiiieiincessnnenenes 16
Interacting With SPONSOrS........ciiveeiiiiiiiiiiiiiiiir s rssessssresessssssnssssssenssssssanases 16
Interacting With “Staff” .......cciiiiiiiiiiiir s s s s e s e e s s s e nanas 17
Interacting With ONE® ID......ccciiiiiiiimeiiiiiiiiiiieineiieisiieeennssssssessseeessnssssssssssssessnssssssssssssssnnsnsssnes 17
ComMUNICAtIONS PIAN ccvuuiiiiiiiiiiiieiiiiiiiiiiiiinesseiisiiiienesssssssisiitiieesssssssssssimmeesssssssssssssnesssssssssssssanns 17
RECOIM KEEPINE...ceeueiiiieeiiiiieeeiiiteeetereeeertransesrrenssessrenssesseenssessennsssssennsssssennsssssennsssssennsssssennnnnns 17
CommuUNICation GUIAEIINES .....ccciiiereuueiiiiiniiiiiiiniiiiiiiiiirenseieeiiiiressssssistireessssssssssssrnessssssssssssanns 19
Privacy CoNSIAEratioNns ........cccecciiiieeeiiiieeiirirnnsesirrnneseernssesseenssessennssessennssessennssessesnssessennsssssennnnsnes 19
GENEral GUILEIINES. ..c..eeeiiiecieeiiee it rtecerieecreeereneereasesenssernssssnsserensssensesensssrassssansensnsessnsesensnenen 19
Submitting ONE® ID Requests to Ontario Health via Email........cccceueeuiiiiiiiiiiiininniiciniinnneeenecneinnnnne 19
L =T 0 Ve [T o 1 4T T 20
YV« 1T ot SRRt 20
Request Statement ... e s e s e s e s e s e sa e nas 20
(2 Ta ] o] L3 =13 o - 1| RIS 20
SPONSOrShiP ASSEItiON....cccuuiieeierieiitieerrieertniereeereasttenseernseressesesserensssensessnssssnssesnssessnsssensesansans 21
Federated Authorization REQUEST ........cccueiiiieeieiiieeeieriieecereeenneeeennssessennssesseenssessennssessesnssessennnnnnne 21
ONE® ID Registration & ENrolment ProCeSS .....cccvveerieeiiiiiiiisnnnteteiiiiiciiineenieeeiiicmessieeesiinmmsssesee 22
PreCONItIONS......cccuuiiieeciiieie et ceerreeee s eraseeseean s s erasseseesnsseseennssessennsssssennsssssennsssneennssaseennnnnnns 22
TH OIS euieiiiiieiiieiieetieeitectateatteseteseraseraserassesssasssasssnsssasesnssssssasssasernsesassssssesssasssnsssnsssnssanssanssnnes 22
L0130 4T 11 4o o 22
LT G o 23
g 0 Tol LY = o L 23
RSA Token Management ProCESS......c.ccuuiiiiieuiiiiemnietienieriensisrsensissssnsssssssnsssssensssssssnsssssssnssssssanssns 25
o =T oo o 11T T3 25
LI 7= =01 25
[T 00T T L1 4 To T L3Ot 25
WOTKFIOW ....ceeeeiciiiicceii ettt esreia e e s eena e s eenas e seeansssseensssssesnsssssesnsssssenassssnennsssssennssssnenassnssennnen 26
o 0 To LY =T « L3 26
ONEP® ID Enrolment Management PrOCESS .......c.ccceceirremeniirrennneesrensseeseenssesseenssesssenssssssenssessssnssssssennnns 28
=Yoo 4T 11 [o T L= ROt 28
B 7= =01 28
a0 T3 00T 4T 11 4o T 28
WOPKFIOW ..cvveeniiiiiiiiiiiiiiiiiniiniinineniisiseiinrsessessssisssnnesesssssssssessnesesssssssssssssesesssssssssssssnsssnnssssssssssnns 28
PrOCESS STEPS cuuieuiieriruiiruiirusirstnstniireisresteesiessiassrassrassrsstssstassrsssrsssrsssrsssressesstasssassrassssssssssssssnsssnnss 29
User Information Management ProCesS......cc.u.ciiieeeiiriemeiereemniereensisnenassessenssssssensssssssnssssssensssssssnsnns 30
Lo =T o T o 1T T3 30
LI = L= 30
o T 2000 Ty T [ 4 1o T L3RRt 30
WOTKFIOW ...ttt eeteie e e teeneee et e eesena s e e eeansa s eensssssesnsssssennsssssenasssssennsssssennsssssennssnssnnnnen 31
ONE® ID Local Registration Authority Procedures Manual - Table of Contents ontario

2026-07-10 / Section 3 / Page iv Health



Account Change Documentation Evidence Requirements........ccccciiieeeiiiiieeeiiinieneiiinieneineeeses 32
Compliance and ASSUNANCE......ciiveeiiiiieniiiiieieiiiiieneiiiieseiitiessssiissssssstesssssstssssssssessssssssnssssssansssssssnssss 33
INfOrmMation COlECHION ...ccccveeuueiiiiiiiiiiiinisiiiiiiirerieerinrrerssasssssstnreessssssssssssnneessssssssssssesssssssssssss 33
Information Storage and ReteNntion ..........cciieeeciiiieeiiiiiieierireresrreeeesreeeeessrsnsseseennssessennssessennnnanns 34
INCident ManagemeNt........cocveeuciiiieeciiiiieeertrenreerrrneessernssessrenssessennssessennssessesnsssssesnsssssennssseseennsnnes 34
TrainiNg Of LRA'S ....cceeiiieieiiiieieceireeeessreneeessrenesessrenssssseensssssrensssssrensssssrensssssnensssssrensssssnennssssnennnns 34
AUILING Of LRAS......cceeiiieeeiiiieceeeireeeeerreneeeesrenesssrenssessrensssssrensssssrensssssrensssssnensssssrensssssnennsssssennnns 35
Verifying Registrant INfOrmation ........c.cceeeciiiiiiiiiiicccirecerr e cesrrnnsessenne e s e s nasesesnnssssesnnsnssenns 35
Appendices
Appendix A — Identity DOCUMENLS ........ceiieeuieiiiiieieiiiiinserreeaneeteensseeseenssessesnssessennssessennssessennssessennnnanes 37
Primary Identity DOCUMENTS.......cccuueiiieeneiiieeceerieeneerrennnesreeassessesnssessennssessennssessesnssessennssessennsnnes 37
Secondary Identity DOCUMENLS.......cccuuiiieiuiiireiieereeeneerreeneeereenseeeseensssesenassssnennsssssennsssssennsssssennnns 38
Appendix B — LRA Acknowledgement ...........ciiiieiiiiiiniiiiiiiciiiiciiinneesiisneesiesnssssiesnsssssesnsssssssnssssns 40
Appendix C — Ontario Health Identity Federation..........ccovvuiiiiiieiiiiiiiiiiiincninencnnreeesnrseesnennennns 42
Entitlement PrereqUiSites....cccciieiiieeriiiiiiiiiiereicreeereaneeeneeeenserenserenserensssensessnssesnssssnssesensssensesensens 42
o [T a1 AV o e 1V T L= U ROt 42
Health Information CuStOdians........cceeueuiiiiiiiiiiiiiniiiii e aaaa s 43
AppendiX D — Panorama SEIVICE ......ccuuueiiieeueirirnneriiennesternnesreenssesseenssessesnssessesnssessesnssessennssessennssanes 44
Y oo T T o T2 111 « a4
=T = 1 = 14 o o 1Ot 44
ENFOIME@NT....... et ce it cee e reeee e s sra s e s e eassesseeassessesnssensesnssessesnssansennssensennsssneennssaneennnnnnne a4
Panorama Application ROIES........ccuuciiiiieiiiiiic et cerreeee s s reeneeerenssessennsseseennssessennssessennssessennnnnne 48
Panorama INVENTOry ROIE......... i iieee i cccieiceecreeeeesrenee e s eraneseeenssessennssessesnssessesnssessennssseennnnnnne 48
Enrolling a User in Panorama with Training Role........ccceeuiiiiiieiiiiiccrrreccrrrceccserceeeseeeane s e e nnanenes 48
Requesting multiple Panorama enrolments .........cccecciiieeieiiieeniceiieenierreensseseeensesseenssessennssessennssenes 49
Appendix E — Panorama Subsidiary ACCOUNTS........ccccvueiiiiiieiiiiiinieiiinieiiieeeestesneessesnssessensssesssnnsnenns 50
Panorama Subsidiary ACCOUNt StrUCLUIE ......cccuuciiiieiiiiiiiciiieretrreeeesteeneessesnesessesnssessesnsssssennensnns 50
Making a Subsidiary Account for Additional Panorama Locations.........ccccceiriveeiciiinnicniinnncniennnnenn 53
Requesting Ontario Health to create Subsidiary Accounts for Panorama/PGW Access for multiple
oTor: 1 o] o T o Tk i - 11 11 ¥ ORI 55
Appendix F — RSA Quick Reference GUIE ........cccuciiiienieiiieeieiiiincesieeencesseennessesnssessennssessennssessennnnenes 56
OVEIVIBW ..cuuiiieiiiieiiiteiiienittneieteesetensitensersasssrnsstessessnsssensessnssssssssssssessnsssenssessnssssnsssssnsessnssssnsessnsssnnn 56
(2 (o 1TV o I Vol of Y38 o YT 0o T LY o) [t 56
RSA CONSOIE FUNCLIONS ...ccuuiiiiiiieiiiiiiiiiiieeeieacreeereasestnseetnssssesseseesessnsssensessnssssnsssssssssenssssnsessnnans 60
L ToT 0 0 =N (=T o 1 RN 60
[D T 31 e To T- T ¢ S RIS 60
P X 1111 0 V- T o] = o Rt 61
ONE® ID Local Registration Authority Procedures Manual - Table of Contents ontario

2026-07-10 / Section 3 / Page v Health



RSA TroubleShOOtiNg........ciiiiiiiiiiiiiiiiiiiiiiiiniieeess s irsasesiessssssiesssssstesssssssesssssssesssssssensesssss 63
PIN RESEL ...iuieiieiieiiiiiiiiiiiiieiiesieiiesietiesiesiesiestestestestestestestastestastessastessassastasssssassassassassassassassas 63
INEXE TC.uiiiiiierennesiiiiiiirersenssiseitiirenssssssssesttmeessssssssesssnreesssssssssssssesesssssssssssssessssssssssssssssssnnnsssssss 64
Token Replacement .........iiiieeiiiiieccrrerecerreneee s eena e s e enn e s e enss s senasssssennsssssennsssssennsssssennssssnennnes 65
REUSING TOKENS .....ceeeiieeeciiiecccireiecerrreeesrrrese s s e rass s seenssessennssessennssessennssessennsssssennssassennsnassennnnnnns 66
Ordering TOKENS & SUPPOIt.....couuiiiiieiirieieerieineereenneereennseereensssereensssssenassssssnnsssssennsssssennsssssennnns 66
Appendix G — HOW t0 View @ USer ACCOUNt ......ccccceiiiieniiiiinnniiiiinniiniinsseniisssssiisssssissssssssssssssssssssssns 67

=T Tl o 11T =48 o T T L =T 67
Appendix H - How to Modify Profile Information .......c.ccciiiiiiiiiiiiiiiniiiiinicnnnecninesnnnsssennnsssnn 70
Appendix | - How to Modify ACCOUNt SECUNItY ...cccuiiiiuniiiiiiniiiiiiiiiiienieniienesiissssiesssssiesssesisssssenns 72

Supporting Locked and Unlocked Users with Password Reset.......ccccceeeeireenerieniereniireeerenncrennceennnenes 72

How to Change a User’s Security QUESEIONS .......ccceeieeniiiniieenieienieteenerenserennerenseeresserasserenssssnsessnsens 73

How to Change a User’s Email, Contact Phone & Mobile Phone.........ccccceueiiiieciiiieeccrreeecerneeneenns 74

HOW t0 View @ USEr’S EVENT LOG....ccu.ciiieeuiiiiieneiiieenestieannesseenssessesnssesseenssessesnssessesnssessesnssessennnnnes 74

Appendix J - HOW to Manage USer ACCOUNLS .........cceeeeueereennerreennesseenssessennssessesnssessennssessennssessennsssnes 75
How to Suspend, Reinstate or Revoke A User ACCOUNt ........ccceuueirieencrieennerreennsesreensseseennssessennsnenes 75
How to Create a Subsidiary ACCOUNL ..........cciieeeiiiiiecceireeerrreeeeseeeeseseeenssessesnssessesnssessennsseseennnnnnns 75

Appendix K= How to ENroll and REVOKE SEIVICES .....c.ceveuiireeerenniieeereeniereniereenerenseernseesnssersnerensessnnens 78

HOW 0 VIEW @ USEI’'S SEIVICES ...ciivueriiiirnniiiiinnieiiirneeiiisnsiesiisnsssiissssssiesnssessssnsssssssnsssssssnssssssnnsnssns 78

Enrol an EXisting User t0 ONE® ID SEIVICES ....cccceiteunerriennerrrennerrennsserrennssessessssessesnssessensssesssnssneses 79

HOW t0 REVOKE @ SEIVICE ... ciieeiiiiieeiiiiiiiiiiiiieeeiiireeeetrsnesesttsnsssstesnsssstesnsssssesnsssssesnsssssesnsssssennenssns 80

Appendix L — How to Register/ENroll @ NeW USEF ........cccceeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeeeesesesesssssssssssssenes 82
Enrolling @ New User fOr @ SEIrVICe .......cuuuiiiiieiiiiiieiiiiiiieiiineestienenessesnssestesnssessesnsssssesnssssssnnsnsnns 86

Appendix M — Panorama Guided WOrKFIOW ..........coieeeeeiiiieiiiiiiececiriecesreeneesseenneseesnseeseennssessennnnenns 88

Y oo T T o T2 111 « J T 88

LY=L 1 - 14 o o ROt 88

[T o 111 1= 3| ROt 88
Panorama Guided Workflow Administrator........cccccciiiieiiiiiimiiiiiiciiiiieniiireesenrenessssrenesssssenenes 90

Enrolling a User in Panorama Guided Workflow with Training Role ........ccccccivveiiiiiiniiiiiencicininnnenns 91

Requesting multiple Panorama Guided Workflow enrolments .......ccccoiieeiiiiiieiiiiiniiciiieecicnnennenn 91

ONE® ID Local Registration Authority Procedures Manual - Table of Contents ontario

2026-07-10 / Section 3 / Page vi Health



Ontario
Health

About this Document

This document for Local Registration Agents (LRAs) describes the various roles, responsibilities,
and functions of an LRA for supporting ONE® ID processes within their organization on behalf of
Ontario Health.

Audience

This document is intended for LRAs that have been authorized to execute ONE® ID processes on
behalf of Ontario Health and their organization(s). An LRA should have an intermediate level of
understanding of registration, service enrolment, and change management concepts.

Reference Material
This manual provides the necessary instruction and background information for LRAs to fulfill
their duties. The documents listed below provide additional information:

e ONE®ID Policy and Standards: These documents provide the conditions and
requirements of ONE® ID pertaining to registering, enrolling and authenticating
individuals, in which an organization is bound to as part of an Agreement with the
Agency.

e ONE®ID Implementation Package: This document serves as an overview and guide to
implement ONE® ID within an organization.

e ONE® ID Registrant Reference Guide: This document provides the registrant with
detailed step-by- step procedures to self-manage their ONE® ID account.

e ONE®ID Acceptable Use Policy: This document must be agreed to by all ONE® ID
registrants (including LRAs).

Additional supplemental material can be found on the ONE ID section of the Ontario Health
website.

ONE® ID Local Registration Authority Procedures Manual - About this Document
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Introduction

ONE® ID is a set of systems and business processes that provide secure and trusted access to
health care applications and services to healthcare providers in Ontario. ONE® ID enables
registration, authentication, and authorization for access to digital health services offered by
Ontario Health and its partners.

The purpose of the ONE® ID System is to ensure that individuals who are authorized to
electronically access personal health information (PHI) under the control of Ontario Health are
permitted to do so.

ONE® ID leverages employees at health care organizations to perform registration and
enrolment duties on behalf of Ontario Health. These individuals are known as Local Registration
Authorities (LRAs) and are registered, sponsored and trained on the ONE® ID processes, policies
and system.

Prior to leveraging ONE® ID services, organizations must enter a legal agreement with Ontario
Health for the provisioning of services, products or technologies as well as nominate individuals
to fulfill the Authorized Representative, Sponsor, and LRA roles. These roles and the ONE® ID
business processes are described in detail in this manual.

LRAs are the primary ONE® ID support contact for individuals within their organization and
must have an understanding of ONE® ID policy and processes to fulfill their role. This includes:
e Validating identities and registering and enrolling individuals in the ONE® ID system

e Ensuring that individuals receive appropriate authorization prior to granting them access
to any services

e Protecting the privacy and security of the personal information they must access in the
course of their duties

e Communicating with staff in their organization and liaising with Ontario Health

e Fulfilling and/or submitting ONE® ID requests made by their organization to Ontario
Health

NOTE: Ontario Health has Registration Agents (RAs) who are experts on ONE® ID services. LRAs
can contact ONEIDRegistrationAgents@ontariohealth.ca for additional support in any ONE® ID

registration activity.

ONE® ID Local Registration Authority Procedures Manual - Introduction
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The LRA Role

The Local Registration Authority (LRA) role is assumed by individuals who have been nominated
by their organization(s) and approved by Ontario Health to perform ONE® ID registrations,
enrolments, changes, and to support requests on behalf of their organization(s).

LRAs support authentication, authorization, user management, and compliance with auditing
requirements established by the provincial government, their organization, and Ontario Health.

Qualifications

The following qualifications must be met to become a ONE® ID LRA:

Willing to fulfil all duties described in this manual

Familiar with their organization's onboarding practices, accountability structure, and
local record keeping

Familiar with Privacy & Security principles and best practices as they pertain to handling
personal information

Registered by Ontario Health at Assurance Level 2
Nominated by their organization's Authorized Representative

Approved by the Ontario Health Registration Authority

Duties and Responsibilities
The following list summarizes the responsibilities of an LRA. Additional details can be found
throughout the LRA Procedures Manual.

Providing guidance to other LRAs and registrants within their organization

Communicating and maintaining a list of sponsors and registered users for their
organization

Validating the identity of individuals and sponsors
Registering individuals and adding service enrolments to authorized accounts
Liaising with Ontario Health on registration issues

Responding to Ontario Health requests to validate the identity of individuals

ONE® ID Local Registration Authority Procedures Manual - The LRA Role
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Sponsorship

Sponsorship is the first step in the registration and enrolment process. It is how organizations
identify an individual's authorization to access services and their privileges within those services
under that organization’s authority. While organizations are accountable for this authorization,
they are represented by individuals fulfilling the Authorized Representative and/or Sponsor
roles.

Authorized Representative Role
The Authorized Representative (AR) is identified during the Agreements process when an
organization first engages with ONE® ID and/or when an established AR submits an Authorized

Representative Delegation Form. An Authorized Representative will be accountable for the

registration and enrolment processes for their organization.

The AR is authorized to:

e Engage Ontario Health for access to eligible services (such as ConnectingOntario)

e Engage Ontario Health regarding changes to their ONE® ID implementation (e.g.
evaluating their internal identity validation process)

e Nominate new LRAs via submission of a Local Registration Authority Nomination Form.

e |dentify new Sponsors (see below)

e Fulfill the Sponsor and/or LRA roles as required (i.e. If no other LRA or Sponsor is
nominated, then the Authorized Representative must fulfill these responsibilities)

Sponsor Role

The Sponsor’s role is to authorize individuals to be enrolled for services under the authority of
their organization. This role is managed internally within their organization and Sponsors should
be familiar with the service(s) for which they are authorizing users.

Sponsors are responsible for:

e Confirming that registrants have a legitimate reason to access the service(s) in support
of the organization

e Confirming that registrants have met the specific access criteria for the respective
service(s).

ONE® ID Local Registration Authority Procedures Manual - Sponsorship
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e Confirming that additional approvals/pre-requisites imposed by their organization are
received/met

e Identifying the role(s) (access privileges) that registrants should receive in a given
service

e Updating and/or rescinding authorization as warranted by changing circumstances

e Communicating sponsorship information to their organization's LRAs for entry into
ONE® ID

Obtaining and Tracking Sponsorship

LRAs should follow their organization's internal request and approval process for obtaining and
tracking sponsorships. If there is no such process, the LRA should develop a system with the
organization's management. Refer to General Guidelines for more information.

Sponsors and LRAs

Best practices require separation of duties with respect to Identity and Access Management,
i.e. the individual authorizing users should not be the same individual that captures the
authorization in the system. That being said, resource constraints may require that the same
individual fulfill both the Sponsor and LRA roles for their organization.

The key difference between Sponsors and LRAs is that Sponsors authorize user access, whereas
LRAs complete and execute ONE® ID support processes and serve as the main point of contact

for staff requiring additional support.

A Sponsor or an LRA cannot authorize or make legal changes to their own account. It must be
approved by the Authorized Representative, another Sponsor, or LRA.

The responsibilities of each role are depicted in the table below.

Roles and Responsibilities Sponsor | LRA
Identifies prospective registrants v
Documents the user’s entitlement to access a service v

Responsible for the registration processes

Responsible for adhering to the ONE® ID policies v

Maintains list of sponsors per service and assists other LRAs
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Conducts identity validation and processes the Registration & Service Enrolment v
Requests

Processes changes to service enrolments

Processes changes to registration information

Answers registration and service enrolment questions from registrants

ASEEENEEN IR

Liaises with Ontario Health on Identity and Access issues
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Identity Validation

The ONE® ID’s Registration Process relies on an individual’s real-world identity to create a
digital identity, which is then used to authenticate their access to applications. "Real world
identity" is reflected in ONE® ID by capturing the user's core identity information (legal name
and date of birth) and validating this information to a prescribed level of assurance.

Granting an account online access to personal health information requires a minimum
Assurance Level of 2 (AL2). Individuals must present one piece of government issued photo ID
and one piece of corroborating evidence in a face-to-face (in person or video conference)
meeting. This may occur prior to (Identity Validation by Organization) or during (Identity
Validation by ONE® ID Process) the Registration and Enrolment process.

NOTE: As an LRA, you must be satisfied with the legitimacy of the means used to validate the
individual’s identity. If you have any cause to doubt the veracity of an individual’s identity, you
may request to review an additional identity document or reject the registration.

Identity Validation by Organization

Identity validations performed by your organization (typically as part of employee onboarding)
may be relied upon to create ONE® ID accounts at AL2. Your organization's processes must be
confirmed to meet ONE® ID requirements before they can be used for this purpose, contact
OnelDBusinessSupport@ontariohealth.ca to initiate the evaluation process.

As an LRA, you are responsible for confirming that Registrants have completed your
organization's identity validation process and that the information entered in ONE® ID aligns
with what is captured in your system. How this information is shared varies between
organizations, but may include any or all of:

e Participating in the employee onboarding process

e Referring to company directory

e Referring to a Human Resources Information System

e Review of the Registrant's Employee ID Badge
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Self-Complete Invitations

After entering identity information, select the appropriate service(s) and issue a registration
invitation. The system will send an email with a unique link to the registrant. The Registrant will
enter the remaining account information when completing the invitation.

Federated Identities

ONE® ID integrates with other identity providers (Local IDPs) to provide a single-sign-on
experience between local (e.g. an HIS [Health Information System]) and Provincial (e.g. a
Clinical Viewer) applications. In this scenario, the local IDP performs the identity management
function for end users while ONE® ID identifies the IDP system. Please see Appendix C for more
information.

|ldentity Validation by ONE® ID Process

To expedite the user’s onboarding process and reduce the administrative workload, it is
recommended that users be validated internally within your own organization. If your
organization's processes do not meet the requirements for AL2, identity validation must be
completed via review of acceptable evidence in a face-to-face meeting (in person or video
conference) with an LRA.

Acceptable Identity Documents

Identity documents must include at least one document from the Primary Identity Document
list and one form of corroborating evidence. The Primary Identity Document serves to confirm
the user's core identity information while the corroborating evidence may be an additional
document and/or circumstantial evidence that serves to increase assurance that the Primary

Document is genuine.

REVIEWING DOCUMENTARY EVIDENCE
At least one document presented must be on the Primary Identity Document list. Secondary
documents may be reviewed in conjunction with a Primary Document as a form or

corroboration. See Appendix A for a complete list of acceptable documents.
When reviewing Identity Documents, the following requirements apply:

e Document must be original; photocopies are not accepted.

e Document must be current, i.e. not expired.
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e The document must contain a photo or be reviewed in conjunction with another
approved document that contains a photo.

o E.g., if birth certificate is used, secondary piece of evidence must include photo.

e The document, on its own or combined with a second identity document, must confirm
the individual’s legal name and date of birth.

REVIEWING CONTEXTUAL EVIDENCE

The context of a registration can corroborate the identity of an individual when used in
conjunction with a Primary Identity Document. The following contexts are considered
acceptable to support the identity of a Registrant:

e Prior Professional Relationship: If the LRA has known the individual professionally for
more than 12 months, they may rely on this relationship as a form of identity validation.
Professional Relationship includes those with coworkers, colleagues, and patients.

e Employment by the Sponsoring Organization: Employment may be confirmed by
reference to an employee directory or as advised by organization leadership.

e Registration at Practice Location: Meeting the Registrant and their medical practice
location can serve to corroborate their identity. This form of evidence is only applicable
for LRAs registering individuals outside of their own organization.

The means of supplemental identity validation used must be recorded in the ONE® ID System.

PROFESSIONAL LICENSE VALIDATION

When presented, medical professional credentials qualify as a secondary form of documentary
evidence of identity. If not presented, credentials may still serve as a form or corroborating
evidence when validated by an LRA against an authoritative source. Professional License
credentials may be inputted into the system during the identity validation process, self-
registration, or any time after the ONE® ID account has been created and set up.

The ONE® ID System automatically validates credentials for Physicians, Nurses, and Dieticians.
To validate other credentials, refer to the issuing Regulatory College website to confirm that the
registrant's identity aligns with their license number.

CAPTURING IDENTITY INFORMATION

It is recommended that you capture identity information in ONE® ID as you conduct identity
validation. In the event that you record identity information outside the system (e.g. on a
registration form), such records should be destroyed or archived in accordance with your
organization's document retention policies after being entered into ONE® ID.

Within the ONE® ID system, you must record the registrant's:
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e Legal First and Last Names
e Preferred First and Last Names
e Date of Birth

e The Evidence presented to validate identity including the type and number of
documentary evidence

e Healthcare Professional License Information

CONTACT INFORMATION

Contact Information (Email and Contact Phone Number) may be used by Ontario Health to
alert users regarding changes to their account, help resolve technical issues with the account
and/or in the event that the account is involved in a suspected security breach.

MOBILE NUMBER FOR AUTHENTICATION

Distinct from a ‘Contact Phone Number’, the mobile number designated for authentication
(referred to as the Mobile Number within the ONE® ID user interface) is used to support user
login session authentication. It is strongly recommended that ONE® ID users, especially Local
Registration Authorities (LRAs) configure a Mobile Number within their contact information, as
this enables authentication without reliance on an RSA token. If your Contact Phone Number is
a mobile phone, you can add the same number for your Mobile Number. For additional
guidance, refer to the ONE® ID Registrant Reference Guide for detailed instructions.

SECURITY QUESTIONS

These are questions to which only individuals know the answers and are collected for the
purposes of verifying their identity via phone or internet, to safeguard the integrity of the
system. Service Desk Questions may be asked when registrants call Ontario Health Service
Centre (e.g., cannot reset their password online or forget their Login ID and password) to verify
their identity. The Online Authentication Questions are used by the ONE® ID system for self-
recovery (e.g., Forgot Login ID, Forgot Password) and for knowledge-based authentication
(KBA).

During the registration process, individuals will be asked to provide answers to two (2) Service
Desk Questions collected for support purposes during the registration process. If the individual
provides a mobile phone number during the registration process, the two service desk
guestions become optional and do not need to be completed.

During the self-completion process, individuals are required to provide answers to five (5)
challenge questions. They are required to select and answer two (2) Service Desk Questions
and three (3) Online Authentication Questions.
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ENROLMENT INFORMATION

Enrolment information (e.g., roles and attributes) may need to be collected for select services.
As this information may determine the registrant’s level of access within a service, it must be
provided or confirmed by the authorized sponsor.

Identity Validation for Previously Registered ONE® ID Users
Users who have an existing ONE® ID account have had their identity previously validated and do
not need another validation for the purpose of enrolment. Other account modification requests
may require identity validation as follows:

Modifying Identity Information

If there are legal changes that need to be made to the account (e.g., Legal name change),
specific documentary evidence is needed to confirm the validity of the change. If it is a non-
legal change (e.g., email, change in phone number), the user should be directed to modify their

own account via self-management.

Correcting Identity Information

Cases where identity information was previously captured incorrectly are distinct from changes
to identity information, e.g., a typo in a legal name vs assuming a married name. Correcting
errors in identity information can be based on previously reviewed documentary evidence
and/or your professional relationship with the user. If neither of these are sufficient to confirm

the correct information, you must review a piece of documentary evidence.

Modifying Security Information

Users that are locked out of their ONE® ID account and are unable to authenticate over the
phone may require LRA assistance to update their Service Desk Questions or reset the
password for their ONE® ID account. To mitigate the risk of identity fraud, you must validate
the requestor as follows:

ESTABLISHED PROFESSIONAL RELATIONSHIP
If you have a professional relationship with the user for at least 1 year, you may use this
contextual evidence to make the required changes.

DOCUMENTARY EVIDENCE
The user’s identity information (legal name and date of birth) must be validated using the
documentary evidence that matches what is listed in the account before modifying challenge

information.
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Missing Security Information

In some cases, previous ONE® ID accounts may not have had Security Questions captured. After
verifying the user’s identity (same process as above), the user has the opportunity to input this

information during self-complete process.

The user will call Service Desk at 1-866-250-1554 and be verified using the service desk
guestions. The user will then be permitted to receive a registration email to reset their account
and input their own Security Questions.
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General Guidelines

This section provides high level guidance on how to perform your duties as an LRA and is
intended to help you establish practices to support these duties when they do not already exist
within your organization. You are encouraged to leverage all or your organization's internal
polices, processes, tools, etc. where applicable. If you believe that these guidelines (or any of
the content of this manual) conflicts with your organization's practices, please contact
ONEIDRegistrationAgents@ontariohealth.ca

As part of the ongoing support and maintenance of ONE® ID, you should periodically review
how these practices are working for your organizations and refine as needed.

Information Management

You are responsible for communicating the information management practices outlined in this
guide to registered individuals within your organization. Components of information
management include:

e Information collection
e Information storage and retention

NOTE: These practices are necessary to safeguard the privacy of personal information (PI)
(including PHI) that is collected, transmitted, stored, or exchanged by and through the
information infrastructure to ensure the privacy and security of that information.

If you have any questions or require further information about the collection described above,
you can reach out to Ontario Health’s Privacy Team by filling out the contact form on this page.

Information collection

Information collected in the course of your duties as an LRA is necessary for the creation and/or
maintenance of ONE® ID accounts and enrolments and must not be used for any other
purpose. You must advise users of this fact when collecting their information.

When collecting information, you must:

e Ensure the privacy of the collection process, i.e., it is limited to you and the Registrant
and relies on a secure channel

ONE® ID Local Registration Authority Procedures Manual - General Guidelines
2026-07-10 / Section 9 / Page 13


mailto:ONEIDRegistrationAgents@ontariohealth.ca
https://ontariohealth.ca/about/privacy/contact

e Obtain it directly from the source (the registrant and/or your organization's records) and
not via an intermediary

e Ensure the accuracy of the information you record as compared to the source

See Compliance and Assurance for more information on Privacy and Security Practices.

Information Storage and Retention

Any user registration information must not be kept or recorded anywhere outside of the ONE®
ID system. If this information is captured outside of the system, these records should be
properly retained and/or disposed of in accordance with your organization's Privacy, Security,
and Data Retention policies.

Transient records (e.g., paper forms) used to support your organization’s internal process must
be stored in a secure location (e.g., locked file cabinet) until the information has been entered
into the ONE® ID System. Thereafter, these documents should be handled in accordance with
your organization’s Data Retention, Privacy, and Security Policies.

Incident Management

Incident management addresses what needs to be done in the event that an individual’s
Personal Information (Pl) is compromised or used in a manner that is unrelated to registering or
enrolling individuals into Ontario Health services.

Examples of incidents include but are not limited to:
e Personal Information is stolen or misplaced
e Personal Information is used to perpetrate identity theft

e Personal Information is used for purposes other than registration, such as updating an
HR contact database

Reporting an incident

In the event of an actual or suspected privacy incident, please contact the Ontario Health
Service Desk at 1-866-250-1554 immediately so that it will be actioned as soon as possible.
Please ensure that you recount the incident in detail, which may include the time the incident
occurred, and the parties involved. For more information on the practices for incident
management, refer to Compliance and Assurance. You are responsible for ensuring your

organization complies with these practices.
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Communications and Training within the Organization

As an LRA, you will be interacting with different groups and are responsible for the following:
e New LRAs: Training and support for other LRAs within your organization

¢ Individuals and Registrants: Ensuring that all registrants understand the Ontario Health

Acceptable Use Policy and Notice of Collection

e Sponsors: Understanding who the Sponsors and Authorized Representatives are

o Staff within your organization: Communicating how the registration and enrolment
processes will work within your organization or care team

e ONEP® ID staff: Communicating changes to delegates or users

Interacting with New LRAs

You are responsible for registering, training and monitoring the activities of new LRAs within
your organization. This includes:

e Ensuring that the nomination has come from the Authorized Representative (AR)

e Submitting the LRA Nomination Form to ONEIDBusinessSupport@ontariohealth.ca

NEW LRA TRAINING PLAN
The types of questions you may want to address as you develop the LRA training plan include:

e Has the LRA read and understood the LRA Procedures Manual?

e Do you want the new LRA to shadow an experienced LRA for a certain period? If so, how
long?

e How will you note that the LRA has been trained?

e How will you ensure that the LRA is fulfilling the duties and responsibilities of the
position, especially within the first few weeks, and provide feedback?

When enrolling new LRAs, direct them to the ONE ID Section of the Ontario Health Website to
complete the necessary training. You will be responsible for documenting the answers to these

guestions and communicating them within your organization and to Ontario Health if required
(such as, in support of an audit), and for ensuring that your organization is in compliance. See
Compliance and Assurance for more information.

As part of the ongoing support and maintenance, you may also want to revisit how the process
is working for your organizations and refine as needed.
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Interacting with Individuals and Registrants

When and how LRAs interact with users is heavily dependent on your organization's structure
and request management protocols. Questions you may want to consider include:

e Which individuals/groups will require access?

e Does your organization have multiple ONE® ID protected services? What is the overlap
between the user groups?

e How high is the turnover in your user group(s)? How many
registrations/revokes/suspends/reinstates will need to be processed on a monthly
basis?

NOTE: |dentity confirmation is a key component of all interactions with users, not just
registration. Always confirm a registrant’s identity before updating their account information
or providing information regarding it. If you previously registered or otherwise know the
registrant, you may rely on this knowledge as confirmation of their identity. You may also, at
your discretion, request to review an identity document to confirm their identity.

Interacting with Sponsors

How LRAs interact with Sponsors is heavily dependent on your organization's structure and
request management protocols. At a minimum, all LRAs should be aware of who in their
organization fulfills the Sponsor and Authorized Representative roles. More specific questions

to consider include:

e Has a process been established for your organization as to how you will be notified of
new sponsors?

e How will the list of sponsors be communicated amongst the LRAs within your
organization; how will the list be updated?

e Will an email from a sponsor or memo be acceptable as proof of sponsorship?

e Isthere an established authorization process that can/should be leveraged for ONE® ID
sponsorship?

You will be responsible for documenting the answers to these questions and communicating
them within your organization, and to Ontario Health if required (such as, in support of an
audit), and for ensuring that your organization is compliant. See section Compliance and

Assurance for more information.
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Interacting with “Staff”

Depending on your organization, there may be other departments you can work with to ensure
that the processes and policies that you are developing are in keeping with federal or provincial
legislation and your organization’s operations. For example, if your organization has a Human

Resources division, you may want to exchange information when individuals have been hired or

left the organization.

Interacting with ONE® ID

ONEIDRegistrationAgents@ontariohealth.ca should be your primary communication channel
for ONE® ID related matters, including submitting requests for action, reporting errors in the

ONE® ID system, and asking for guidance on process/policy interpretation.

ONEIDBusinessSupport@ontariohealth.ca is the appropriate communication channel regarding
any changes to AR/LRA delegates and user statuses, sponsorship attestation requests, and

changes to ONE® ID process/policies/systems.

Communications Plan

The types of questions you may want to address as you develop an effective communications

plan for your organization include:

e Will you use posters or send emails to educate the organization about the framework

and process?
e How will you communicate the process(es) the sponsor or applicants need to follow

e What information will be requested of them, why is the information required, and how

will the information be used?

e How will you communicate changes to the processes?

Record Keeping

All LRAs are accountable for recording their own and other LRAs transactions within the
organization. Upon request, the ONE® ID Program can provide you with a report of registrants
sponsored by your organization and transactions performed by the LRAs. However, it is
recommended that you maintain your own records as a point of comparison.

The following are records to maintain by the organization’s LRAs:

e Registrations performed
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e Service enrolments
e Updates performed
e Sponsorship requests (electronic or hard copy) received

Your internal request management tools/processes may already incorporate sufficient record
keeping. If this is not the case, it is recommended that the LRA develop an internal record
keeping process to maintain this information.

NOTE: Do not keep any personal identity information other than the name of the person for
whom the transaction was performed, the transaction date, and the transaction type.
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Communication Guidelines

While fulfilling your responsibilities as an LRA, you will need to communicate with end users,
Ontario Health, and other stakeholders. It is assumed that communication will be via email,
though these guidelines can be applied to any communication method. Note that your
organization's communication and privacy/security standards may provide additional guidance.

Privacy Considerations

Transmission of any Pl via email is against Ontario Health’s policy and will result in a security
incident being raised. Do not submit any Pl about users via email, including Gender, Date of
Birth, and Identity Document Information. Registrants should be identified in email only by
their name, Login ID, and Professional Designation number (if applicable).

General Guidelines

Consider the nature of the request when sending communications. Ontario Health will always
make efforts to engage the appropriate support teams, but starting with the appropriate
communication channel will ensure faster service. Specific guidelines for submitting ONE® ID
account management requests are provided below. Other communication can be directed as

follows:

e Incident reporting and general inquiries regarding Ontario Health services should be
directed to OH-servicedesk@ontariohealth.ca or, for immediate assistance, you can call
1-866-250-1554 (Ontario Health help desk).

e For assistance with ONE® ID processes, policies, or system, please email
ONEIDRegistrationAgents@ontariohealth.ca.

e Forinquiries regarding adopting a new Ontario Heath service, please go to this page and
complete the appropriate webform.

Submitting ONE® ID Requests to Ontario Health via Email
The ONE® ID System is the primary method for executing all Registration, Enrolment, and
Account Maintenance requests. However, requests related to select services cannot be
processed directly in the online system and require the intervention of Ontario Health. In such

cases, LRAs can submit requests via email.
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NOTE: Submitting requests via email creates delays in the process and increases the risk of
errors due to miscommunication. For these reasons, Ontario Health may reject email requests
that could be completed using the ONE® ID Online system.

Sender’s Email

Email requests must clearly identify you as the LRA (either in the body of the email or your
signature) and be sent from the email account entered in your ONE® ID Account. Ensure that
the contact information in your ONE® ID profile is current.

Subject

The subject line of your email should indicate the type of request (Enroll / Suspend / Reinstate /
Revoke), the relevant service, and the Login ID (FIRSTNAME.LASTNAME@ONEID.ON.CA) of the
relevant user, e.g.: “HSI Enrolment Request for JOHN.SMITH@ONEID.ON.CA.”

Request Statement

The body of your email should contain an explicit statement of the request being made,
including:

e Type of request (Enroll/Revoke for a Service or Revoke/Suspend user registration)

e Login ID of the Registrant (FIRSTNAME.LASTNAME@ONEID.ON.CA)

¢ Requested Service (Connecting Ontario User, ONE Labs Clinician, etc.)

e Enrolment Attributes (as applicable per service)

e Expected Return Date (only applicable for suspend user requests)

e Reason (only applicable for revoke and suspend requests), select from:

o The registrant no longer requires access to the service

o The registrant’s level of assurance no longer meets the minimum required for
the service

o The registrant is no longer associated with the sponsoring organization
Example Email
“Hi,
As LRA under the authority of Kingston Health Sciences Centre, please REVOKE the Connecting

Ontario Service from the account of JOHN.SMITH@ONEID.ON.CA as they are no longer
associated with the sponsoring organization.”
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In lieu of including these details in the body of your email, you may instead complete one of the

email enrolment form templates located at the ONE ID Section of the Ontario Health Website.

Sponsorship Assertion

The LRA must include an explicit statement of sponsorship, indicating that the request has
received proper authorization, e.g. "This request has been authorized under (insert Sponsoring

Organization name)."

The organization must be one for which the LRA has been authorized to act on behalf of, and
the individual sponsor must have appropriate authority therein.

Federated Authorization Request
Once IDs are setup for access at your organization, they need to be submitted to us at
OnelDBusinessSupport@ontariohealth.ca by an LRA. Individual Federated Authorization

Requests (requests for local IDPs rather than ONE® ID accounts) should follow the same format
as ONE® ID Requests. Federated Authorization requests may be submitted in bulk using the
request template. Email requests should include the following information:

e LRA Submitting request
e Organization the request is for; e.g West Parry Sound Health Centre
e Type of Request; Add or Revoke
e Environment e.g. PROD, PST
See Appendix C for more information on Federated Authorizations.
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ONE® ID Registration & Enrolment Process

This process details the steps required to Register and Enroll end users for access to ONE® ID
protected applications.

This process may be initiated as part of a broader service implementation process or
independently.

Preconditions

e The ONE® ID Organization Setup process has been completed for the organization, and
it is authorized to sponsor end users for access to the respective service(s).

e An LRA must be authorized by the sponsoring organization before registering and
enrolling registrants.

Triggers

This process may be triggered in any of the following circumstances.

e A new staff member has joined the organization with or without an existing ONE® ID
account, and requires access to services protected by ONE® ID.

e A current staff member with or without a ONE® ID Account has assumed a new role and
requires access to services protected by ONE® ID.

e A new service has become available via ONE® ID and must be enabled for end users.

Post-Conditions

e User's ONE® ID account can be used to access requisite services.
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Process Steps

# | Name Description Role

1 | Sponsor registrant | Sponsor validates that the Registrant meets the Sponsor
for access to criteria for accessing the service and is authorized to
service do so under the authority of the Sponsor's

organization.

NOTE: Access criteria vary depending on service,
refer to service-specific documentation for details.

2 | Validate Request Review the request to ensure that the organization’s| LRA
internal authorization process has been followed
and that requisite data elements (e.g. service role)
have been included.
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If the request is incomplete or inaccurate, go to step
3.
If the request is complete/accurate, go to step 4.
NOTE: Requisite data varies depending on type of
service; refer to service documentation for details.
Update Request Coordinate with Sponsor and/or Registrant to Sponsor, LRA,
Details complete the request. Registrant
Validate registrant | Complete the identity validation process as LRA,
identity prescribed by your organization and ONE® ID. Registrant
Process details may vary depending on
circumstances, refer to Identity Validation for
details.
Capture identity Enter the registrant's identity information into the | LRA
information in ONE® ID system. Information requirements are
ONE® ID determined by the identity validation method used.
Capture Enrolment | Add enrolments/roles as per sponsorship request. | LRA
information in If enrolment service requires RSA token, go to step 7
ONE® ID
If the service does not require an RSA token, go to
step 8
RSA Token Assign an RSA token to the registrant using the RSA | LRA
Management console.
Refer to the RSA Quick Reference Guide or the RSA
Token Management Process for more details.
Self-complete ONE®| The Registrant completes an online process to Registrant
ID account activate their account.
Refer to the ONE® ID Registrant Reference Guide for
further information on this functionality.
Access service The registrant verifies access to the respective Registrant
service(s) by logging in for the first time.
ONE® ID Local Registration Authority Procedures Manual - ONE® ID Registration & Enrolment Process ontario
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RSA Token Management Process

This process details the steps required when assigning, enabling/disabling/replacing/revoking
tokens, and resetting token pins. Please see the RSA Quick Reference Guide and the
Registration and Enrolment Process for more details.

If you must assign a token and do not have one available, please contact the Registration
Agents.

Preconditions
e LRA has an RSA Token and has access to the RSA console.

e Registrant has a ONE® ID account and has been sponsored and enrolled in a service that
requires a token.

Triggers
This process may be triggered in any of the following circumstances.

e Registrant needs a token to access a service enrolment.
e Registrant’s token needs to be enabled/disabled/replaced or needs a pin reset.

e The Registrant no longer requires an RSA Token

Post-Conditions

e Registrant has an active RSA Token and has access to the service enrolment.
Or

e The Registrant's RSA Token has been revoked

ONE® ID Local Registration Authority Procedures Manual - RSA Token Management Process
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Workflow

RSA Toksn M anagement Proces

Bxmign Tasken

to Resgistrant

Mlake required
changets

Search for RS&

Bt

LR

erify
Regigrant’s
Identity
Process Steps
# | Name Description Role
1 | Search for RSA Search the RSA Console for the user's ONE® ID LRA

Account account.

e |If the user requires a new token to access a
service, proceed to step 2.

e If the user has an existing token that requires
a PIN Reset, proceed to step 3.

e If other changes are required, proceed to step

5.
2 | Assign Token to Assign Hardware Token you have on hand to the LRA
Registrant Registrant.

Proceed to step 5 to enable the token.

NOTE: For a user to set a new PIN, advise them to
login to ONE® ID and leave the PIN section blank.

ONE® ID Local Registration Authority Procedures Manual - RSA Token Management Process
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The system will then prompt them to create a new
PIN.

records.

3 | Verify Registrants | Verify the Registrant’s identity using the ONE® ID LRA,
identity Challenge Questions or by reviewing the employee | Registrant
ID.
For more details, refer to Identity Validation.
4 | Reset Pin To set new pin, advise the user to login to ONE® ID | LRA
as per their standard instructions and leave the PIN
section blank.
For additional assistance, the user may contact
Ontario Health Service Desk.
5 | Make Required Enable/Disable or replace token as required. LRA
Change to Token
Status
6 | Inform Registrant of| Inform registrant that the request has been LRA,
Change completed. This may involve an update of internal | Registrant

ONE® ID Local Registration Authority Procedures Manual - RSA Token Management Process
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ONE® ID Enrolment Management Process

This process details the steps required when revoking users’ service enrolments to ONE® ID
protected applications. To add a service enrolment, please see the Registration and Enrolment

Process for more details.

e To REVOKE is to permanently rescind the registrant’s access to the service. A registrant
will still have access to their remaining services even if one of those services are revoked

NOTE: In the event that a Registrant is deceased or retired, please notify Ontario Health.
Registration Agents will permanently revoke the registration and all associated service
enrolments.

NOTE: ONE® ID does not allow the suspension of enrolements. Only ONE® ID accounts can be

suspended.

Preconditions

e The registrant has left the organization or no longer requires access to the service.

Triggers
This process may be triggered in any of the following circumstances.
e The sponsor advises that the enrolment should be revoked

e The LRA becomes aware of the employee status change through organizational
processes.

Post-Conditions

e Revocation to the user’s service enrolments have been made.

Workflow

ONE® ID Local Registration Authority Procedures Manual - ONE® ID Enrolment Management Process
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Enrolment Management Process

Identify Registrant
Status Change

Obtain User’s ONE
ID Account
Information

Make Required
Changes to Service
Enrolments

Inform Requestor of

Enrolment Change e

Process Steps

# | Name Description Role
1 | Identify Registrant | The LRA is made aware of a change to the Sponsor
Status Change registrant's status. This may be communicated by LRA

the Sponsor or raised via internal processes.

2 | Obtain User’s ONE®| Obtain ONE® ID login from the Registrant, internal | LRA

ID Account records, or by searching for it on ONE® ID.
Information
3 | Make Required Revoke the service enrolments in the user’s ONE® ID| LRA

Changes to Service | account as required
Enrolments

4 | Inform Requestor of| Inform the requestor that the request has been LRA
Enrolment Change | completed. This may involve notification to the
Sponsor and/or update of internal records

ONE® ID Local Registration Authority Procedures Manual - ONE® ID Enrolment Management Process ontario
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User Information Management Process

This process details the steps required when making changes to a user’s ONE® ID account
information. These include changes to a registrant’s preferred name or date of birth.

When modifications or updates are made to a registrant’s account, the ONE® ID System will
send an automated notification email outlining the changes that were made.

NOTE: Other changes to the user’s account profile (contact information, password, challenge
guestions, etc.) can be self-completed by the registrant. Refer to the ONE® ID Registrant
Reference Guide for more information.

Preconditions
e The registrant’s Date of Birth was entered incorrectly in the registration system.

e The registrant’s preferred name has changed or is entered incorrectly
Triggers
This process may be triggered in any of the following circumstances.

e The LRA becomes aware of an error in the user’s identity information.

e The Ontario Health Service Desk redirects a user to their LRA after their identity cannot
be validated over the phone.

Post-Conditions

e Date of Birth or Preferred Name changes to the user’s ONE® ID account information
have been made.

ONE® ID Local Registration Authority Procedures Manual - User Information Management Process
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Workflow

User Account Management Process

Update
Requested
Information

Inform
Registrant
Change

Completed
Identifies
need to
Change .
Registrant’s Identity | Velzfcvcgsgl;ed
Account Validation Information
Information
e "
% End
# | Name Description Role
1 | Identifies need to LRA identifies a need to change Registrants account | LRA,
Change Registrant’s| information regarding their Date of Birth. This is Registrant
Account likely to be raised by the Registrant themselves, but
Information not necessarily.
2 | ldentity Validation | Confirm the registrant’s identity. LRA,
Registrant

If the LRA has previously validated the registrant’s
identity and/or has an established (>1 year) working
relationship with them, they may rely on this
knowledge as confirmation of identity.

To the discretion of the LRA, they may also ask to
review a valid identity document from the
registrant.

Please refer to Identity Validation for more details.
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3 | Verify Correct Verify the correct information to be entered into LRA,
Account ONE® ID. Verification requirements depend on the [ Registrant
Information nature of the change, refer to Account Change

Documentation Requirements (below) for details.

4 | Update Requested | Update the date of birth in the user’s account. LRA
Information

5 | Inform Registrant Inform Registrant that the request has been LRA
Change Completed | completed

Account Change Documentation Evidence Requirements

Types of Account Change

Evidence Requirements

Legally Changed Name

Must reach out to ONE® ID Business Support.

with new name, change of name certificate)

Primary/Secondary Evidence Document (e.g. Identity document

Service Desk Challenge
Questions

No documents needed, Registrant can self-manage in account.

For more details, please see the ONE® ID Registrant Reference

Contact Information: (e.g.

phone number, email)

Guide.

Professional Registration

Error Corrections for Date
of Birth

Identity not previously validated:

e No evidence document needed

e Review Primary/Secondary identity evidence documents

Previously validated identity/professional relationship:

ONE® ID Local Registration Authority Procedures Manual - User Information Management Process
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Compliance and Assurance

Ontario Health delegates the responsibilities for identity validation, registration and enrolment
to the Sponsoring Organization’s LRA(s). LRAs are responsible for adhering to the practices
outlined in the LRA Procedures Manual, and Ontario Health may request the LRA to assure they

comply with these practices.

Upon request, the LRA should be prepared to confirm the names of all Sponsors, LRAs, and
authorized registrants within their organization and to provide documentation regarding their
organization’s established processes. Please refer to General Guidelines for more information.

A record of all requests must be stored and maintained for reference in the event of an audit.
At minimum, records must identify:

e The Registrant

e ThelLRA

e The Sponsor

e The service(s) being enrolled/revoked

Such records can be maintained in your organization's request management system or an email

archive.

Information Collection

The LRA is responsible for adhering to the Privacy and Security practices outlined in this guide

regarding information collection and communicating the Privacy and Security practices, such as:

e Advising the individual what information will be requested of them, why the information
is required, and how the information will be used.

e Adhering to privacy legislation (Freedom of Information and Protection of Privacy Act).

The LRA must NOT:

e Retain any of the identity documents presented during the registration process.
e Record PHI (such as the state of the individual’s health).

e Use any of the Pl provided by individuals for any other purpose than to register and
enrol them in Ontario Health services.

ONE® ID Local Registration Authority Procedures Manual - Compliance and Assurance
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For questions or concerns about the collection described above, you can reach out to Ontario
Health’s Privacy Team by filling out the contact form on this page.

Information Storage and Retention

Personal Information (PI) physically documented outside of the ONE® ID System as part of the
organization’s internal process must be stored in a secure location (i.e. locked file cabinet) until
the information has been entered into the ONE® ID System.

Hereafter, these documents should be handled in accordance to your organization’s Document
Management, Privacy and Security Policies.

Incident Management

If the LRA or individuals within the organization suspects a security or privacy breach,
immediately report the incident to Ontario Health’s Service Centre at 1-866-250-1554.

Ontario Health will be responsible for investigating the incident and following its lifecycle.
Security or privacy breaches includes:

e Plrecorded during the registration process is stolen or misplaced.

e Plisstolen and used to perpetrate identity theft.

e Someone other than the LRA accesses registrant identity information.

e Information collected during the registration process is used for other purposes, such as
updating an HR contact database.

Training of LRA’s
As an LRA, you are responsible for ensuring that an LRA training plan has been established for

new LRAs. Organizations should have their own internal processes related to onboarding and
authorizing staff and how they connect to ONE® ID.

e The LRA should be directed to read the documentation regarding the processes around
registration, especially those regarding privacy and security. All relevant documentation
can be found on the ONE ID Section of the Ontario Health Website.

e Have the LRA shadow an experienced LRA through a few user registrations.

e Allow yourself some time to review the registrations and enrolments processed by the
LRA within the first couple of weeks to ensure that the LRA is fulfilling the duties and
responsibilities of the position and vis-versa.
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Auditing of LRAs

All LRAs are responsible for tracking their own activities within their organization and ensuring
they are in compliance with the LRA Procedures Manual.

It is recommended that the Authorized Representative conduct an internal audit of the LRAs on
a yearly basis to ensure their continued compliance.

Ontario Health may request proof of compliance with the procedures and practices outlined in
this document.

For auditing purposes, the Authorized Representative may be required to provide evidence that
LRAs are trained and complying with the processes defined in this document for ONE® ID
Registrations and Service Enrolments.

An LRA may be asked to show compliance with the Privacy and Security practices outlined in
this procedures guide regarding:

e Information collection

e Information storage and retention

e Incident management
Verifying Registrant Information

Ontario Health may request the assistance of the LRA to confirm the identity of existing
registrants in ONE® ID due to:

e A Security Incident
e An apparent duplicate account

e Any account information that appears to be incorrect

ONE® ID Local Registration Authority Procedures Manual - Compliance and Assurance ontario
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Appendix A — Identity Documents

Identity documents are the standard means of validating identity during the ONE® ID
registration and service enrolment of individuals. They are also used to validate any changes to
registration information (such as legal name, date of birth and gender) after the applicant has
been registered.

During identity validation, perform a visual inspection of the document for signs of tampering
or forgery. If the document appears to be altered, the LRA may reject it at their own discretion.

Primary lIdentity Documents

H Acceptable Primary Identity Documents

1 Birth Certificate issued by a Canadian Province or Territory

2 Canadian Certificate of Birth Abroad

3 Canadian Certificate of Indian or Metis Status

4 Canadian Permanent Resident Card

5 Certificate of Canadian Citizenship (paper document or plastic card,
excluding commemorative issue)

6 Certification of Naturalization (paper document or plastic card, excluding
commemorative issue)

7 Citizenship Identification Card issued by a foreign jurisdiction where these
exist (e.g., Mexico, Europe)

3 Confirmation of Permanent Resident (IMM 5292)

9 CANPASS (A Remote Area Border Crossing permit allowing the bearer to
cross into Canada at certain remote areas without reporting to a port of

10 Nexus (A cross-border express pass available to low-risk individuals who
have passed a stringent Canadian and American security check, including a
fingerprint biometric, photograph, and personal interview with immigration

11 Firearm Registration License

12 Permanent Resident Card (i.e., Maple Leaf Card)

13 Driver’s License (including graduated driver’s license)

14 Canadian Passport (currently valid)

ONE® ID Local Registration Authority Procedures Manual - Appendix A — Identity Documents
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15 A valid Passport issued by a foreign jurisdiction

16 Statement of Live Birth from Canadian Province (Certified Copy)
17 Immigration Canada — Refugee Claimant ID Document

18 Ontario Photo Card

Secondary Identity Documents

#  |Acceptable Secondary Identity Documents

1 |Any document listed as an Acceptable Primary Identity Document except for
the Primary

2  |Old Age Security Card

3 [Certificate issued by a government ministry or agency (e.g., Marriage, Divorce,

4 |Canadian Convention Refugee Determination Division Letter

5 |Canadian Employment Authorization

6 |Canadian Minister’s Permit

7 |Canadian Immigrant Visa Card

8  [Canadian Student Authorization

9 [Record of Landing (IMM 1000)

10 [Document showing the registration of a legal change of name accompanied by
evidence of use of prior name for the preceding 12 months.

11 |Current Registration Document from the College of a Health Profession under

the Regulated Health Professions Act, 1991. (Audiology and Speech-Language
Pathology, Chiropody and Podiatry, Chiropractic, Dental Hygiene, Dental
Technology, Dentistry, Denturism, Dietetics, Homeopathy, Kinesiology,

Massage Therapy, Medical Laboratory Technology, Medical Radiation
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12 |Current Professional Association License/Membership Card (for any Regulated
Health Profession, including the following: Association of Ontario Midwives,
Denturist Association of Ontario, Nurse Practitioner Association of Ontario,
Ontario Association of Medical Radiation Technologists, Ontario Association of
Naturopathic Doctors, Ontario Association of Orthodontists, Ontario
Association of Speech Language Pathologists and Audiologists, Ontario
Chiropractic Association, Ontario Dental Association, Ontario Medical
Association, Ontario Nurses Association, Ontario Opticians Association, Ontario
Pharmacists” Association, Ontario Physiotherapy Association, Ontario Podiatric
Medical Association, Ontario Society of Chiropodists, Ontario Society of
Medical Technologists, Registered Nurses Association of Ontario, Registered
Practical Nurses Association of Ontario, or Respiratory Therapy Society of
Ontario)

13 [Federal, Provincial, or Municipal Employee Card

14 |Current Employee Identification or Identifier from a Sponsoring Organization

15 |Union Card

16 |Other Federal ID Card, including Military

17 |Ontario Ministry of Natural Resources Outdoors Card

18 Judicial ID Card

20 |BYID Card (Formerly Age of Majority Card)

21 |CNIB Photo Registration Card

22 |Canadian Police Force Identification Card

23 |ldentification Card issued under the Blind Persons Rights Act
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Appendix B — LRA Acknowledgement

This form is intended for your review only. Acknowledgement is made via the ONE® ID Online
System.

Form of LRA acknowledgement

l, , understand that | will be registered in Ontario Health ("Ontario Health")

ONE’ ID and appointed as a Local Registration Authority ("LRA"). Local Registration Authority
means an individual that has been delegated responsibility by a Client Organization or the
Ontario Health Identity Authority for the performance of tasks associated with identifying,
authenticating, registering, enrolling, and managing registrants who are within the scope of
his or her authority as delegated by a Client Organization or the Ontario Health Identity
Authority. "ldentity Authority" or "IA" means an individual or group of individuals designated
by Ontario Health that are responsible for the registration, service enrolment, and
authentication services provided by Ontario Health to clients.

As an LRA | will be obligated to:

1) Read and adhere to Ontario Health's LRA Procedures Manual as amended from time to
time.

2) Complete such training, including security and privacy training, related to Ontario Health's
registration and appointment processes and technologies used for authentication as
Ontario Health may reasonably require and provide from time to time.

3) Take reasonable steps to keep my ONE® ID Credential provided by Ontario Health secure
and confidential at all times. "ONE® ID Credential" means the ONE® ID authentication
credential, including a user identification, password, token, public key infrastructure
certificate (PKI certificate), or any combination of these issued by Ontario Health to an
End User to access a Sponsored Service. | understand that | am responsible for any
unauthorized or inappropriate use of my ONE® ID Credential. Should | suspect or become
aware that my ONE® ID Credential has been compromised, or unauthorized access has
been made of any computer terminal or other device connected to Ontario Health's
infrastructure, | will immediately notify Ontario Health by calling the support number
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provided by Ontario Health in the LRA Procedures Manual or by any other method set out
in LRA Procedures Manual.

4) Read and abide by Ontario Health's Acceptable Use Policy, as amended from time to time.
A copy of Ontario Health's current Acceptable Use Policy can be found
at www.ehealthontario.on.ca.

5) Not exceed the scope of authority delegated to me by Ontario Health including but not
limited to registering and enrolling only individuals and Computer Applications (as defined
in the LRA Procedures Manual) that have been sponsored and the identity of the
individual or validity of the Computer Application, has been verified as set out in the LRA
Procedures Manual.

6) Obtain any necessary consents required before collecting, using, or disclosing personal
information as set out in the LRA Procedures Manual.

7) Safeguard confidential and personal information collected or received by me in
connection with my duties as an LRA and meet privacy requirements as set out in the LRA
Procedures Manual.

8) Perform my duties as an LRA fully, responsibly, and diligently, in a professional and
competent manner.

9) Immediately notify a Local Registration Authority within my organization or Ontario
Health when the organization identified below no longer requires me to act as an LRA or |
no longer wish to act as an LRA for any reason.

| understand that:

e My appointment as an LRA is not approved unless Ontario Health provides me with
ONE® ID Credential signifying Ontario Health's acceptance of me as an LRA;

e Ontario Health may suspend me from acting as an LRA or terminate my designation as
an LRA for any reason, including but not limited to, my failure to comply with the
obligations set out above;

e My actions as an LRA may be subject to an audit from time to time to ensure
compliance with the obligations set out above; and

e My appointment as an LRA is subject to the obligations set out above and by
accepting below, | acknowledge that | have read and understand these obligations
and commit to adhere to the same.
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Appendix C — Ontario Health Identity Federation

The Ontario Health Identity Federation is a business and technology framework which
establishes trust amongst member organizations with respect to end user identity validation,
authentication, and access. Common agreements, policies, and technology standards enable
secure access to provincial services via local credentials.

The Ontario Health Identity Federation allows organizations to authenticate users locally and
send the requisite information to federated services which, in turn, allow access. The
established trust within the Federation ensures confidence that the information shared is both
valid and secure and enables a “Single Sign-On” (SSO) experience for end users such that they
can use a single Login ID & password to access both local and provincial services.

NOTE: Not all services rely on Federation infrastructure, however alignment with its ldentity
Standard is a pre-requisite for accessing all services managed by Ontario Health, i.e.
requirements for identity assurance and authentication must be met before Personal Health
Information can be accessed online, regardless of the technical specifics.

Entitlement Prerequisites

Before an individual can be authorized to access a service their identity must first be verified
with sufficient assurance to meet the requirements of the respective Application Provider; i.e.
only valid credentials may be authorized for access. Identity Providers establish an identity
assurance level for all registered individuals and issue credentials that may be relied on to
authenticate an individual’s identity. Such credentials are a pre-requisite for entitlement to

access a service.

The User Registration Process is defined by the respective IDP and may or may not be executed
by the same resource that manages entitlements. Regardless, the process must be completed
prior to user entitlements being granted, and the LRA must be able to confirm that the
credential being granted access belongs to the individual being authorized.

Identity Provider

Organizations with the Identity Provider (IDP) role create and maintain credentials for end users
based on their real-world identities and authenticate them for access to Federated Services.
IDPs must comply with Federation business and technology standards with respect to user
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identity management and authentication and complete technical integration such that they can
pass validated data to the Federation Hub. An organization must assume this role in order to
enable an SSO experience for its users.

Health Information Custodians

HICs leverage Federation infrastructure to access Digital Health services. They are likely to have
relationships with Application Providers independent of their use of Federation (e.g. they may
be required to sign a service agreement) as their role is to authorize users for access as per The
Sponsorship Model. This role does not require technical integration with the Federation Hub,
but an Organization would also have to assume the role of IDP to enable an SSO experience for

its users.
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Appendix D — Panorama Service

The purpose of this document is to outline the steps to provide user access to the Panorama
service in ONE® ID with a focus on the steps unique to Panorama roles

Sponsorship
The following organizational units are currently the only sponsors for the Panorama service:
e Public Health Units (PHUs)

e Ministry of Health and Long-Term Care — Health Services Cluster

Registration

For users that do not already have a ONE® ID account, validation of identity information is a
prerequisite for account creation and enrolment of users into the Panorama service. The
identity validation method can vary depending on your organization. Refer to section Identity
Validation for detailed options.

Enrolment

To add the Panorama enrolment and applicable role(s), follow the enrolment steps summarized
below.

e From the ONE® ID home page, select My workspace -> Create / modify ONE® ID
account

e Inthe Login tab, type in full or partial ONE® ID account to search, press Search button

My workspace (LRA) @ Help

P08 Select a task

Create / modify
ONE ID account

Figure 1 - My Workspace
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e Click on the profile that appears in the search result to proceed with modification:

Search results

We found 1 result.
Select a card to access an existing account, or refine

your search.

Primary account Status: Active

Created: 2025-04-23

a TALHAVAINCEVTE@ONEID.ON.CA
Talha Vaincevte
1990-01-01 | 35 years

< I

‘ Refine search Create account

Figure 2 - Search by LOGIN ID Results

e The next page will ask upon whose authority you are requesting to change the account,
select Myself as account requester, and press continue. You will now be at the user’s
profile screen: Select the Services tab and click Add a Service

e Select the Services tab and click Add a service

e Select Sponsoring organization (type to search) and Service or role (select the Panorama
enrolment and applicable role(s) that have been authorized for the registrant and click
Next)

o There are three Panorama Services to enrol for:
= Panorama User
= Panorama CCM-BI
= Panorama Inventory
= Panorama Verification

e Fill in the enrolment attributes for Panorama enrolment; these are the user’s Health Unit
organization, role(s), and services delivery location(s).
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o Multiple roles may be assigned in the Panorama Roles field based on
provisioning requirements and the intended user access. While the applicable
roles are listed below, a complete reference can be found in the Panorama

Individual Service Enrolment Form:

Immunization View Only
Immunization Management
Immunization Full Clinical
Immunization Provider
Immunization Full Administrative
Immunization Reminder/Recall
Immunization Data Entry
Immunization Data Import/Export
Immunization Duplicate Management
Immunization PHU Superuser
Inventory PHU Clerk 1

Inventory PHU Clerk 2

INVENTORY Customer Service Clerk 1
INVENTORY Customer Service Clerk 2

INVENTORY Warehouse Service Clerk 1
INVENTORY Warehouse Service Clerk 2

INVENTORY Procurement Clerk 1
INVENTORY Procurement Clerk 2
INVENTORY Superuser Role

o NOTE: Role(s) indicated on the Panorama Role field is used by the administrator
to create the user account directly in the Panorama application. If a modification

is required for these attributes, please contact the Panorama Administrator

directly at the Ministry of Health.

e C(Click Add
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Add a service

Complete all information.

Sponsoring organization

eHealth Ontario X -

Service or role

|F'anoramaUser X -

Service description

An application designed to facilitate Public Health
surveillance and management, in order to protect
Ontarians against emerging infectious diseases and
ongoing threats to public health.

Y= Attributes

Panorama Organization

Panorama Services Delivery Locations

Panorama Roles

Complete the required information to activate the butten

Add | Cancel

Figure 3 - Add a Service

e Proceed to the RSA console to assign a physical token to the user by entering, the token
serial number in the user’s RSA profile. Refer to Appendix F for guidance on how to
assign RSA tokens.

o If you have run out of tokens, contact the Ontario Health Service Desk to request
spare tokens for future enrolment.

o If the registrant already has an RSA token for one or more of their other services
e.g. the Integrated Public Health Information System (IPHIS), you will not need to
add a token as the user can use their existing ONE® ID token.
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NOTE: LRAs cannot add a service to their own account or another LRA account, however they
are able to modify PI for their own account, like email, phone #, password, etc), or other LRA
accounts.

Panorama Application Roles

When a user is enrolled into Panorama or their Service enrolment is modified in ONE® ID, the
Panorama Administrator will receive a system generated email notification with the enrolment
information. This information is used by the authorized Panorama Administrator to create user
accounts and configure role-based access permissions within the Panorama application itself.

An email notification will be generated for the following Panorama enrolment/role
modifications:

e Panorama enrolment is added to a new or existing Registrant.
e Additional Panorama role is added to an existing registrant.
e Panorama enrolment is revoked.

e Panorama role is deleted.

Panorama Inventory Role

Ministry of Health and Long-Term Care - OGPMSS was the initial organization sponsoring users
for Panorama inventory role. However, all PHUs can now sponsor eligible users for the service.
The appropriate organization must be selected in ONE® ID for enrolment purposes.

Enrolling a User in Panorama with Training Role

If a user has been authorized to access the Panorama Training Environment, a subsidiary
account will have to be created for the user. The registration information from the parent ONE®
ID account (i.e. personal information) will be automatically pre-populated over to create the
subsidiary account. The Login ID that must be created for the Panorama training ONE® ID
subsidiary account is FirstName.LastNameTR@oneid.on.ca, so it can be easily identified.

For instructions on creating the subsidiary account for training, please read subsection: Making
a Subsidiary Account for Panorama Training or Panorama Guided Workflow Training.

Alternatively, you may request that the Ontario Health Registration Agents create the

subsidiary account on your behalf by sending them an email.

NOTE: Only the Panorama Training role can be added to the
FirstName.LastNameTR@ONEID.ON.CA account. If any other service enrolment or Panorama
role is added to this account, access to the service will be denied.
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Requesting multiple Panorama enrolments

Panorama is a single sponsor enrolment; This is due to a Panorama Application restriction that
allows only one Panorama enrolment to be associated with a user’s ONE® ID account,
regardless of sponsoring organization. Once a Panorama enrolment has been added to a
registrant’s profile, it will not be available for selection again in their ONE® ID profile due to this

Panorama restriction.

To add a Panorama enrolment under the sponsorship of an additional PHU, a subsidiary
account will need to be made. Existing ONE® ID user ID format of
firstname.lastname@oneid.on.ca from the parent account will be replicated for the subsidiary
account; however, a number will be added to the prefix to create a new unique user ID.

As an example:

e if the user operates at two PHUs — Peel and Toronto, with Peel being the primary
location of operation, the user’s parent ONE® ID account will contain the Panorama
enrolment sponsored by Peel while the subsidiary account will contain the second
enrolment sponsored by Toronto.

e The administrator will configure each of the two user accounts to have access to the
data for only Peel or Toronto respectively so that the user cannot view both sets of data
at the same time in any location, in other words the user cannot view Toronto’s data
when they are located at Peel and vice versa.

e The user will have to manage multiple accounts, and each account will have its own RSA
token.
If the user requires Panorama access at multiple locations like the above example, refer to the
steps contained in the subsection Making a Subsidiary Account for Additional Panorama/PGW
Locations. Alternatively, you may request that the Ontario Health Registration Agents create

the subsidiary account on your behalf by sending them an email.
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Appendix E — Panorama Subsidiary Accounts

This appendix will cover steps on how to create subsidiary accounts for multiple Panorama and

Panorama Guided Workflow Locations, as well as how to make subsidiary accounts for the

purposes of Panorama Training & Panorama Guided Workflow Training.

While creating subsidiary accounts follows a common process, the subsections below

distinguish the unique steps required to make a sub account for training purposes vs creating a

sub account for additional Panorama locations (ie; multiple PHUs or multiple pharmacies)

Panorama Subsidiary Account Structure

To represent the parent vs subsidiary account(s) structure for a user, it will look like the

following:
User’s Master Account - Second Account — | Third Account - 2nd Fourth Account -
Name Primary Organization Training Organization 4t Organization

Jane Doe | jane.doe@oneid.on.ca

Jane.doeTR@onei
d.on.ca

jane.doel@oneid.on.ca

jane.doe2@oneid
.on.ca

If there is an existing name with an exact match, the second Jane Doe will get the following user

IDs:
User’s Master Account - Second Account | Second Account - Third Account -
Name Primary Organization — Training 2nd Organization 3rd Organization

Jane Doe | jane.doe3@oneid.on.ca

Jane.doeTR1@o
neid.on.ca

jane.doe4@oneid.on.ca

jane.doe5@oneid
.on.ca

And so forth.

Making a Subsidiary Account for Panorama Training or
Panorama Guided Workflow Training

This sub-section explains how to create a subsidiary account for Panorama or Panorama Guided

Workflow Training.
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NOTE: For Panorama Training, the service is named ‘Panorama — Training’, and for Panorama
Guided Workflow (PGW) training, the service is named ‘Panorama - Guided Workflow -
Training’. Please ensure you are provisioning for the correct training role upon making the
subsidiary account.

Please follow the steps below to create a subsidiary account for training purposes:

e From the ONE® ID home page, select My workspace (LRA), Create / modify ONE® ID
account

e Look up the user you would like to make a training sub account for, and select their
profile (through either name, email or login)

e Select their profile that appears in the search result, select myself as account requester,
and press continue. You will now be at the user’s profile screen:

< Profile @ Help

@ £, Accounts & security 88 Services

Login ID: TALHAVAINCETEST@ONEID.ON.CA

Account type Primary
Assurance level Verified
Account status Active ©J

User type Business Support

Figure 4 - Profile Page

e Select the Accounts tab of the User Profile and in the dropdown select create sub
account:

° 3 Accounts &) Security 2 Services

Login ID: TALHATESTZ@OMNEID.ON.CA

@ You are viewing:

| |&c:::|L. nt options

Suspend account

Rewvoke account Status: Active

Create sub account

A TALHATESTZ@ONEIDOM.CA
Talha Test2
1590-01-01 | 36 years

B2 talha.vaince@ontarichealth.ca

Figure 5 - Create Sub Account Button
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e Ascreen will appear asking you to confirm preferred first and last name for the sub-
account. At this point you must add TR at the end of the preferred last name

(highlighted in the screenshot), as this will give the distinction that the sub-account is

for training purposes only:

Add sub account details

Please review the detalls and edit as required. Complete all information.

Create a sub account when the user's primary account cannot be granted the necessary access. Example: accessing a training
environment.

Note: Do not create a sub-account to allow other users te access under the acceunt holder's authority.

User details

Legal first name
Talha

Legal last name
VainceTest

Date of birth
1980-01-01

Preferred first name

Used in login ID and communications

Talha

Middle name or initial (optional)

Preferred last name

Used in login ID and communications

v

Preferred language

T

[——

@ Help

Figure 6 - Modify Sub Account Details

e Once you have added this amendment select Create User Profile

e The next page will have you confirm the user’s contact info, in particular email, mobile
phone and configuration of new Service Desk Challenge Questions. Once these details

are filled out click Save and Continue

e Now you will be in the Add services step of the account creation process. To add the
‘Panorama Training’ or ‘Panorama - Guided Workflow — Training’ role, select ‘Add
Services’, select the sponsor the user is to be enrolled under and then fill in the

enrolment attributes for the enrolment; these are the user’s Health Unit organization,

role(s), and services delivery location(s). Once you have inputted the required

information, click Add

NOTE: While other roles are available for selection, only the training role must be added to the

account since it is exclusively for access to the training environment; Other service roles will

not work with this subsidiary account.

e Now click complete registration, upon which an email is sent to the user with their TR

ONE® ID Login ID and instructions on how to self complete their registration.
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@ Done! The account was created

We've sent this individual an email with instructions for
them to complete their account.

OK

Figure 7 - Sub Account Creation Complete

e Once the user has self completed their registration through the email link, they will be
able to access Training with their sub account login details.

Making a Subsidiary Account for Additional Panorama/PGW
Locations

This sub-section explains how to create a subsidiary account for Panorama Service or Panorama
Guided Workflow, in the case where the user needs to access the services from multiple
locations.

e From the ONE® ID home page, select My workspace (LRA), Create / modify ONE® ID
account

e Look up the user you would like to make a sub account for, and select their profile
(through either name, email or login)

e Select their profile that appears in the search result, select ‘myself’ as account
requester, and press continue. You will now be at the user’s profile screen:

< Profile @ Help
@ £, Accounts 5 security £ Services
Login ID: TALHAVAINCETEST@ONEID.ON.CA
Account type Primary
Assurance level Verified
Account status Active ©J
User type Business Support

Figure 8 - Profile Page

e Select the Accounts tab and in the dropdown select Create Sub Account:
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@ 2 Accounts 8 Security 8 Services

Login ID: TALHAVAINCETEST@ONEID.ON.CA

@ You are viewing:

| Account options

Suspend account

Revoke account Status: Active

Create sub account

Change user type

Talha Vaincetest
19590-01-01 | 36 years

Figure 9 - Create Sub Account Button

e Ascreen will appear asking you to confirm preferred first and last name for the sub-
account. Do not edit any of these details and simply click Create User Profile.

e Now confirm the security info on the next screen for the user and click Save and
Continue.

e Click Add Services and enrol the user for the Panorama or PGW Service Role under the
desired sponsor of choice and then fill in the enrolment attributes for the service; these
are the user’s Health Unit organization, role(s), and services delivery location(s). Once
you have inputted the required information, click Add.

¢ Click Complete Registration, upon which an email is sent to the user with their sub
account ONE® ID Login ID and instructions on how to self complete their registration.
Once the user has self completed their registration through the email link, they will be
able to access Panaroma under the second sponsor with their sub account login details.

X

) Done! The account was created

We've sent this individual an email with instructions for
them to complete their account.

OK

Figure 10 - Sub Account Creation Complete
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Requesting Ontario Health to create Subsidiary Accounts for
Panorama/PGW Access for multiple locations or training

Alternatively, LRAs can request Ontario Health Registration Agents to create user subsidiary

accounts in their stead.

To request additional ONE ID subsidiary accounts for a user who requires multiple access or a
training account, send e-mail with the information listed below to Ontario Health Registration

Agents at oneidregistrationagents@ontariohealth.ca

Please specify the user’s existing ONE® ID account (primary account) and the name of the

organization the user is currently enrolled under.
For the new additional account being requested, specify the following:
a) User’s First Name
b) User’s Last Name
c) Requesting Organization Name (sponsoring organization)
d) Sponsor’s Name and Designation
e) LRA Name
f) Type of enrolment/role

g) List attributes (Health Unit organization, role(s) and service delivery location(s))
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Appendix F — RSA Quick Reference Guide

This quick reference guide will walk through basic functions of the RSA Console which LRAs can
use to manage their users’ RSA tokens.

Overview

The RSA Console is an application used to manage RSAs assigned to ONE® ID users. LRAs can
troubleshoot potential RSA issues using the consoles, as well as reuse tokens by reassigning
them to new users.

This quick reference guide will teach LRAs how to:

e Llogin

Navigate the Home Menu

e Assign a Token to a User

e Reset the PIN of a Token

e Resynchronize Tokens

e Reusing a Token

e Order Additional Tokens

e Reach out for general RSA inquiries

How to Access the Console
LRAs can access the console through this link: https://prds.ontariohealth.ca/ .

You will be asked for your ONE® ID Login ID and passcode (Token PIN + 6-digit code currently on
token):
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Figure 11 - MFA Screen

After entering your details, click ‘Log In’. Note that you will be navigated to a subsequent ‘Log
In” screen after submitting your login credentials for the initial screen noted above. Now on the
next screen, log in with your ONE® ID Login ID and Password:

“« Cc QO 8 0+ hiyws/pes ontarchesith.ca/MOWebPages/en S Aoqin s it = /REWeb/Pages/en US/Delwlt sspx o

@ Ontario  Work Resources

Health roducten RDS Emvironment Aublished Appications

PR —

Password

Sign n

Access 10 the techology nfrastructure of Onaric
Healh is restricied 10 authorized personsel coly. Any
use of this technalogy indastructuse must be is
sccosdance with the pobicies of Onarie Healh, which
reserves the right 1o montor and record compliance
with these pokicies by smy persan accessing its

el - By e ' you accept
hart your we of Pis techeology mfrastiucture may be
moitored and your actions secoeded b order to
confiem compliance with hese policies. as well a5
apphicatile Liws. Usouthorized use of tis technology
indaitractuse o fadure 1o comply with the polices of
Ontario Health may result in discipbnary action and
imingl prosecution and penalties.

Figure 12 - RDS Login Screen

Upon logging in, you will be brought to this menu screen.
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Figure 13 - RDS Work Resources Menu
Select the RSA Console Application.

Now the file for the Console will be downloaded to your computer:

Downloads B a - ¥R X

*é cpub-powershell-RSA_Fa_.Servers-CmsRdsh (6L.rdp
' Dpen file

Figure 14 - Browser Download Pop-Up
Open this downloaded file to launch the application.

Upon launching, you will be asked to provide your ONE Login ID and Password again. Click OK:
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Figure 15 - Additional Authentication Screen for First Login

You will now be taken to the secure login screen. Enter your ONE® ID Login ID again and click
OK:

[R'S/\ SECURE LOGON

u- Log On

Logon is required. If you have forgotten your logon information, contact your help desk or administrator.

User ID: II

Figure 16 - RSA Secure Log on Screen

Choose whether you would prefer to enter your ONE® ID password (Password) or ONE® ID
Passcode (Passcode) and click Log On:

[RS /\ SECURE LOGON

u- Log On

You may choose how you want to authenticate yourself. Select your preferred authentication method and log on.

User ID: RSAONEID.LRAONLY@ONEID.ON.CA

Authentication Method: Password

==

Figure 17 - RSA Secure Logon Authentication Options

NOTE: Your Passcode is your RSA PIN followed by the six-digit token code currently displayed
on your token

Upon successful authentication, the Home Menu Opens.
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RSA Console Functions

Home Menu

The home menu serves as a starting point for multiple functions. Press the Home button on the
top left at any time to return to this screen.

Logged on as: TALHA. ON.CA My Permissions | My Preferences | Log.Off

[R'S /\ SECURITY CONSOLE

|

f‘ Home () Help on this page +

Welcoms TALHA.VAINCEGONEID.ON.CA. You logaed on: Friday, August 9, 2024 3:41 PM.

[ Dashbaard: Quick Search

@ 1 [Type the last name to s=e Allidenly Sources

» Quick Links

5 15942000 RSA Secumy LLC ar s afiases. Al Fghts Resarved.

Figure 18 - RSA Console Dashboard

Dashboard

The dashboard is a search box located on the home menu. It is used to search for user profiles
associated with RSA tokens. It has multiple filters you can search for by:

Dashboard: Quick Search

2 |v Type the last name to see results
User ID
* Q Last Name
User Alias

= 1 Token Serial Number

Figure 19 - RSA Dashboard Filters
e User ID —search by user’s ONE® ID Login ID
e Last name —search by user’s last name
e User Alias — search by a user’s associated nickname
o This filter is not too commonly used, as there are few aliases on the console
e Token Serial Number — search by an RSA’s serial #

For the User ID, Last name & User Alias filter, there are also identity source filters:
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All Identity Sources W

All Identity Sources
Intermal Database
ActiveDirectory-OnelD
OntarioHealth

Figure 20 - Identity Source Filters

For purposes of LRA management, the main filter LRAs will work with is accounts under
‘ActiveDirectory-OnelD’. The other two filters only pertain to Ontario Health Employees.

Assigning a Token

To assign a token to a ONE® ID account, first search up the user’s ONE® ID login on the home
dashboard:

@ | UseriD v | talha vaince ActiveDirectory-OnelD | v
User ID Last, First Name Identity Source
® Quick Links TALHA VAINCE@ONEID.ON.CA Vaince, Talha ActiveDirectory-OnelD

Figure 21 - Select User Search Menu

Click on the username and their profile will appear:

P Quick Search ——
@ [ [t U DG e s Aty Sowces
& User: TALHA VAINCE® N.CA ~

W8 Dashboard
User Profie 4| Assigned SecurlD Tokens

Senal umbar - Type  LastLogon Expires On Dugabled Replacement PIN Set Mew PIN Next TC Extendable Extension Token
00044I0STIL | SIDT0 | /4. Y3002 v

unlocked =i =

Last Authentication:  6/9/24 11:49:11 AM EOT

&

© e E e
feooeeee

&

Figure 22 - RSA User Profile

Please note that users must already be enrolled to the enrolement which requires an RSA on
ONE® ID, or else their username will not show up on the console.

To assign a token select the Assign More Tokens button under the Assigned SecurlD Tokens
tab:
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Assigned SecurlD Tokens

| Serial Number = Type

000434305741  SID 7DD | 89024 .. | 1/30y2

Pl = | Assign Mere Tokens =

Asgign Hardwiare Tokens

Assign Saftware Tokens

v

Last Legon Expires On Disabled Replacement PIN 528 New PIN Next TC Extendable Extension Token

Figure 23 - Assign Hardware Tokens

Now select the desired token by entering its serial # and check it off. Then click Assign Token(s):

Select Token(s)
Enter token serial number | SystemDomain
Results are limited to 50
Serial Number «  Type
[¥] | 000418116352 51D 700
] 000418116353 SID 700
[C] | 000418116354 SID 700
[] | 000418116355 SID 700
[] | 000418116356 SID 700
[] | 000418116357 SID 700
[[] | 000418116358 SID 700
[ 000418116359 SID 700
] | 000418116360 SID 700
[] | oo0418116361 SID 700
[] | 000418116362 SID 700
[ 000418116363 SID 700
[ | 000418116364 51D 700
Assign Token(s)

|‘V Hardware Tokens |‘V

Security Domain
OnelD
SystemDomain
SystemDomain
OnelD

OnelD

OnelD

CnelD

OnelD
SystemDomain
OnelD

OnelD

OnelD

QnelD

Expiration Date

1f30/25 7:00:00 PM EST
1/30/25 7:00:00 PM EST
130425 7:00:00 PM EST
1/30/25 7:00:00 PM EST
1f30/25 7:00:00 PM EST
1/30/25 7:00:00 PM EST
13025 7:00:00 PM EST
1/30/25 7:00:00 PM EST
1f30/25 7:00:00 PM EST
1/30/25 7:00:00 PM EST
1/30/25 7:00:00 PM EST
1/30/25 7:00:00 PM EST
1/30/25 7:00:00 PM EST

Search

*

Figure 24 - Token Assignment Screen

There will be a notification indicating that you have successfully assigned the token to the user:
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( Successiully assigned token{e) 000402605017 to REAONEID. [PHISUSER®ONEID, OM. £A
ser Profile & Assigned SeourlD Tokens:
Narme Ranoneid 1FHIGUser A Serlal Number + Type Linct Logon Expires On Dicabled Replacement PIN & New PIN
Identty Saurest Activatiractary -Onalt JUTRE T e Pl 22912, «
Security Domain: OnelD
Account Status: Enabled
hssign More Tokens »
Locked Status: Unlockad

Figure 25 - Token Assignment Confirmation Screen

The token will remain at having New PIN checked off until they configure their RSA with their
own PIN. Then this will change to PIN Set.

Tokens are assigned in Enabled (Active) status, if you are shipping the token to the user or will
not be directly handing it to them, please disable the token straight after assignment. You can
activate the token for the user when they have the token in their possession, or they can
contact the Ontario Health Digital Service Desk to request activation.

RSA Troubleshooting

There are a few common issues with RSA tokens which can be resolved through the usage of
the RSA console.

PIN Reset

When a user forgets the PIN they had set for their RSA token, it can easily be reset within the
console. First, go to the user’s profile and press Clear PIN:

Assigned SecurID Tokens -

[¥]  Serial Number « Type Last Logon Expires On Disabled Replacement PIN Set Mew PIN Next TC Extenda
[V] 000434305741 SID700 8/12/2.. 1/30/2... (

4 .4

View = | Disable = | Clear PIN = | Assign More Tokens =

Figure 26 - Clear PIN Selection
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The console will then ask you to confirm if you want to clear this token’s PIN

Clear PIN(s) Confirmation X

You are clearing the SecurID PIN for
token(s) 000434305741.

Please confirm this action.

Clear PIN(s) Cancel

Figure 27 - Clear PIN Confirmation

Once the PIN has been cleared, the token will have changed to new PIN mode. Have the user
log into ONE® ID and get to the RSA authentication screen. Just like any PIN setup, have the
user only enter in their 6-digit code while leaving the PIN section blank. Then the screen to
configure a new PIN will appear.

Next TC

If your token or another user’s token is displaying the Next TC column checked off in the RSA
Security Console, this means it requires resynchronization.

Assigned SecurlD Tokens

>

Serial Number - Type Last Logon Expires On Disabled Replac PIM Set Mew P Next TC | Ext
000420004029  SID 7000 22102,  5/3002. ( (

V - | - | { = | Assign More Tokens =

Figure 28 - Next TC Checkbox

To amend this, simply have them sign into their service where they use their RSA token, and
have them authenticate as normal. They will be self-prompted to resynchronize their token.

If the user does not get self-prompted, they should reach out to OH Service Desk for further
assistance.
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Token Replacement

If a token has been lost or is faulty, LRAs have the power to assign a replacement token. Go to
the user’s profile, check off the desired token Assigned SecurlD Token tab then select Replace
under the View drop down menu:

Assigned SecurID Tokens X
[V Serial Number « Type Last Logon Expires On Disabled Replacement PIM Set New PIN Next TC Extenda
/| 000434305741 SID 700 8§f12/2.. 1/30/2... «

»

View *| Disable = Clear PIN ~ | Assign More Tokens ~

Replace

Unassign

Resynchronize Token

Figure 29 - Replace Token Option

Then the Select a Replacement Token pop up window will appear, enter the serial # of the
token you are going to replace the older token with.

Select a Replacement Token x
I SystemDomain |¥  Hardware Tokens |+
I Results are limited to 50
Serial Number -~ Type Security Domain  Expiration Date
E 000413469753 SID 700 OnelD 11/25/23 7:00:00 PM EST
Replace Token |¢ Copy the SecurlD PIN to the replacement token

Figure 30 - Selecting a Replacement Token

Check it off and check off the Copy the SecurelD PIN to the Replacement Token to have the old
PIN carry over to the new token. Then click Replace Token. You will get a notification that the
token has been replaced.
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Reusing Tokens

There are instances where users no longer require their RSA token. LRAs can reuse these tokens
and assign them to another user who may need it if the token has not expired. Once the user’s
RSA-dependent enrolment has been revoked in ONE® ID (ie; LRA, Panorama), the token will be
automatically unassigned from the account within 24 hours. Then LRAs will have the freedom
to reassign it to another employee who requires the RSA.

Ordering Tokens & Support
If LRAs wish to order extra tokens for their clients or have any general RSA inquiries send an
email to OH-DS Servicedesk@ontariohealth.ca or call 1-866-250-1554 with your inquiry.
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Appendix G — How to View a User Account

Local Registration Authorities (LRAs) can view the profiles of end users sponsored by their
organization. They can also register new users, update profile details, including resetting
passwords, changing personal information, and adding or revoking services. This guide provides
step-by-step instructions for searching and viewing ONE® ID accounts.

Searching for a User
To access a user profile, first open the ‘Menu’ on the top right hand of the screen and press ‘My
Workspace’

2 client test Francais

Figure 31 - Press 'Menu'

X Menu

My workspace

My profile

Help

Log out

Figure 32 - Press '"My Workspace’

Then select Create/Modify ONE® ID Account and then enter the details of the user you would
like to view. You can look them up by Legal Name, Email Address, or Login ID:
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My workspace (LRA)

#o% Select a task
Create / modify
OME ID account

Q, Find an account

Name Emai Login College

Enter at least two pieces of information.
Legal first name

Legal last name

[ Exact match only

Date of birth

Figure 33 - Create/Modify ONE® ID Account

Once you entered in the desired user’s information, select ‘Search’, profiles with matching
results will appear, simply press on the tile of the user profile you wish to view:

User search

9 Search results

We found 1 result.

Select 3 card to access an existing account, or refineyour | NOTE: At this point you also have the option of

e creating a new account by selecting the Create
Account Button. Refer to the Appendix L -
Register/Enrol a New User to ONE® ID for more details

Primary account Status: Active

reated

& TALHATEST2Z@OMNEID.ON.CA
Talha Test2 {7
1990-01-01 | 36 years

Refine search ‘ Create account ‘

Figure 34 - Search Results
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You have now arrived at the user’s account screen:

< Profile

0 8 Accounts &y Security

e oo
H Services

Login ID: TALHATESTZ@ONEID.ON.CA

Account type Primary
Assurance level Verified
Account status Active T
User type Individual

Personal info
Legal name

Talha test2

Date of birth
1990-01-01

Preferred name

Talha test2

Preferred language

English

it Professional registration
I do not belong to a regulatary college

Proof of identity

Primary verification

eHealth Ontario

Figure 35 - User Account Screen

From here, you can press any of the four panes highlighted above to conduct a differing array

of actions for the user profile.
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Appendix H - How to Modify Profile Information

Local Registration Authorities (LRAs) can view the profiles of end users sponsored by their
organization. They can also register new users, update profile details, including resetting
passwords, changing personal information, and adding or revoking services. This guide provides
step-by-step instructions for modifying personal information in ONE® ID accounts.

The ‘Profile’ page is the default screen you will land on when you enter. A user profile is always
denoted by the user’s initials. Personal information for the user, including Legal Name,
Preferred Name, Date of Birth, Professional Registration and Proof of ID is displayed here.

Changing a User’s Legal Name, Preferred Name, Date of
Birth and Preferred Language

To change legal name, preferred name, date of birth or preferred language, press the
‘Edit’ button in the ‘Personal Information’ category. Remember to press Save on the next
screen when you are satisfied with your changes.

Personal info

Legal name Ed

Talha test2

Date of birth
1990-01-01
Preferred name
Talha test2
Preferred language

English

Figure 36 - Personal Info

NOTE: If you do decide to change a user’s preferred name, ONE® ID will ask you if you wish to
change their LOGIN ID to match this new preferred name, or to keep it the same. Please
continue with your preference.
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Changing A User’s Professional Registration

LRAs cannot add, modify or remove a professional registration to a user’s profile themselves.
Rather, the user must do so themselves, for more information, please refer to the ONE® ID
Registrant Reference Guide, section How to Update your Personal Information or Professional

Registration

Adding/Changing a User’s ldentity Documents
If identity documents were not added during a user’s initial registration, LRAs can edit them in
the Proof of Identity section by selecting Edit and adding or changing the required documents.

NOTE: If the user has had their identity documents already successfully validated at a former
point, the LRA will not be able to modify their identity documentation. If identity
documentation for a user needs to be updated, please contact the Ontario Health Service
Desk at 1-866-250-1554 or OH-servicedesk@ontariohealth.ca.
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Appendix | - How to Modify Account Security

Local Registration Authorities (LRAs) can view the profiles of end users sponsored by their
organization. They can also register new users, update profile details, including resetting
passwords, changing personal information, and adding or revoking services. This guide provides
step-by-step instructions for modifying account security information in ONE® ID accounts.

The ‘Security’ page will display security information for the user, including their service desk
challenge questions, days until password expiry, email, mobile phone number, and the
modification event log on the user’s profile.

Supporting Locked and Unlocked Users with Password Reset
Password resets conducted by LRAs follow a consistent process for both locked and unlocked

ONE® ID accounts. LRAs can reset user passwords at any time through the user’s Security page.

To access the Security page, refer to Appendix G - How to View a User Account.

NOTE: If a user account is not locked, users may reset their own password by selecting Forgot
Password on the ONE® ID login screen.

When an account becomes locked, password resets must be performed by an LRA. In these
cases, the account status will display Reset Required:

User search

e Search results

We found 1 result.

Select a card to access an existing account, or refine your
search,

Primary account Status: Active
1 A Reset required

= DORIS.DOE@ONEID.ON.CA
Doris Doe [
1990-01-01 36 years
College of Physicians and Surgeons of Ontario

£ marie.doeh@gmail.com

* View related accounts

Refine search Create account

Figure 37 - Reset Required Profile
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On the Security page, scroll down to the ‘Password’ category and simply press ‘Reset
Password’:

Lo Password

Password expires in

364 days (2027-03-06)

} Reseﬁgassword

/

Figure 38 - Reset Password Button

An email will now be sent to the user with instructions to configure a new password, upon
which they will be able to regain their ONE® ID access.

How to Change a User’s Security Questions
The Service Desk questions section of the Security page allows you to manage the challenge
guestions used to verify over the phone with the Ontario Health Service Desk.

To edit the service desk challenge questions of a user, simply press Edit in the Service Desk
Questions Category. Press Save in the next screen when you are satisfied with your edits.

a 2 Acoounts @ Security

Login ID: TALHATESTZ@ONEID.ON.CA

s
=
v

it

Q Service desk questions
What city or town was your mother born in?

What is the middle name of your father?

Figure 39 - Edit Service Desk Questions

NOTE: LRAs are only able to modify service desk challenge questions for a user, not online
challenge questions. If the user wants to modify their online challenge, they will have to do so
in their profile themselves. Please refer to the ONE® ID Registrant Reference Guide, section

How to Change Your Security Questions for more information.
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How to Change a User’s Email, Contact Phone & Mobile
Phone

The LRA can update a user’s email address, contact phone number (used by Ontario Health to
contact the client), and mobile phone number (used for SMS verification, if enabled by the
client) by selecting Edit in the Security Information section. Once the changes are complete,
select Save on the next screen.

@y Security information

Email [# Edit

Mobile phone

Alternate mobile phone

Contact phone Ext.

Figure 40 - Change Security Information

How to View a User’s Event Log

LRAs can view a user account’s provisioning history. The event log displays all enrolments that
have been provisioned or revoked, along with any updates made to the account, including
changes to personal information, passwords, and security details such as challenge questions
and phone numbers.

To access it, scroll to the bottom of the Security page and select View Event Log in the View
Event Log section:

“0) Account history

Figure 41 - View Event Log

You will then be taken to the user’s event log. To exit, select Close in the bottom-right corner of
the screen.
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Appendix J - How to Manage User Accounts

Local Registration Authorities (LRAs) can view the profiles of end users sponsored by their
organization. They can also register new users, update profile details, including resetting
passwords, changing personal information, and adding or revoking services. This guide provides
step-by-step instructions for managing ONE® ID accounts.

The ‘Accounts’ page will show you all the active accounts under the user. The LRA is also able to
suspend, reinstate, or revoke the user account on this screen. Further, they can also create a
subsidiary account for the user. To access the Accounts page, refer to Appendix G - How to

View a User Account.

How to Suspend, Reinstate or Revoke A User Account

LRAs do not have the ability to suspend an active account nor reinstate it. Please reach out to
Ontario Health Service Desk at 1-866-250-1554 or OH-servicedesk@ontariohealth.ca to have
them conduct this task.

Accounts cannot be revoked by the LRA as well. Rather, it is encouraged that the LRA revokes
the services of the user instead. Please refer to Appendix K—How to Enroll and Revoke Services

for more details. If the user is no longer practicing in Ontario, then you can reach out to Ontario
Health Service Desk to request account revocation.

How to Create a Subsidiary Account
An LRA can create a subsidiary account for a user in certain situations where services cannot be
provisioned under the same account across multiple sponsorships. This applies to the following
service roles:

e OHISS

e eNLB

NOTE: Panorama also uses this account model. However, a separate appendix is available that

provides detailed instructions for creating Panorama subsidiary accounts.

To create a subsidiary account, select the Account Options drop-down and press Create Sub
Account.
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0 & Accounts & Security

Login ID: TALHA TEST2@OMNEID.ON.CA

@ You are viewing:

ACCouNnt options - |

Suspend account

Revoke account

Create sub account

Status: Active

Services

Figure 42 - Press Create Sub Account

The next screen will ask you to confirm preferred name details for the desired sub account:

Add sub account details

Please review the details and edit as required. Complete all information.

Create a sub account when the user’s primary account cannot be granted the necessary access. Example: accessing a training
environment.

Mote: Do not create a sub-account to allow other users to access under the account holder's authority.

User details

Legal first name
Talha

Legal last name
testZ

Date of birth
1950-01-01

Preferred first name

Used in login Il and communications

Talha

Middle name or initial (optional)

Preferred last name

Used in login ID and communications

| test2

Preferred language

English

Complete the required information to activate the button.

Create user profile

(@) Help

Figure 43 - Add Sub Account Details

ONE® ID Local Registration Authority Procedures Manual - Appendix J - How to Manage User Accounts
2026-07-10 / Section 26 / Page 76

Ontario
Health



If these inputs are not modified, the login for the subsidiary account will name itself by adding a
number at the end of the original account name. For example, if your ONE® ID account is
Joe.Singh@oneid.on.ca, the subsidiary account will be called Joe.Singhl@oneid.on.ca. If

Joe.Singh1 is taken, it will go to Joe.Singh2, and so forth. Click Create User Profile once you are
satisfied with these changes.

The next screen asks the LRA to confirm security details, including email, mobile phone, contact
phone and security question. Once you have confirmed these details, select Save and Continue.

The last screen will give you the option to Add a Service to the subsidiary account. For more
details on how to specifically add a service, refer to Appendix K - How to Enroll and Revoke

Services. Once you are satisfied with the service enrolments or wish to add them later, select
Complete Registration. An email will be sent to the user with instructions to self-complete their
profile, after which they can access their new subsidiary account.

NOTE: Adding a subsidiary account for the purposes of Panorama training follows the same
above process, save for the ‘TR’ you must add to the end of the preferred last name. For more
information on making a subsidiary account for Panorama training, please refer to Appendix E.
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Appendix K- How to Enroll and Revoke Services

Local Registration Authorities (LRAs) can view the profiles of end users sponsored by their
organization. They can also register new users, update profile details, including resetting
passwords, changing personal information, and adding or revoking services. This guide provides
step-by-step instructions for enrolling and revoking services in ONE® ID accounts.

The ‘Services’ page will display the current services the user is enrolled to, as well as under
whose sponsorship they are enrolled under. The LRA can view, enroll, and revoke enrollment
for the user on this page. To access the Services page, refer to Appendix G - How to View a User

Account.

How to view a User’s Services

All services that the user is enrolled under will be displayed in pages below the ‘Add a Service’
button. In this screenshot, we see that the user is enrolled for two services, ConnectingOntario
User and ONE Meds Conformance PST:

@ G Accounts & Security 3 Services

[

Login ID: TALHATESTZ@ONEID.ON.CA

'::j Refresh Mote: Services may take & few minutes to appear. Refresh to view.

ConnectingOntario User

I.'_\ -
(+) Add a service

The ConnectingOntario ClinicalViewer is a securg,
web-based portal that provides real-time access
to digital health records.

View sponsors >

m ONE Meds Conformance PST
OME Meds Conformance PST

View sponsors >

Figure 44 - User Services
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To view the sponsor of which the user is enrolled under, simply select View Sponsors. You will
see in the screenshot that both services are enrolled under the sponsorship of eHealth Ontario:

ConnectingOntario User

The ConnectingOntario ClinicalViewer is a secure,
web-based portal that provides real-time access
to digital health records.

Hide sponsors “w
eHealth Ontario >

m OMNE Meds Conformance PST
OME Meds Conformance PST

Hide sponsors A

eHealth Ontario >

Figure 45 - Who is the Sponsor

Enrol an Existing User to ONE® ID Services

On the services page, select Add A Service

{ Services @ Help

@ L Accounts & Security 3% Services

Login ID: MARIA.DOE@ONEID.ON.CA

‘ ® Add inservice ‘ (' Refresh Note: Services may take a few minutes to appear. Refresh to view.
¥ '

The user is not currently enrolled in any services.

Figure 46 - Add A Service

In the sponsoring organization, enter the organization they would be provisioned under and in
service or role select the desired service. Press Add once finalized:
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Edit Services

Add a service

Complete all information.

Sponsoring organization

Doeh Memorial Hospital

Service or role

I [connectingOntario User

Service description

The ConnectingOntario ClinicalViewer is a secure, web-
based portal that provides real-time access to digital health
records.

Add Cancel ‘

Figure 47 - Adding a New Service
The service has now been added to the selected account.

NOTE: You will only be allowed to add services under the sponsorship of the organization for
which you are LRA for. IE; if you are an LRA for ‘Doeh Memorial Hospital’ and not for ‘James
Regional Hospital’ you can only enrol a user for services under the sponsorship of ‘Doeh
Memorial Hospital’ and not ‘James Regional Hospital’.

How to Revoke a Service
To revoke a service, select View Sponsors of the enrolment you would like to revoke (as shown
in sub-section How to View a User’s Services), now press the user sponsorship under which you

would like to revoke the service from:

ConnectingOntario User

The ConnectingOntario ClinicalViewer is a secure,
web-based portal that provides real-time access
to digital health records.

Hide sponsors o

eHealth Ontario >

Figure 48 - Press the Sponsor
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A Details and Attributes Screen will arise, to which the LRA selects Revoke to revoke the
service that was provisioned under the sponsorship of the mentioned organization:

Account updates

@ ConnectingOntario User

Details and attributes

(i) Details

Sponsoring organization
eHealth Ontario

Role display name

ConnectingOntario User

Date of enrolment
2026-05-14

Current status
) Active

omplete the required information to activate the button

Save l Cancel H Revoke ‘

Figure 49 - Press Revoke

Once you press this button, ONE® ID will ask the LRA to confirm if they would like to proceed
with the revocation. Simply press Revoke again to proceed. The user enrolment is now revoked.

NOTE: You will only be allowed to revoke services under the sponsorship of the organization for
which you are LRA for. IE; if you are an LRA for ‘Doeh Memorial Hospital’ and not for ‘James
Regional Hospital’ you can only revoke a user for services under the sponsorship of ‘Doeh
Memorial Hospital’ and not ‘James Regional Hospital’.
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Appendix L — How to Register/Enroll a New User

Local Registration Authorities (LRAs) can view the profiles of end users sponsored by their
organization. They can also register new users, update profile details, including resetting
passwords, changing personal information, and adding or revoking services. This guide provides
step-by-step instructions for registering and enrolling new users in ONE® ID.

To register a user on ONE® ID, first begin with the steps in Appendix G - How to View a User

Account. After the step of pressing Search, simply select ‘Create Account’ rather than selecting
an existing profile:

User search

Search results

We found 1 result.

Select a card to access an existing account, or refine your
search.

Primary account Status: Active

- [ (=

- TALHATEST2@ONEID.ON.CA
Talha Test2
1990-01-01 | 36 years

~+ View related accounts

‘ Refine search H{'er'eateaccount ‘

Figure 50 — Create New Account
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Now input the user’s personal information, including legal first/last name, preferred first/last

name, date of birth and preferred language:

e

Create user profile

[%5] User details

Legal nrst name

Mane

Legal last name
Doen

Date of birth

1950-01-01

Preferred Nirst name

Warw

Middie name or Initial (optona

Preferred 1ast name

Doeh

Preferred language

B

Please complete all detalls unless marked (opts

ona

Figure 51 - Create User Profile

Next, select the regulatory college the user is a part of (if applicable) and input their license

number. The system should inform you that the license has been verified against our system. If

the license number cannot be verified, please contact the Ontario Health Service Desk at 1-866-

250-1554 or OH-servicedesk@ontariohealth.ca to get this detail amended.

If the user is not part of a regulatory college, skip this step and select ‘create user profile’:
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m -

Figure 52 - Create user profile button

Next you will need to validate the user’s identity using identity documentation. Please select
the organization the client is working with.
e If your organization is under the ONE® ID Registering Organization model, you have the

option to select ‘I checked the Organization’s ID Records’ or any of the below options
listed in the next bullet. Select Continue once you are satisfied with your selection:

Validate identity

Login 10: WINLFREDTEST1 @ONEID ON.CA

Organiation

SSHA Tasting

How was (his person's identity (10)
valdated?
(3) !hethed the )
&) organization’s 10 reco
Q) 1 chacknd the 1D docs
O Noib validation done i
-t ~r

Figure 53 - Validate Identity (Registered Organization)

e If your organization is not under the ONE® ID Registering Organization Model, you will
not have the above option, rather you can select between ‘I checked their ID docs’, and
‘No ID validation done’ and select Continue.

o Selecting ‘No ID validation done’ is not recommended as the user will not be
able to be enrolled for any services leveraging PHI until ID validation is complete.
If you do select this option, refer to subsection Adding/Changing a User’s
Identity Documents to add identity documents to user’s profile after their
registration is completed
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Validate identity

Login ID: MARE DOEHGONEID ONCA

Organizauon

Doeh Memoral Hospita

validated?

@ | checked ther 1D docs

O No 1D vasdation done

How was this person's identity (ID)

W Back to workspace

Figure 54 - Validate Identity (Non-Registered Organization)

Now, select how you know the user and select the primary ID documents (and secondary

documents, if applicable) you wish to validate, then select Save and continue once you have

input the required information:

Tell us how you know this person

Employee of Crganization

Primary document

Drrver's Licenze

Login 1D: MARE DOEHGONEID ON.CA

Add s valid, government-issued photo

Document number

453555

8 Photo 1D

he regeime A ahon s

Save and contimye Back 1o workspace

Add identity documents

SKIp this

D or other identity document

S or

Figure 55 - Picking ID to add
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For a list of all acceptable primary and secondary identity documentation, please refer to
Appendix A.
Now you must configure the client’s security information, including email, contact phone

number and service desk questions. It is also highly recommended for the user to configure a
mobile device in the optional text box as well, but this is optional.

Login 1D MARIE DOEHDONEID. ON CA
Pleass complete all information unless marked (options)
[£5) Security information
Emanl

mare daehEgmad com

Mobile phone (optonal)
Contact phone Ext. (optional)
(SR0)000.0000

2p Service desk questions

Add two service

Note: These qu

tionsl if you have aiready provided s mabxle phone number

Question 1

Name of first pet?

Figure 56 - Filling out Security Info

Once you have input the requisite information, press Save and Continue.

Enrolling a New User for a Service

The next screen will give you the option to enroll a user for a service before completing their
registration. To do, select Add a service. In the sponsoring organization, enter the organization
they would be provisioned under and in service or role select the desired service. Press Add

once finalized:
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Edit Services

Add a service

Complete all information.

Sponsoring organization

Doeh Memorial Hospital X -

Service or role

I konnemng()marm User x -

Service description

The ConnectingOntario ClinicalViewer is a secure, web-
based portal that provides real-time access to digital health
records.

m conce) |

Figure 57 - Add a Service

When you have completed the provisioning, press ‘Complete Registration’. A registration email
will now be sent to the user with their new ONE® ID Login ID and instructions to self complete
their account. Have the user follow the prompts provided in the email link to self complete
their account. If the user requires assistance with this step, please refer to them the ONE® ID
Registrant Reference Guide for further guidance on self completion steps.
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Appendix M — Panorama Guided Workflow

This appendix will briefly cover sponsorship, enrolment and registration of users to the
Panorama Guided Workflow (PGW) service. You can find additional resources for Panorama
Guided Workflow at the Public Health Ontario Website

NOTE: This section pertains to the Panorama Guided Workflow Service in particular. If you are

looking for guidance regarding Panorama Service, please go to Appendix D

Sponsorship

The following organizational units are currently the only sponsors for the Panorama Guided
Workflow (PGW) service:

e Non-Public Health Unit (Non-PHU) organizations (e.g., pharmacies, long-term care
homes, retirements homes, hospitals, primary care physicians)

e Ministry of Health and Long-Term Care — Health Services Cluster

Registration

For users that do not already have a ONE ID account, validation of identity information is a
prerequisite for account creation and enrolment of users into the PGW service. The identity
validation method can vary depending on your organization. Refer to Identity Validation for

detailed options.

Enrolment

To add the PGW service and applicable role, follow the enrolment steps summarized below.

NOTE: A user cannot be enrolled in both PGW and Panorama services under different
sponsoring organizations using the same ONE ID account. If access to PGW and Panorama is
required under separate sponsoring organizations, a subsidiary ONE ID account must be

created to access the services under the different sponsoring organizations.

e From the ONE ID home page, select My workspace (LRA), Create / modify ONE ID
account

e Inthe Login tab, type in full or partial ONE ID account to search, press Search button
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My workspace (LRA) ® Help

Ao Select a task

Create / modify
OME ID account

Figure 58 - Mly Workspace

e Click on the profile that appears in the search result to proceed with modification:

Search results

We found 1 result.

Select a card to access an existing account, or refine
Your search.

Frimary account Status: Active
Created: 2025-04-23

a TALHAVAINCEVTE@OMNEID.ONLA
Talha Vaincevte
1990-01-01 | 35 years

E4 talhavaince@ontariohealth.ca

Refine search Create account

Figure 59 - Search by LOGIN ID Results

e The next page will ask upon whose authority you are requesting to change the account,
select ‘Myself’ as account requester, and press continue. You will now be at the user’s
profile screen: Select the Services tab and click Add a service
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e Select Sponsoring organization (type to search) and Service or role (select Panorama
Guided Workflow)

e Enter the additional attributes as specified in the sponsorship request from the
authorized sponsor directly in the required fields in the system

o Organization: The name of the organization in ONE ID (e.g., ABC Pharmacy —
Store 1234 — 123456).

o Role(s): Only one (1) of the following PGW roles (Each applicant may only be
associated with one (1) role):

= Guided Flow — All (Edit & View)

= Guided Flow — All (View Only)

= Guided Flow — Immunization (Edit & View)
= Guided Flow — Inventory (Edit & View)

o Service Delivery Location(s): Usually the name of the organization, appended
with “—SDL” (e.g., ABC Pharmacy — Store 1234 — 123456 — SDL). If there is more
than one, list them all separated by a comma.

NOTE: The Role indicated on the attribute screen is used by the administrator to create the user
account directly in the Panorama application.

e Press Add when you are satisfied with your inputs

e The user is now successfully enrolled to PGW
Panorama Guided Workflow Administrator

When a user is provisioned with the Panorama Guided Workflow role or their enrolment is
modified in the Ontario Health ONE ID Online system, the Panorama Guided Workflow
Administrator will receive a system generated email notification with the enrolment
information. This information is used by the authorized Panorama Guided Workflow
Administrator to create user accounts and configure role-based access permissions within the
Panorama Guided Workflow application itself.

e If the registrant is a new PGW user and is being provisioned for any PGW service roles,
the enrolment attributes fields (i.e. organization, role, and service delivery location)
must be completed.

e [f a registrant already has a Panorama Guided Workflow service role in their profile and
the existing role is being modified by the administrator in the PGW application, the
enrolment attributes will not be requested again in the ONE ID Online system (le; the
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LRA should make no changes to the user’s ONE ID Account). If you would like such a
change to be made, please contact your PGW Administrator.

o Alternatively, you can complete the required service request forms available
online at the Public Health Ontario website to request a PGW role change or link
an existing PGW user to a provider, by emailing these forms to the Ontario
Health Service Desk.

e An email notification will be generated for the following Panorama Guided Workflow
service role modifications:

o Panorama Guided Workflow service role added to a new or existing Registrant.

o Panorama Guided Workflow service role is deleted, and a new role is added to
an existing registrant.

o Panorama Guided Workflow enrolment is revoked.

Enrolling a User in Panorama Guided Workflow with Training
Role

If a user has been authorized to access the PGW Training Environment, a subsidiary account will
have to be created for the user. The registration information from the parent ONE ID account
(i.e. personal information) will be automatically copied over to create the subsidiary account,
however the LRA still needs to confirm the client’s preferred name and login ID details. In
particular, Login ID must be created for the PGW training ONE ID subsidiary account in the
format of FirstName.LastNameTR@oneid.on.ca, so it can be easily identified.

Refer to sub-section Making a Subsidiary Account for Panorama Training or Panorama Guided

Workflow Training. Alternatively, you can also send an email request to Ontario Health

Registration Agents to Create the Subsidiary Account in your stead.

Requesting Panorama Guided Workflow Access for Multiple
Organizations

PGW is a single sponsor enrolment; in other words, only one PGW enrolment can be associated
with a user’s ONE ID account regardless of the sponsoring organization. Once this enrolment
has been added to a registrant’s profile, it will not be available for selection again in their
ONEID profile. To add a PGW enrolment under the sponsorship of an additional organization, a
subsidiary account will need to be made. Existing ONE ID user ID format of
firstname.lasthame@oneid.on.ca from the parent account will be replicated for the subsidiary

account; however, with a number added to the prefix to create a new unique user ID.
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https://www.publichealthontario.ca/-/media/Documents/P/26/panorama/panorama-guided-workflow-service-request-update-user-account.pdf?rev=15e3c9df0d404668a623b28238cc47d4&sc_lang=en&hash=18D5358FE7687DF8E3AD6EACC7087C51
https://www.publichealthontario.ca/-/media/Documents/P/26/panorama/panorama-guided-workflow-service-request-link-provider-existing-user-account.pdf?rev=18fef2e6fa7544f5affaddff1df8ed78&sc_lang=en&hash=BBBF639CE7B710D3824F47ED4EDC81D7
https://www.publichealthontario.ca/-/media/Documents/P/26/panorama/panorama-guided-workflow-service-request-link-provider-existing-user-account.pdf?rev=18fef2e6fa7544f5affaddff1df8ed78&sc_lang=en&hash=BBBF639CE7B710D3824F47ED4EDC81D7
mailto:FirstName.LastNameTR@oneid.on.ca
mailto:first.lastn@oneid.on.ca

As an example:

e if the user operates at two pharmacies, with the first pharmacy being the primary
location of operation, the user’s parent ONE ID account will contain the PGW enrolment
sponsored by the first pharmacy while the subsidiary account will contain the second
enrolment sponsored by the second.

e The administrator will configure each of the two user accounts to have access to the
data for both pharmacies respectively so that the user cannot view both sets of data at
the same time in any location, in other words the user cannot view first pharmacy’s data
when they are located at the second pharmacy and vice versa.

e The user will have to manage multiple accounts and will have to login to each
separately.
NOTE: Primary ONE ID account and subsidiary ONE ID accounts share contact information, so if
user knows their subsidiary account login ID that was created, then they can enter that, click

forgot password, and they can reset it themselves

If the user requires PGW access at multiple locations like the above example, refer to the steps
contained in the subsection Making a Subsidiary Account for Additional Panorama/PGW

Locations. Alternatively, you can also send an email request to Ontario Health Registration
Agents to Create the Subsidiary Account in your stead

Need this information in an accessible format? 1-877-280-8538, TTY 1-800-855-0511, info@ontariohealth.ca.

Document disponible en frangais en contactant info@ontariohealth.ca
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