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ONE ID Express Self-Registration Guide

To begin the ONE ID Self-Registration process, click on the invitation link in the email you have received. This
is a one-time use link and may not be forwarded to anyone else. When prompted, enter the five (5) digit
invitation code provided to you by the sender of the email via phone or in person. If you have not received
an invitation code, please contact the sender.

Welcome to ONE ID

To start, pleaze enteryaur invitation cade. Ifyou have not already received your invitation code, please contactthe person whao sentyou
this invitation.

*Invitation code: 1]

Hext == |

Access your ONE ID account

Option 1: Creating a New Account If you don't have a ONE ID account yet, click on the "Create a new ONE ID
Account" link. This will take you to the Agree to Policy section, where you can create your account and
proceed with adding the service(s) in your invitation.

Option 2: Adding Services to Your Existing Account If you already have a ONE ID account, simply enter your
login ID and password. You will be prompted to add the service(s) in your invitation as part of the login

process. Follow the instructions provided to add the service(s) to your account.

Log into ONE ID

Already have a ONE ID account? Mo OME ID Account?
{@oneid.on.ca)

Please log in with your login ID and password. Create a new account here. This will take a feve minutes. You
will uze the ONE D account that you creste to log into eHealth
Services.

*Login: |

*Password: | Creste a new OME ID Account

Login

Forgot Login Il Forgot Password




Agree to the Notice of Collection and the Acceptable Use Policy

To access the system, users are required to agree to the Notice of Collection and Acceptable Use Policy. After
logging in, scroll through and read the policies. If you agree, select the "l agree" checkbox, and click Next.

If you do not agree, click Cancel to return to the ONE ID Login screen.

Palicies

OME D prowides its senvice to you subject to the following Policies, which may be updated by us from time to time without notice
to you. ou can review and print the moest current version of the Acceptable Use Policy through your OME 1D aecount management
ity Profile page.

Notice of Collection

The registration system iz managed by eHealth Ontario (the "Ageney'). The Agenoy's collection of information about
identifiable individuals "personal information™) is governed by the Freedom of Infarmation and Frotection of Privacy Act,
F.5.0. 1990, ¢ F.31 (the "Aet"). Under the Act, the Agency may collect personal information whenewer the collection is
neceszany for the poper administration of the Agency's authorized activities.

The purpase of this collection is to register persons to uze the Agenoy's information infrastructure, to verify the identity of
persons registering or registered to use the Agenoy's information infrastrocture, and to maintain and administer the
registration of such persons. The collection, use, and dizclosure of persenal information for these purposes iz expresshy
authorized by =. 16, Ontario Regulation 423802 made under the Development Corporations Act, R.5.0. 1930, & D400

Ifwou hawe any questions, or for further information about the collection described above, please contact the Chief Privacy
& Security Officer at eHealth Ontario: P.O. Box 148, 777 Bay Street, Suite 704, Toronto, Ontario MSG 208, Tel: (415) 586-
5500, T

| zonsent to the collection, use, and disclosure of my personal information for the purposes deseribed abowve and far L.

Acceptable Use Policy

1. SURKARY

This poliey establishes the acceptable use requirements for eHealth Ontario products and services, aswell as the technology
infrastructure used by eHealth Ontario to prowide such products and services. eHealth Ontario may rewize this policy from
time-to-time in itz zole discretion and any revisions will be posted at vwan ehealthontario . on.ca. Hotice of any revision will
be given to you in aecordance with the agreement pursuant to which eHealth Ontario provides products or senices to you.

2. SCOFPE AND APPLICATION

Thiz policy applies to all uzers. Any person who accesses or uses the technology infrastructure or uses 3 product or senice
provided by eHealth Ontario is a "user. A"person” includes any individual, person, estate, trust, firm, partnership or
corporation, gowernment or any ageney or ministry of any gowernment, and ineludes any successorto any of the foregoing.

2 ACCOUNTABILITY

Cooek clicred imabior | ikl g

Cancel
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http://www.ehealthontario.on.ca/images/uploads/support/one-id/notice_of_collection.pdf
http://www.ehealthontario.on.ca/images/uploads/support/one-id/one_id_acceptable_use_policy.pdf

Provide Personal Information

Your legal first and last names will be pre-populated based on the sender’s invitation request. Contact the
sender to correct any errors. Complete the mandatory fields marked with an asterisk (*), including your title,

name, gender, date of birth, email address, contact phone number, and language preference.

Click Next to continue.

Personal Information

The collection of the personal infarmation below is necessary to identify your account in the registration system.

TItIa:er_ 1-| "Gender: | Malg .-l

*Preferred First Name: ITﬂm @ *Date of Birth: JJan j |[|-| j |1gm
Middle Names: [ "Email: [jom campbell@hospita
*Preferred Last Name: |Campbel| ¥ *Contact Phone Number: J123_455_?ggg
*Legal First Name: |Th0mas J () Preferred Language: Im @
‘Legal Last Name: |Carmppel| | @

Next => | Cancel ”

Important: First name and last name are your preferred names. For example, Mike instead of Michael or Singh
instead of Warner-Singh. Legal names refer to your name as it would appear on a Passport, for example,

Michael Warner-Singh.
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Enter Profession

Users who are licensed by one of Ontario’s regulatory health colleges should have their
professional credentials associated with their ONE ID account. A user’s professional license may

affect their access privileges for certain eHealth services (e.g., physicians may have different
functionality than nurses).

1. Select the regulatory college and enter in your associated license number. If you have entered
incorrect information, click Reset to clear all text from that row.

2. If you wish to include additional regulatory colleges, click Add Another, and repeat step 1.

3. Click Next.

Profession

Select vour regulatory college and input your registration number,

Regulatory College Registration Murnber
ICoIJege of Phwsicians and Surgeons of Ontario d [1111111111 Besal
I~ I do not have a regulated health care professional licence fdd Another I

HNext == I Cancel

Important: Ifyoudo nothave a regulated health care professional license, please check the box I do not have a
regulated health care professional license, and then click Next.

Profession

Selactyour regulatory college and input your reglstration number.

Regulatory College Registration Murmber
[choose one =l Resel
[ | donot have a regulated health care professional licence Add Another |

Next »= | CarLl:I!lI

Important: Ifyour professional designation changes e.g. you obtain a new license, please contact your Local
Registration Authority (LRA) to update your ONE ID account.

ONE® ID Registrant Reference Guide - ONE ID Express Self-Registration Guide Ontarlo
09-20-23/C/11 Health



Select Challenge Questions and Provide Answers

You will be required to select and provide answers to five (5) Challenge Questions.

= Three (3) Online Challenge Questions are used to verify your identity online; only you can view

the answers to these questions.

= Two (2) Service Desk Challenge Questions are used by the Ontario Health Digital Support Desk
to verify your identity over the phone.

Challenge Questions

Challenge questions are used to verify your identity if, for example, you Tips for Answers
forget your password. Please selectthree questions from the drop down
lists below and provide an answer. = Choose a question only you know the answer to.

= Choose an answer that is memorable, but not
easyto guess. One word answers are the best.

= You cannot selectthe same question more than
once. You cannot provide the same answer
more than once,

| Make and model of your first car? ] |Ford Pinto

IMother‘s middle name? _j IJessica

| What is the first name of your oldest niece? | [Elizabeth

These challenge questions are used by the service desk to verify your identity if you require assistance with your account over the
phane.

| What year did you leave home? ] |2000

| What was the name of your first stuffed animal? =] |Boo

Next >> I Cancel |

5. Select a Challenge Question from the left-hand drop-down list.

6. Inthe corresponding Answer field, enter the answer to the question.
7. Repeat steps 1-2 for the remaining four (4) questions.

8. Click Next to continue.

Challenge Question Tips

= Choose questions to which only you know the answers.
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= Choose answers that are memorable but not easy to guess. One-word answers are best.
*  You cannot select a question more than once.

= You cannot enter the same answer to more than one question.

Important: If you need to update or change your challenge questions later, please refer to Managing
Your ONE ID Account for further details.

Enter Challenge Phone Numbers

Challenge Phone Numbers verify your identity in specific scenarios (e.g., using an unrecognized computer).
You can add up to three (3) optional phone numbers to your ONE ID account. If you don't have a direct
phone number available, use an alternative challenge by checking the designated box. Carrier charges may

apply.

Phone

Should ONE® 1D need to confirm that it is you using your account, we will either text a code (cellphone) or place a call
(landlinefcellphone) to your challenge phone number below. You must follow the instructions provided to continue. For more details,
click here.

Phone 1. ((415) 586-4373

Add a number (optional) @)

[] Check if you do not have a direct number, e.g. you have an extension.

1. Enter your phone number in the Phone field.
2. If you wish to add more than one number, select Add a Number (optional).

3. Once you have added your number(s) click Next to continue.

Important: Anytime you are presented with the Phone Challenge and do not have your phone available,
you can choose to be presented with Online Challenge Questions as an alternative. If you
need to update or change your challenge phone number(s) later, please refer to Managing
Your ONE ID Account for further details.
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https://ehealthontario.on.ca/files/public/support/ONE_ID/Registration_Community/Managing_Your_ONE_ID.pdf
https://ehealthontario.on.ca/files/public/support/ONE_ID/Registration_Community/Managing_Your_ONE_ID.pdf
https://ehealthontario.on.ca/files/public/support/ONE_ID/Registration_Community/Managing_Your_ONE_ID.pdf
https://ehealthontario.on.ca/files/public/support/ONE_ID/Registration_Community/Managing_Your_ONE_ID.pdf

Set Password

Now you must create a password to use along with your ONE ID Login ID to access your eHealth services.

Password

Please choose a password that adheres to the rules below. To prevent unauthorized access to your account, your password should
never be disclosed or written down.

Your password will be valid for one year.

‘Password: l......... Password Strength
*Confirm Password: Inu.u.. & o Must be atleast 8 characters long.

« One or more lower case letters (e.g. m).
«” One or more upper case letters (e.g. M).
«” One or more numbers

Finish | Cancel l

1. Enter your current or temporary password in the appropriate field.
2. In the new password field, create a password that meets the following requirements.
=  Must be at least 8 characters long.
*  Must contain one or more lower case letter (e.g., m).
= Must contain one or more upper case letter (e.g., M).
= Must contain one or more numbers.
3. Enter your new password again in the Confirm Password field.

4, Click Finish.

Important: Your password must be changed every 365 days. Please refer to Managing Your ONE ID
Account for steps on how to change your password.
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Receive Login ID

Your Login ID is displayed. You will need your Login ID and Password to log into your ONE ID account.

Registration Complete

You hawve successfully completed your invitation. Your OME 1D account is ready to be enrolled in additional eHealth semices.

Yourlogin 1D is provided below. You will receive a confinmation email with your account details.

TOM. CAMPBELLEONETID.OH. CA

Services have been listed below far your convenience. Please click on the service helow o access it

General Links
eHealthOntario portal OMNE ID {to manage your ONE ID account) Reference Guide OHE ID Description

Congratulations! Your Ontario Health ONE ID self-registration is now complete. You may now enroll

in additional eHealth services.
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