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[bookmark: _Toc458782269][bookmark: _Toc512945543]Overview
Connection to ConnectingOntario infrastructure for contributing sites is secured via mutually authenticated Secured Sockets Layer (SSL) connection. For mutual authentication to work, both client and server present certificates to each other, validating them against a list of ‘trusted’ certificates. Within ConnectingOntario, PKI certificates are undersigned by the eHealth Ontario Certification Authority; eHealth issues the client (e.g. hospital) a unique PKI certificate as well as a copy of the eHealth Ontario Root CA which must both be installed in the trusted store in order for the client to authenticate. 
Before a PKI certificate can be issued to the contributing site, they must first generate a Certificate Signing Request (CSR) file to eHealth Ontario.
This document will provide the steps to generate the CSR file using the custom batch scripts developed by eHealth Ontario that helps simplify and standardize this process across all contributing sites involved in the process.


[bookmark: _Toc512945544]Description
The following batch scripts are provided in the package in the private certs – v9.zip file:
· exportToPKCS12.cmd
· Exports all keys stored in the current JKS store into PKCS12 format. Password will remain the same as for JKS store
· generateCSR.cmd
· generates CSR request to get a new certificate from eHealth Ontario or renew existing one
· importRootCA.cmd
· imports root CA provided by eHealth Ontario; keystore might contain more than one root CA certificates. This is quite normal, especially when the root CA is updated / changed by the provider.
· importSignedCert.cmd
· imports undersigned site certificate chain provided by eHealth Ontario. Certificate chain must correspond to the private key used to generate CSR
· manageKeystore.cmd
· provides basic operations to manage keystore (list keys, get details for stored certificate, rename or delete the keys); users do not need to execute this file
· settings-pk.cmd
· file with all configuration settings
· keystoreops.cmd
· library file with high level commands; users do not need to execute this file
· signCSR.cmd
· settings-rootca.cmd
· generateSiteKey.cmd
· tmpl folder – with the sha1sha2_prod_rootca.jks embedded in the folder
· changePassword.cmd – use this file to change the storepass associated to your private key (.jks)






[bookmark: _Toc512945545]Prerequisites
The site needs to fulfill the following prerequisites before attempting to generate the Java KeyStore (JKS) file:
1. Windows 7 or higher 
2. Oracle Java v7 or higher
3. Received the following certificate files (.txt format) from eHealth Ontario after submitting the CSR file:
· Undersigned Site Certificate 
· Two or more Root and intermediate CA certificate(s) 
[bookmark: _Toc512945546]Certificate Request & Installation Process 




[bookmark: _Toc512945547]Instructions
[bookmark: _Toc512945548]Configure Certificates
· Once the site has successfully generated the CSR and sent it to eHealth Ontario, the site will be provided with the following certificate: 
· One Undersigned site certificate (public key)
· In order to get the interface working with the eHealth Ontario environments, you will need to execute the ImportSignedCert.cmd script
[bookmark: _Toc512945549]Copy the undersigned site certificate into certs directory
· Before you begin, place undersigned site certificate .txt files in the Certs folder. Make sure to  use proper <CN> subdirectory corresponding to the CN of the cert you generated CSR for:
[image: ]

· In the example above, there is one undersigned site certificate (i.e. PST.INTERFACE.CGTA.SITE01.CA.txt).  
[bookmark: _Toc512945550]Import Undersigned Site Certificate
· Navigate to top level folder (i.e. where the scripts reside) and double click the importSignedCert.cmd script. 
· You will be prompted for the cert CN.  The exact CN value is required, and can be found in the confirmation email from eHealth Ontario after the CAF was submitted.  Paste the cert CN value as show below and click ‘Enter’

[image: ]

· Once prompted, paste the file name of the undersigned site certificate (ensure the .txt extension is included). 
[image: ]
· If execution was successful, you will see an entry corresponding to the certificate CN (i.e. pst.interface.cgta.site01.ca) with today’s date (i.e. script execution date).
[image: ]
· The importSignedCert.log file will be generated under ‘logs’ directory. Review the content and compare it with the sample attached below (there should be no exceptions in the log file)


 


[bookmark: _Toc512945551]For Windows based Integration Engines
If your certificate keystore requires a PKCS12 file format, follow these steps:

· Navigate to top level folder (i.e. where the scripts reside) and double click on the exportToPKCS12.cmd script
· You will be prompted for the cert CN.  The exact CN value is required, and can be found in the confirmation email from eHealth Ontario after the CAF was submitted.  Paste the cert CN value as show below and click ‘Enter’

[image: ]

· Double click the exportToPKCS12.cmd script, and the following will be displayed:

[image: ]

· if you are using Java 7, you might see an errors saying that some entries failed to get exported. Java 7 does not support export of trusted keys (the ROOT CA certs imported earlier). Private key will still be exported correctly.





· Click the ‘enter’ key to close the command prompt window
· If your integration engine is using Microsoft certificate store to store the keys, you will need to import p12 file into MS Keystore. Contact vendor to make sure you are importing the key under correct branch of the MS Store.

General steps are to import p12 file into MS Keystore are:
· Go to the certs directory and you will see the .p12 file created there
[image: ]


· Once imported, your keystore will have the private certificate and the Root/Intermediate CA certificates.
· If you are using Java 7, you will also need to import all of the Root CAs separately. The easiest way is to change extension of the SHAx_PROD_x.txt files from’ txt’ to ‘cer’ and then double click on the file. This would initiate the Wizard to import key into the keystore. Make sure you are importing it into the right branch. Contact your vendor if unsure.

Note: the default password associated to the .p12 file will be changeme.

[image: ]

· The exportToPKCS12.log file will be generated under logs directory. Review the content and compare it with the sample attached below (there should be no exceptions in the log file)



 










[bookmark: _Toc512945552]Appendix A: Keystore instructions for sites using the HL7 over HTTP (HAPI) relay software
The location of keystore is specific to the integration software being used. This section provides details on locating keystore for ‘HAPI HL7 over HTTP Relay’ tool; other solutions will locate the keystore elsewhere. For existing installations, you would normally do this only once. After the keystore is located, it should be maintained in a separate directory with the scripts. For new installations (or when preservation of existing private key is not required), JKS file can be regenerated from scratch on every key renewal.
Note: This appendix can be ignored if your site does not use the HL7 over HTTP (HAPI) relay software.
[bookmark: _Toc512945553]Locate Installation Directory
The directory might be named as ‘hl7overhttp – relay’. If you are unsure about the location, check your windows services panel to locate the startup script home directory:
[image: ]
[bookmark: _Toc512945554]Locate keystore file and keystore password
Within tool installation directory, locate configuration directory
[image: ]
and open config.xml configuration file
[image: ]
In the configuration file, confirm ‘keystore’ filename and password to ensure you are updating the correct keystore
[image: ]
(keystore file path is relative to the startup directory of the HTTP Relay)
[image: ]
· Replace existing jks file with new one and update keystore password in the ‘config.xml’ file if necessary.
[bookmark: _Toc512945555]Sample copy of a config.xml file (mapped to the conformance test environment)





[bookmark: _Toc512945556]Appendix B: Changing the Password (i.e. Storepass) associated to the Private Key
You have the option to change the password associated to the private key (i.e. jks file) after it has been generated by using the changePassword.cmd batch script.
Note: This script can only be run after the CSR file has been generated.
To change the password, carry out these steps:
1. Click the changePassword.cmd
2. Enter the Certificate Common Name (CN) assigned to your site and click the ‘enter’ key
[image: ]

3. Enter the new password and click the ‘enter’ key
[image: ]

4. You will see a message of “Changing keystore and alias password” when the new password is accepted
[image: ]

5. The new password is stored in a file called storepass.txt and is located in the same directory as your private key [image: C:\Users\harry.yip\AppData\Local\Temp\SNAGHTMLee41e4.PNG] 
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importSignedCert.log


importSignedCert.log
----------------------------------------

-- Importing Certificate '"PST.INTERFACE.CGTA.SITE01.CA.txt"' as '"PST.INTERFACE.CGTA.SITE01.CA"' into '"PST.INTERFACE.CGTA.SITE01.CA.jks"' ...

----------------------------------------

Certificate reply was installed in keystore



-- DONE --





----------------------------------------

-- '"PST.INTERFACE.CGTA.SITE01.CA"' certificate details ...

----------------------------------------

Alias name: PST.INTERFACE.CGTA.SITE01.CA

Creation date: May 8, 2017

Entry type: PrivateKeyEntry

Certificate chain length: 2

Certificate[1]:

Owner: CN=PST.INTERFACE.CGTA.SITE01.CA, OU=Applications, OU=eHealthUsers, OU=Subscribers, DC=subscribers, DC=ssh
Issuer: CN=eHealth Ontario PST Root CA (AMS), OU=AMS, O=eHealth Ontario, L=Toronto, ST=Ontario, C=CA
Serial number: 329c3ed5
Valid from: Fri Apr 21 10:44:56 EDT 2017 until: Thu Jul 20 10:44:56 EDT 2017
Certificate fingerprints:
	 MD5:  D7:2F:90:9D:14:30:B4:0C:C2:96:D4:81:AF:2E:6A:09
	 SHA1: 9A:EA:21:A5:A6:DD:8D:77:84:48:4B:E2:CF:E0:1D:E7:C6:A1:CE:20
	 SHA256: 10:89:3F:25:90:92:9D:34:0E:08:C3:2C:12:3F:AA:77:23:30:1D:4D:FB:FC:B9:35:21:3E:7A:A6:06:92:ED:82
	 Signature algorithm name: SHA256withRSA
	 Version: 3



Extensions: 



#1: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [
KeyIdentifier [
0000: 5D A9 90 40 88 01 6C E5   E7 87 3A 68 71 39 42 E3  ]..@..l...:hq9B.

0010: 86 A0 8D 6B                                        ...k

]
]


#2: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 31 16 CC 9B D3 F4 C4 76   FF A6 E5 CA 61 CF AF 5E  1......v....a..^

0010: AF E2 77 16                                        ..w.

]
]


Certificate[2]:

Owner: CN=eHealth Ontario PST Root CA (AMS), OU=AMS, O=eHealth Ontario, L=Toronto, ST=Ontario, C=CA
Issuer: CN=eHealth Ontario PST Root CA (AMS), OU=AMS, O=eHealth Ontario, L=Toronto, ST=Ontario, C=CA
Serial number: 7f436b63
Valid from: Thu Aug 25 11:15:18 EDT 2016 until: Sun Aug 23 11:15:18 EDT 2026
Certificate fingerprints:
	 MD5:  AA:03:6B:EF:28:87:A1:A6:20:B8:42:47:86:06:23:00
	 SHA1: 97:91:D0:4B:98:6D:69:CE:79:79:B3:E6:89:71:B5:45:52:EF:95:60
	 SHA256: 16:83:E4:55:63:34:9F:C9:C2:69:B5:6E:49:40:49:23:17:7F:21:0B:86:F8:57:76:A6:C8:78:9C:46:6D:B2:F0
	 Signature algorithm name: SHA256withRSA
	 Version: 3



Extensions: 



#1: ObjectId: 2.5.29.19 Criticality=false
BasicConstraints:[
  CA:true
  PathLen:2147483647
]


#2: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [
  DigitalSignature
  Key_CertSign
]


#3: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000: 5D A9 90 40 88 01 6C E5   E7 87 3A 68 71 39 42 E3  ]..@..l...:hq9B.

0010: 86 A0 8D 6B                                        ...k

]
]




-- DONE --





----------------------------------------

-- '"PST.INTERFACE.CGTA.SITE01.CA.jks"' certificates ...

----------------------------------------



Keystore type: JKS

Keystore provider: SUN



Your keystore contains 4 entries



ehealth ontario pst root ca (ams), May 8, 2017, trustedCertEntry, 

Certificate fingerprint (SHA1): 97:91:D0:4B:98:6D:69:CE:79:79:B3:E6:89:71:B5:45:52:EF:95:60

sha2_prod_rootca, May 8, 2017, trustedCertEntry, 

Certificate fingerprint (SHA1): 51:CB:BB:D5:B6:E7:7C:28:BA:65:B3:D9:DC:F8:3D:CB:7A:09:4F:35

pst.interface.cgta.site01.ca, May 8, 2017, PrivateKeyEntry, 

Certificate fingerprint (SHA1): 9A:EA:21:A5:A6:DD:8D:77:84:48:4B:E2:CF:E0:1D:E7:C6:A1:CE:20

sha2_prod_issuingca, May 8, 2017, trustedCertEntry, 

Certificate fingerprint (SHA1): 12:65:C3:26:43:58:D8:F5:65:F4:AE:12:EC:44:16:6D:31:8E:A8:1F



-- DONE --
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exportToPKCS12.log


exportToPKCS12.log
----------------------------------------

-- '"PST.INTERFACE.CGTA.SITE01.CA.jks"' certificates ...

----------------------------------------



Keystore type: JKS

Keystore provider: SUN



Your keystore contains 4 entries



ehealth ontario pst root ca (ams), May 8, 2017, trustedCertEntry, 

Certificate fingerprint (SHA1): 97:91:D0:4B:98:6D:69:CE:79:79:B3:E6:89:71:B5:45:52:EF:95:60

sha2_prod_rootca, May 8, 2017, trustedCertEntry, 

Certificate fingerprint (SHA1): 51:CB:BB:D5:B6:E7:7C:28:BA:65:B3:D9:DC:F8:3D:CB:7A:09:4F:35

pst.interface.cgta.site01.ca, May 8, 2017, PrivateKeyEntry, 

Certificate fingerprint (SHA1): 9A:EA:21:A5:A6:DD:8D:77:84:48:4B:E2:CF:E0:1D:E7:C6:A1:CE:20

sha2_prod_issuingca, May 8, 2017, trustedCertEntry, 

Certificate fingerprint (SHA1): 12:65:C3:26:43:58:D8:F5:65:F4:AE:12:EC:44:16:6D:31:8E:A8:1F



-- DONE --





----------------------------------------

-- Exporting all keys to '"PST.INTERFACE.CGTA.SITE01.CA.p12" in '"PKCS12"' format ...

----------------------------------------

Could Not Find C:\Work\Sandbox\Onboarding\Test Site\scripts\keystores\PST.INTERFACE.CGTA.SITE01.CA\certs\PST.INTERFACE.CGTA.SITE01.CA.p12

Entry for alias ehealth ontario pst root ca (ams) successfully imported.

Entry for alias sha2_prod_rootca successfully imported.

Entry for alias pst.interface.cgta.site01.ca successfully imported.

Entry for alias sha2_prod_issuingca successfully imported.

Import command completed:  4 entries successfully imported, 0 entries failed or cancelled



-- DONE --
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config.xml (SAMPLE)


config.xml
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