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1.0

2.0

3.0

Introduction

This document describes the steps required to connect Microsoft Exchange
Server 2000/2003 to ONE Mail Partnered product for secure e-mail routing:

=  Generate a request for a PKI certificate

Install the created certificate
= Install eHealth Ontario CA Root certificate

»  Setup Send Connector for routing e-mail to ONE Mail Partnered
environment

»  Setup Receive Connector for routing e-mail from ONE Mail Partnered
environment to your corporate messaging system

These instructions apply to Microsoft Exchange Server 2000 (with latest
Service Pack installed) installed on MS Windows Server 2000 or Microsoft
Exchange Server 2003 (with latest Service Pack installed) installed on
Windows Server 2000/2003. Those instructions also can be followed to

configure MS Windows Server 2000/2003 IIS server configured as SMTP
server to connect to eHealth Ontario’s ONE Mail Partnered Service.

Intended Audience

This document is intended for technical personnel at eHealth Ontario client
organizations who are involved in registering computer applications with
eHealth Ontario. This includes:

»  Application Owners

= Their delegates

Overview
The process of connecting to ONE Mail Partnered is as follows:

1. Register the application (for which you require a certificate) with
eHealth Ontario, if this hasn’t been previously done.

2. Obtain a PKI Reference Number from eHealth Ontario. This

number will be required to create and submit your request to eHealth
Ontario.
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4.0

4.1

3. Create the Certificate Signing Request (CSR). The CSR should be
created on the machine where the certificate is to be used. The process of
creating a CSR generates a matching public and private RSA key pair
and stores the private key on the machine and puts the public key into
the CSR.

4. Send the CSR (with Reference Number) to the eHealth Ontario
Deployment Team

5. Receive the created certificate back from the eHealth Ontario
Deployment Team

6. Install the certificate. This should be done on the same machine
where the CSR was created.

7. Install eHealth Ontario CA Trusted Root certificate

8. Setup Connector on Exchange Server 2000/2003 or IIS

Creating CSR(s)

For each request to be generated you require the corresponding Reference
Number (example: 8934282) for this identity. These are obtained from the
eHealth Ontario Deployment Team. A unique Reference Number is required for
each certificate that is to be created.

NOTE: It is of essential for this process to work that CSR was created on
the same server where certificate will be installed. If this is not possible,
please discuss the problem with eHealth Ontario’s deployment team and
additional processes or procedures will be followed to customize solution for
that case.

Generating a CSR

Note: Beginning of the process is separately described to cover different tools
which are used to configure Exchange Server 2000/2003 to Web Server
Certificate Wizard or MS Windows Server 2000/2003 IIS server and
SMTP server to connect to same tool. Images used to describe process
are generated on Exchange Server 2003 but truthfully interpret
process on any other supported platform.
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The procedure for creating a CSR
on an Exchange Server is:

The procedure for creating a
CSR on an IIS SMTP Server is:

1. Open Exchange System Manager

1. Open the IIS Manager

2. Expand Servers

2. Select the computer

3. Select the SMTP inbound gateway
Server/Protocols/SMTP

3. Select the Default SMTP

Virtual Server

4. Right click on the SMTP virtual
server and select Properties

4. Right click and select

Properties.

5. Select Access tab and click on
Certificate

5. Select Access tab and click on

Certificate

6. On the Welcome to the Web Server Certificate Wizard screen click

on Next to proceed

‘= Exchange Syster|Default SMTP Virtual Server Propetties 2l (o] x]
'f‘ 5 2 - : =) xX
.y File ﬂcmn_ Y General Access | Messages I Delivery I ' =121
e« =» | &m|
- —#Access control
3 First Organization Enchlearon .
2 : wmous access and edit the P I
{3 Global Setting: authentication methods for this resource. Auhentcation...
[#-{_1 Recipients
L
=3 Sgrvers — Secure communication
=5 SEHMPNIC Vi o b
iew or set the secure communications Corthicale s
i lg Queue method used when this virtual server is ——_—]
= First 5 acc = >
&l Uﬂ Me Welcome to the Web Server Certificate Wizard. B3
! B "pé?tpu — Welcome to the Web Server
—I-{_4 Protoc S G e .
san [ o % Certificate Wizard
: a
L3 ™M Pz Y
-4 NK This wizard helps you create and administer server
&-53 PC certificates used in secure Web communications
5-5a v between your server and a client.
B-= Status of your Web Server:
Your Web Server doesn't have a certificate installed
and you don't have any pending requests.
Certificate Wizard will help you to create a new
certificate for this Web Server or attach to an

existing certificate.

To continue, click Next.

Cancel I
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7. On Server Certificate screen select Create a new certificate and
click on Next to proceed

IIS Certificate Wizard
Server Certificate
These are the methods for assigning a certificate to a Web site. ®
S

Select the method you want to use for this web site:

{+ Lreate a new certificate.

" Assign an existing certificate
" Import a certificate from a Key Manager backup file.
" Import a certificate from a .pfx file

" Copy or Move a certificate from a remote server site to this site.

< Back | Next > I Cancel

8. On Delayed or Immediate Request screen select Prepare the
request now, but send it later and click on Next to proceed

1IS Certificate Wizard
Delayed or Inmediate Request

You can prepare a request to be sent later, or you can send one ®
immediately. \

Do you want to prepare a certificate request to be sent later, or do you want to send it
immediately to an online certification authority?

(% Prepare the request now, but send it later

" Send the request immediately to an online certification authority

< Back I Next > l Cancel
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9. On Name and Security Settings screen enter your organization name
in proper field, check that Bit length selected is default 1024, and that
Select cryptographic service provider (CSP) for this certificate
check box is not selected and click on Next to proceed

1IS Certificate Wizard

Mame and Security Settings
Your new certificate must have a name and a specific bit lenagth.

Type a name far the new certificate. The name should be eazy for you to refer to and
remember.

Mame;

=Enter ywour organization nam e here-

The hit lerngth of the encryption key determines the certifizate’s encroption strength.
The greater the bit length, the stronger the secunty. However, a greater bit length may
decreasze performance,

Bit lenagth: |'| 024 - l

™ Select cruptographic service provider (TSP far this certificate

< Back I Mewt » I Cancel |

10. On Organization Information screen insert proper information about
your organization again (Organization name and Organizational
Unit name, if there no Organizational Unit, insert same information
in both fields) and click on Next to proceed

115 Certificate Wizard

Orgamzation Information
Yaur certificate must include information about your organization that
diztinguizhes it from other orgamzations.

Select or ipe pour organization's name and your organizational unit. Thiz is tpically the
legal name of your organization and the name of pour division aor department.

Far further infarmation, consult cerification authonty's *Web site,

Organization:

I =Enter your organization nam e here= j

Organizational unit;

I =Enter your arganizational unit nam & here= vl

¢ Back I Mest > I Cancel
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11. On Your Site’s Common Name enter the Reference number (e.g.
8934282) provided by eHealth Ontario in the Common name field and
click on Next to proceed

IIS Certificate Wizard E3
Your Site’s Common Name
'our Web site's common name iz itz fully qualified domain name.

T ype the common name for your site. IF the server iz on the Intermet, uze a valid DNS
name. If the server iz on the intranet, you may prefer to use the computer's NetBIOS
name.

If the comman name changes, vou will need to obtain a new certificate.

LCamman name:

=Enter the ﬁeference Mum ber provided by S5HARere =

¢ Back I Meut > I Cancel |

12. On the Geographical Information screen insert CA (Canada) as
Country/Region, Ontario as State/province and proper
City/location information in proper field. Then click on Next to

proceed
IIS Certificate Wizard B3
Geographical Information
The certification authority requires the following geographical information. ®
N
Country/Region:
|CA [Canada) =]

State/province:
ON |
City/locality:

[TOR ~|

State/province and City/locality must be complete, official names and may not contain
abbreviations.

< Back I Next > I Cancel
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13. On Certificate Request File Name enter a file name in which to store

the request. Use the reference number in the file name (Example:
C:\CSR_8934282.txt). Click on Next to proceed

115 Certificate Wizard
Certificate Request File Hame

Tour certificate request is zaved az a text file with the file name you

zpecify,

Enter a file name far the certificate request,

File name:;

CC SR _39342582 1

Browse... I

< Back

I Mest » I

Cancel

14. On Request File Summary page review all selected options and if

they are right, click on Next to proceed
I15 Certificate Wizard

Request File Summary
“'ou have chogen to generate a request file,

To generate the following request, click Mest.
File name: o hcertreg. bt
“Y'our request containz the follmwing information:

|zzued To

Friendly Mame
Countm/Region
State / Provinice
City

Organization
Organizational Uit

Crganiz ation name
a4,

r

TOR

Qrganization name

organizational unit

¢ Back

Cancel |
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4.2

5.0

15. On the Completing the Web Server Certificate page click on Finish
to exit wizard

IIS Cettificate Wizard

Completing the Web Server
% Certificate Wizard
X

fou have successfully completed the Web Server -
Certificate wizard. & certificate request waz created and
saved to the file:

CACSR _B934282 1

Send ar e-mail thiz file to vour certification autharity,
which will zend pou a rezponsze file containing pour new

certificate. ;I

To cloge thiz wizard, click Finigh.

< Back

[Eatce |

Complete the above procedure for each certificate you need to create,
entering a new Reference Number, and Output File Name for each
request. The result each time is a CSR file.

Send the CSR to eHealth Ontario

Forward the CSR/CSRs to the eHealth Ontario Deployment Team. They
will return a certificate created from the CSR and the eHealth Ontario CA
Root certificate.

Receive the Certificates

When the certificate is created by eHealth Ontario CA, it will be sent to you
in a file.

Its contents will resemble the following:

MIIGYAYJK0oZIhvcNAQcCoIIGUTCCBkOCAQEXADALBgkghkiGIwOBBwGgggY1MIIG
MTCCBRmgAwIBAgIEQA9UVDANBgkqhkiGIwOBAQUFADCBpjETMBEGCgmSJomT 81ixk
ARkKWA3NzaDEbMBkGCgmSJomT8ixkARKWCIN1YNNjcmliZXJzMRUWEWYDVQQLEwWXT
U0ggU2VydmljZXMXETAPBgNVBASTCFN1Y3VyaXR5MOwwCgYDVQQLEWNQS0kx0jAd
BgNVBAMTMVNtYXJOIFN5c3R1bXMgZm9yIEh1YWx0aCBBZ2VuY3kgUm9vdCBDQSAL
IFR1c3RpbmcwHhcNMDYwM E3MDEWNDQxWhcNMDkwMjE3MDEzNDQxWjCBkzETMBEG
CgmSJomT81xkARKkWA3NzaDEbMBkGCgmSJomT81xkARKWC3N1YnNjcmliZXJzMRQw
EgYDVQQLEwtTdWJIzY3JpYmVyczESMBAGAIUECxXMJISG9zcGl0YWxzMQ8wDQYDVQQL
EwZPTFNUU1QxFTATBgNVBASTDEFwcGxpY2F0aW9uczENMASGALIUEAXMESE1ITN]CB
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6.0

nzANBgkghkiGOwOBAQEFAAOB]QAWgYkKCgYEAWMVaRaRrPLO+ZY44H2ZIX1s6)pA3
H24UDEOKYfaZlgZesltzYDphXOMp/7ZnP350TnbiZQgpNFLgqckFOWskJSC83PEU
xMa5jJULlxTEfdpGWtnYrvT+miO0g3x+KGQ4y 7DDt DAKSAWXkkIKNdiYHOMvPBQ+g4X
agqHQmMFN/DZw/kTECAWEAAaOCAVOwWggL2MASGA1UdDWQEAWIHgDArBgNVHRAE JDA 1
gA8yMDA2MDIxNzAxMDQOMVgBDz IwMDgwMz I 1IMDUzZNDQxW]jCBxQYIKwYBBQUHAQEE
gbgwgbUwgbIGCCsGAQUFBzAChoGlbGRhcDovL3NzaHBraTIJhMDAWMXUuc3Vic2Ny
aWJlcnMuc3NoL2NuPVNtYXJO0IFNS5c3R1bXMgZmOyIEh1YWx0aCBBZ2VuY3kgUm9v
dCBDQSAtIFR1c3RpbmcsIGI91PVBLSSwgb3U9U2VidXJpdHksIG91PVNTSCBTZXJ2
aWN1lcywgZGM9U3Vic2NyaWJlcnMsIGRIPXNzaD9jQUNl1cnRpZmljYXRIMIIBigYD
VROfBIIBgTCCAXOwgcGggb6ggbukgbgwgbUxEzARBgoJkiadk/IsZAEZFgNzc2gx
GzAZBgoJkiaJk/IsZAEZFgtTdWJIzY3JpYmVyczEVMBMGAIUECXMMUINIIFNlcnZp
Y2VzMREwWDWYDVQQLEWhTZWN1cml 0e TEMMAOGA1UECxXxMDUEt JMTowOAYDVQQDEZFT
PWEydCBTeXNOZW1zIGZvciBIZWEFsdGggQWd1lbmNSIFIvb3QgQOEgGLSBUZXNOaW5n
MQOwWCWYDVQODEWRDUkwyMIG20IGz0oIGwhoGtbGRhcDovL2NybHUuUc3NoYS5jYS9T
bj1TbWFydCUyMFN5c3R1bXMIMIBmb3I1MjBIZWFsdGglMjBBZ2VuY3k1MjBSb290
JTIWQOEIMJAtJITIWVGVzdGluZyxvdT1QS0ksb3U9U2VidXJIJpdHksb3USUINIJTIw
U2VydmljZXMsZGM9U3Vic2NyaWJlcnMsZGM9Ic3NoP2N1lcnRpZml jYXR1UMV2b2Nh
dGlvbkxpc3QwHwYDVROIBBgwFoAUODJQCKRA/Fk7eTugqfcpZKT5GWRowHQYDVROO
BBYEFDtLS1INyMiADLtzKP/vErPTThIQVMAKGA1UdEWQCMAAWGQYJKOZIhvZ9BOEA
BAwWwChsEV]cuMQMCBLAWDQYJKoZIhvcNAQEFBOADggEBAB45Jjvk7Neok02/1iy+H
X142NV7wRR11BmcJKLXYE3YgrGw7C7kBRjBEZbjoQy8glMniop8mlkA6tiJreuF2
kAxE111GulDK5IgrA+1W7S3b7G5XipgC7iF81Q9zUhbl1TsfLfLKZ0r/exPX3LE/P
RYeqIUbATXfc/tuwcPm4dkjRigpNIs+uEJAgkoOr73A1U2SL1GE1Q+EhSYyTQ2gRI/
1IDTnEACHXbgEhU4gG8p+cN2GDcN8HJUQVLG1H6GOzfpl+6rZVeHfapUgf+hWmtX
LCjcOCVZeaS6GpzI1lbBl1hRLae6glPUNQUgfX0P8dxCitvY20wOmePuikS1dFsAMz
MGYxAA==

Proceed to the next section to install the certificate generated from the CSR.

Installing an Exchange Certificate

NOTE: It is important to install certificate on the same server where CSR

was generated.

To install the certificate:

The procedure to install
certificate on an Exchange
Server is:

The procedure to install
certificate on an IIS SMTP
Server is:

1. Open Exchange System Manager

. Open the IIS Manager

2. Expand Servers

. Select the Computer

3. Select the SMTP inbound gateway
Server/Protocols/SMTP

. Select the Default SMTP

Virtual Server

4. Right click on the SMTP virtual
server and select Properties

. Right click and select

Properties.

5. Select Access tab and click on
Certificate

. Select Access tab and click on

Certificate
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6. On the Welcome to the Web Server Certificate Wizard screen click
on Next to proceed

= Exchange Syster]Default SMTP Virtual Server Properties 2] '
Cy fle  Action i General Access ] Messages I Delivery | !-—lﬂ—J
& =
*4—“ | i~ Access control
{24 First Organization Enable anonymous access and edit the s
{3 Global Settings authentication methods for this resource. EolEbson
#-{_J Recipients
& ‘-“ Dervers i~ Secure communication
= |5 SEHMPMNIC Vi o icati
& iew or set the secure communications Cettificate.... ]
& t% g:lj:use method used when this virtual server is —
T ‘L'T J:; M Welcome to the Web Server Certificate Wizard. B3
- 2
SR= Welcome to the Web Server
=11 Protoc g -
B35 HT Certificate Wizard
=3 M
- This wizard helps you create and administer server
-3 e S ¥ 3 ter:s
B-Ea PC certificates used in secure Web communications
S ‘—J between your server and a client.
=3 s
& Status of your Web Server:
T You have a pending certificate request. Certificate
‘Wizard will help you to process the response from a
= =3 Certification Authority or to remove this pending
I request.
E——-

MPHN.CER To continue, click Next.

Cancel

7. On Pending Certificate Request screen select Process the pending
request and install the certificate option and click on Next to

proceed
I1S Certificate Wizard B3
Pending Certificate Request
A pending certificate request is a request to which the certification ®
authority has not yet responded. \

A certificate request is pending. What would you like to do?

H {% Process the pending request and install the certificate

(" Delete the pending request

< Back I Next > I Cancel
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8. On Process a Pending Request screen browse and select certificate file
which is send to you by eHealth Ontario’s deployment team and which
have name with your registration number or your organization name.
Click on Next to proceed

NOTE: Do not select eHealth Ontario CA Root Certificate for this
purpose.

IIS Cettificate Wizard | x|

Process a Pending Bequest
Froceszz a pending certificate request by retieving the file that contains
the certification autharity's response.

Enter the path and file name of the file containing the certification authornty's rezponze.

Path and file name:

ChDocuments and Settings\WdministrateriDesktoph2924282 CER Browsze... I

Cancel |

9. On Certificate Summary screen review provided information and if it
is right click on Next to proceed

115 Certificate Wizard

Certificate Summary
You have chozen toinstall a certificate from a response file.

To inztall the following certificate, click Mext.

File name: C:ADocuments and SettingssadministratoriDesklopiaaz4282 .CER
Certificate details:

lzsued Ta

lzzued By Smart Systems for Health &gency

Autharity

Expiration Date 10542007

Intended Purpose Server Authentication

Friendly Mame Organization name

Organizational Uit

< Back

Cancel |
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10. On Completing the Web Server Certificate page click on Finish to
exit wizard

IIS Certificate Wizard

Completing the Web Server

Q? Certificate Wizard
\

You have successfully completed the Web Server
Certificate wizard.

A certificate is now installed on this server.

If you need to renew, replace, or delete the certificate in the
future, you can use the wizard again.

To close this wizard, click Finish.

7.0 Verifying the Exchange certificate installation
To verify the certificate installation:

1. From the Start menu, select Run. In the Run dialog box, type mmec and
click OK.

Run @@

- Type the name of a program, folder, document, ar
Internet resource, and Windows will open it For wou,

Open: W

[ oK H Cancel ][ Browse, .,

2. The Microsoft Management Console is displayed.
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File  Action Wiew Favorites  wWindow  Help

Cxll==0 !

il Console Rol:*

There are no items to show in this view,

3. From the File menu, select Add/Remove Snap-in.

[RE ChriH-
Qpen... Chrl+0
Save Chrl+5
Save As..

Snap-in... Chrl+M

Exit

4. On the Standalone tab, click Add.

Add/Remove Snap-in

Standalone | Extensions |

Use this page ta add or remove a stand-alone snap-in From the consale,

Snapring added to: |a Console Root >

Description

Remove About..,

5. From the Available Standalone Snap-in list box, select “Certificates”,

and then click Add.
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Add Standalone Snap-in

Available standalone snap-ins:

Snap-in

Yendar S
@ JMET Framework 1.1 Configuration  Microsoft Corporation
gﬁlnctivex Control

Microsoft Corporation

Micrasoft Carpaoration
@Component Services

QComputer Management
B Device Manager

Microsoft Corporation
Micrasoft Carporation

Microsoft Corporation

@Disk Defragmenter Micrasaft Carp, Execut. ..

Disk Management Microsoft and YERITAS. ..
Event Viewer Microsoft Corporation
gFolder Microsoft Corporation v
Descripkion

The Certificates snap-in allows you to browse the contents of the
certificate stores For vourself, a service, or a computer,

=

6.
press Next.

Thig shap-in will always manage certificates for:
My user account

ervice account

-
-
o

El
{Computer account

In Certificates snap-in pop-up window select Computer account and

Cancel |

7.
and click on Finish button.

select Computer

Select the computer you want this snap-in ta manage.

Thiz snap-n will alway: manage:

& iLocal computer: [the camputer thiz consols is runhing onf

= Another computer, I

Browee... |

[ Allow the selected computer to be changed when launching from the command line. This
only applies i you save the console

Cancel

< Back I Finish I

In Select Computer pop-up window select Local Computer option
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8.

9.

In Stand Alone snap-in window press Close button and in Add/Remove

window click on OK to exit.

In the console tree, select Personal — Certificates container and locate
new certificate Issued By Smart Systems for Health Agency Root CA.

B sl - [ConsoleftoptiCerhmicatesaEnreniUseniersonai\Cenificates)

aEa

[Z7 Certificate Revocation
4 Certificates
+)-[_1 Trusted Root Certification .
+ [:I Enterprise Trust
+1-[_1 Inkermediate Certification /
+ [:I Active Directory User Obje
+1-[_1 Trusted Publishers
+-[_1 Untrusted Certificates
+)-[_1 Third-Party Rook Certificati
+-[_1 Trusted People
+1-[_1 Certificate Enrollment Req
- Certificates (Local Computer)

Bﬁ] File Action Wiew Favorites  Window  Help —|& ﬂ
& 2
[_1 Console Rk Issued To | Issued By | Expiration Date
= @ Certificates - Current User H153 Smart Systems For Health Agency R...  01/06/08
=1 Personal [Zd Smart Systems for Health Agency ... Smark Systems For Health Agency R, 12011/23

10. Double-click the certificate generated from the CSR. The following

dialog appears:

[l':eJ"[]f]'_":!'!'—_' \_Jﬂ1

General | Details | Certification Path

®.
Certificate Information

This certificate is intended for the following purposels):
+All application policies

Issued bo: H153

Issued by: Smart Swstems for Health Agency Rioat Certificate
Authiarity

valid from 23/12j05 bo 23/12/08

@ ¥ou hawve a private key that corresponds to this certificate,
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Ensure that the message “You have a private key that corresponds
to this certificate” is displayed.

11. You have successfully installed the certificate.

8.0 Install eHealth Ontario’s CA Root certificate

Note: You must also install the eHealth Ontario’s Root Certificate; this is
not the certificate which you installed earlier in Personal Certificates
storage for local computer. If you are missing this certificate in your

installation package please contact eHealth Ontario and they will
provide this to you.

Install the eHealth Ontario CA Root certificate using Microsoft
Management Console (MMC).

e From the Start menu, select Run. In the Run dialog box, type mmec and click
OK.

= Type the name of a program, folder, document, or

Internet resource, and Windows will open it for vou,

Open: v|

[ K H Cancel ][ Browse. .. ]

e The Microsoft Management Console is displayed.

i Console1

File Action ‘iew Favorites  Window Help

| B 2 @

There are no items to show in this view,

¢ From the File menu, select Add/Remove Snap-in.
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[RE ChriH-
Qpen... Chrl+0
Save Chrl+5
Save As..

Exit

On the Standalone tab, click Add.

Add/Remove Snap-in

Standalone | Extensions

Use this page ta add or remowe a stand-alone snap-in From the console.

Snap-ins added to: |a Consale oot

Description

From the Available Standalone Snap-in list box, select “Certificates”, and

then click Add.

Add Standalone Snap-in

Available standalone snap-ins:

Snap-in
5_% JMET Framewark 1.1 Configuration
gﬁlnctivex Control

QCDmputer Management
Device Manager

‘endor 4
Microsoft Corporation
Microsaft Corporation
Microsoft Corporation
Microsoft Corporation —
Microsoft Corporation
Micrasoft Carporation

eDisk Defragmenter Microsoft Corp, Execut. ..
gDisk Management Microsoft and YERITAS. ..
Event Wigmer Microsoft Corporation
gFolder Micrasoft Carporation v
Descripkion

The Certificates snap-in allows you to browse the conkents of the
certificate stores For yourself, a service, or a computer,

]I [ Close ]

[ add

In Certificates snap-in pop-up window select Computer account and

press Next
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Certificates snap-in | %]

Thig shap-in will always manage certificates for:

My user account

e

Service account

o)

< Back I Next » I

Cancel |

In Select Computer pop-up window select Local Computer option and

click on Finish button

Select Computer
Select the computer you want this snap-in ta manage.
Thiz snap-in will always manage:
" L ocal computer: [the computer this console is mnning onf
~ Another computer, I Brovize. . |
™ Allow the selected computer to be changed when launching from the command line. This
only applies i you save the console
< Back I Finish I Cancel |

In Stand Alone snap-in window press Close button and in Add/Remove
window click on OK to exit

In Microsoft Management Console (MMC), expend the Certificates snap-in

Consolel - [Console Root'Cerl

tes {Local Computer)]

[Z2 Enkerprise Trust

|2 Intermediate Certification Autharities
1210 Trusted Publishers

(L Untrusted Certificates

[ Third-Party Root Certification authorities
[C Trusted People

[C Certificate Enrollment Requests

L3 5pC

“ﬁ] File  Action Wisw Favorites Window Help
e = | BB 2
Console Logical Skore Name |
E'@ [drersonal
[(ATrusted Roat Certification Authorities
{2 Trusted Roat Certification Authorities (CEnkerprise Trust

[(Dinkermediate Certification Authorities
(LI Trusted Publishers

[CDuntrusted Certificates

[:IThird-Party Root Certification Authorities
([ Trusted Peaple

[0 Certificate Enrollment Requests

Easpc
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¢ In the console tree, select Trusted Root Certificate Authorities —
Certificates container

Consale1 - [Console Ro cates {Local Computer)\Trusted Root Cer
) Ele Action View Favorites  Window Help
& & B @
(L] Console Root Issed T/ [ Issued B | Expiration Date | Intended Purposes | Friendly Name | status | Certificate Tem... |
F-E) Certificates (Local Computer) [Eugi ECOM Root CA 4B, ECOM Raot CA 7i3j2003 Secure Email, Server,..  DST (ABA.ECOM) Ca

(3 personal Elhutoridad Cartficadora de s Asoc... Autoridad Certificadora dela Asocia...  6/26/2003 Sacure Email, Server...  Autoridad Certificad. ..
[ butoridad Certificadora del Colegi...  Autoridad Certificadora del Colegio ... 6/2/2009 Secure Email, Server,.,  Autoridad Certificad. ..
Elpaktimore £2 by D5T Baltimare £2 by DST 71312008 Sacure Email, Server...  DST (Baltimore EZ) CA

@ Enterprise Trust n Edelgacom E-Trust Primary CA Belgacom E-Trusk Primary CA 14212010 Secure Email, Server...  Belgacom E-Trust Pri...

8 ;:ii;:‘:‘z:;;jzf"a“°" Auithoitiss [Edcemw HKT SecureMet CA Class & CBW HKT SecureMet CA Class A 10/16/2009 Secure Email, Server..,  CW HKT Securehet ...

0 Urkrusted Certhcates [E=lcauw HKT SecureMet CA Class B AW HKT Secureflet CA Class B 10/15/2003 Sacure Email, Server...  Cw HKT Sacurehlet ...

1 Thid-Party Rsot. CeetFication Futhorkes =l caan HKT Securehiet CA Root CEAI HKT Securehiet CA Root 10/15/2010 Secure Email, Server..,  Ci HKT Securefiet ...

v

3 Trusted Peopie [l caw HKT SecureMet CA SGCRoot  CAW HKT Secureflet CA 5GC Raot 10/15/2003 Sacure Email, Server...  Cw HKT Sacurehlet ...

(3 Certificate Envolment Requests Ecertisian - Autoridade Certficadar. . Certisian - Autoridade Certficadora ... 6/26/2018 Sacure Email, Server...  Certisign Autoridade ...

@ sec [ certisign - Autoridade Certificadar, ., Certisign - Autoridade Certficadora .. 6/26/2018 Secure Email, Server,..  Certisign Autoridade ...
Elcertisian Autoridads Certificadara... Certisian Autaridads Certificadora A...  6/26/2018 Sacure Email, Server...  Certisign Autoridade ...
[ certisign Auteridade Certificadora... Certisign Adtaridade Certificadora ... 7/9/2018 Secure Email, Server..,  Certisign Autoridade .
Elclsss 1 Primary €A Class 1 Primary CA 7J6i2020 Sacure Email, Server...  CertPlus Class 1 Prim...
[ class 1 Public Primary Certification. . Class 1 Public Primary Certfication A...  8/12028 Sacure Email, Client ... VeriSign Class 1 Publ.
[ class 1 Public Primary Certification. . Class 1 Public Primary Certification &...  1/7/2020 Secure Email, Client .. Verisign Class 1 Prim,
Elclsss 2 Primary €A Class 2 Primary CA 7l6i2018 Sacure Email, Server...  CortPlus Class 2 Prim...

e Right click on it and select All Task -> Import

icates (Local Computer)}, Trusted Root Cer!

T Ble  Acion  View Favgrites  Window  Help
s BmeBR|@
(1 Console Root Issued To_/ [ Issued B: | Expiration Date | Intended Puposes | Friendly Name | status | certificate Tem...
=-{ED Certificates (Local Computer) [=1aBA.ECOM Root CA ABA.ECOM Root CA 7/3/2009 Secure Emall, Server...  DST [ABA.ECOM) CA
(1 Personal [Elautoridad Certificadora de la Asac... Adtoridad Certificadora de |a Asocia...  6/28/2009 Secure Emall, Server...  Autoridad Certificad...
(1 Trusted Root Certification Authorities [Eautoridad Certificadora del Colegl...  Autoridad Certificadora del Colegio ... 6/29/2009 Secure Erail, Server...  Autoridad Certificad. ..
o= re EZ by DST Baltimore EZ by DST 713/2009 Secure Emall, Server...  DST (Baltimore EZ) CA
(2 Enterprise Mum E-Trusk Primary CA Belgacom E-Trust Primary CA 1j21/2010 Secure Emal, Server,..  Belgacom E-Trust Pri...
D intermedic g, » Cam HKT SecureNet CA Class A AW HKT SecureNet CA Class A 10{16/2009 Secure Ernail, Server... W HKT Securehst ..,
% L’ﬂ”;ife': hew Window from Here: =l caom HKT Securelet CA Class B CBAW HKT SecureNet CA Class B 10/16{2003 Secure Emall, Server,..  CW HKT SecureNet ...
3 Thrd-Part| How Taskaad View.n (=l s HKT Secureliet CA Raot CBAN HKT Securehist CA Root 10/16/2010 Secure Emall, Server,..  CW HKT Securshet ...
2 Trusted Pe = [E=dcaom HKT Securelet CA SGCRoot  CBAW HKT SecureNlet CA SGC Rogt 10/16{2003 Secure Emall, Server,..  CW HKT SecureNet ...
O3 Cortficate. Refresh [Ecertisian - Autoridsde Certificador... Certisian - Autoridade Certificadora ... 6/26/2018 Secure Emall, Server...  Certisign Autoridade .
0 sPC Export List... [Elcertisign - Autoridade Certificador... Certisign - Autoridade Certificadora ... /262018 Secure Emall, Server...  Certisign Autoridade
e [Ecentisign Autoridade Certificadora... Certisign Autoridade Certificadora A...  6/26/2018 Secure Emall, Server...  Certisign Autoridade ...
[Ecertisian Autoridade Certificadora... Certisian Autoridads Certificadors A...  7/9/2018 Secure Emall, Server...  Certisign Autoridade ...
[Ecdass 1 Primary A Class 1 Primary CA 716/2020 Secure Email, Server...  CertPlus Class 1 Prim...
[Elclass 1 Public Primary Certfication... Class 1 Public Primary Certification A...  5/1/2028 Secure Email, Client ... WeriSign Class 1 Publ..
=l class 1 Public Primary Certffication... Class 1 Public Primary Certification A...  1/7/2020 Secure Emall, Client ... WeriSign Class 1 Prim...
[Ecass 2 Primary cA Class 2 Frimary CA 716/2019 Secure Email, Server...  CertPlus Class 2 Prim.
=1 class 2 Public Primary Certffication... (Class 2 Public Primary Certification A...  1/7/2004 Secure Emall, Client ... WeriSign Class 2 Prim...
=) class 2 Public Primary Certffication... Class 2 Public Primary Certification A...  5/1/2028 Secure Email, Client ... WeriSign Class 2 Publ...

Browse to the eHealth Ontario CA Root certificate received from eHealth
Ontario and click Next

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revaocation lists From your disk to &
certificate store,

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept,

To continue, click Mext,

< Back

Cancel |

Following the Wizard select Next and Finish
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Certificate Import Wizard B

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate krust
lists, and certificate revocation lists From wour disk ko a
certificate store,

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used ko pratect data or to establish secure netwark,
connections, & certificate store is the system area where
certificates are kept,

Ta conkinue, dick Mext.

Cancel |

In the File to Import screen click on Browse button, select eHealth Ontario
CA Root Certificate which you received from eHealth Ontario and click on

Next to proceed

Certificate Import Wizard E

File to Import

Specify the File vou want to import,

File name:

CihCert|35HA_CA_Root_Cert_Production.cer

Mote: Maore than one certificate can be stared in a single file in the following Formats:
Personal Information Exchange- PKCS #12 (.PFX,.P1Z)
Cryptographic Message Syntax Standard- PECS #7 Certificates {,P7E)
Microsaft Serialized Certificate Stare {.55T)

< Back | Mext = | Cancel |

In Certificate Store screen verify that Place all certificates in the
following store and Trusted Root Certification Authorities options are
selected and click on Next to proceed
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Certificate Import Wizard

Certificate Store

Certificate stares are system areas where certificates are kept.

‘Windows can automatically select a certificate store, or you can specify a location for

" Automatically select the certificate store based on the bype of certificate

@ Place dll certificates in the Folowing store;

Certificate store:

Trusted Rook Certification Authorities Browse...

< Back I Mext = I Cancel |

o In Completing screen verify selected options and click on Finish to exit

Completing the Certificate Import
Wizard

‘ou have successfully completed the Certificate Import
wizatd.

‘fou have specified the Following settings:

Certificat b Trusted Root Certific.
Content Certificate

File: Mame CCertiSSHA_CA_Ro

4 | ol

< Back I Finish I Cancel |

e Open Certificates folder in the Trusted Root Certificate Authorities
and verify if EHEALTH ONTARIO CA Root certificate is installed

[itil Consolel - [Console RootACertificates [Local Computer]\Trusted Root Certification AuthoritiesCertificates]

nﬁ] File  Action Wiew Favortes  Window  Help
& ¥ x £

[_ Conzole Root lzsued To | |ssued By
= Ceitificates (Local Computer) E]sERVICIOS DE CERTIFICACION - A M.C. SERVICIOS DE CERTIFICACIOM - A, ..
+- (] Personal E518 Secure Client C&, 514 Secure Client Ca,

-1 Trusted Foot Certification Autharities

= El 514 Secuwe Server Ca Sla Secure Server Ch
{3 Certificat
ertificates 5

; He:
+- [ Enterprize Trust = ;
+1-( Intermediate Certification Authorities B swisskey Root CA Swisskey Root 08
+-(27 Trusted Publishers ETC TrustCenter Class 1 G TC TrustCenter Class 1 G
+1-[_1 Untrusted Cerificates TC TrustCenter Class 2 Ca TC TrustCenter Class 2 Ca,
41771 Thired-Parti Bant Carifiration dtharitise TE TrustCenter Class 3 Ch TC TrustCenter Class 3 Ch,

¢ You have successfully installed the SSHA CA Root certificate.
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STOP

The next section of this Client Deployment Guide cannot
be completed until your ONE Mail Partnered Deployment
Date.

The following steps will be completed with the ONE Mail
Technical Analyst working with you.
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9.0 Setup SMTP Connector to ONE Mail Partnered

Service

9.1 Setup SMTP Connector on Exchange 2000/2003

To create and configure a Connector for the ONE Mail Partnered
environment on your Exchange Server 2000/2003 use Exchange System
Manager Console, as explained below.

NOTE: If you are configuring MS Windows Server 2000/2003 IIS/SMTP server skip
to chapter 9.1 Setup SMTP Connector on MS Windows Server 2000/2003.

¢ Login to your Microsoft Exchange 2000/2003 host server.

e Click Start > Programs > Microsoft Exchange > System

Manager.

w Windows Catalog

% Windows Update
E WinZip

Programs
Settings

Search

Help and Suppart

Rur...

Shut Down...

Log Off Andrijasevic, Ggnjen. ..

@ Accessoties

@ Adrninistrative Tools
I EsP

@ febooti Command line email
@ Log Parser 2.2

& &
@ PrintMe Inkernet Prinking
@ Startup

I UltraEdit

@ Windows Support Tools
I winzip

& Internet Explorer

@ Qutlook Express

§. Pemote Assistance

il | Windows Server 2003 Enterprise Edition

I Additional Resaurces 3
] Deployment »
g Active Directory Users and Computers

Location: CyiProgram Files\Exchsryribin
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In Exchange System Manager Console, in the left tree pane point to

Connectors container, right click on it and chose New/SMTP Connector
option to start New Connector Properties.

-*. Exchange System Manager

‘5‘:1 File  Action Wiew Window Help

o |EERE

First: Qrganization (Exchange)

Marme |
[ Global Settings

[d Recipients

-3 Fol TP ¥,400 Connectar. ..

Dt ey e %25 3,400 Cormectar, .

1 Global Settings
i Recipients
1 Servers

Refresh
L Dirsync Requestar, .,

Help Dirsync Server...

On the General tab for new SMTP Connector specify the Name for connector
(ex. eHealth Ontario Smart Host). Chose option Forward all mail through
this connector to the following smart host and specify tls.one-mail.on.ca
FQDN for destination smart host. If Local bridgehead server is not selected,

then click on Add button to specify your local gateway server as local bridgehead
server (s).
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Properties EHE |

Addres: Space ] Connected Routirg Groups I Delivery Restrictions

Content Restrictions ] Delivery Dplions I HAdvanced | Detailz
General

j E N arme: ]eHelalh Orttatio Smart Host

" Use DNS to route to each address space on this connector
€+ Forward all mail through this connector to the following smart hosts

| smip. ts.one-mail.on.ca

Local bridgeheads:

Server [ Wirtual Server |

SEHMPMNI1DC Default SMTP Virtual Semver

Add... Remove |
[~ Do not allow public folder referals

oK | cancel |  apph Help

On the Address Space tab of properties click on Add button to add * as
connectors address space (this will setup your system to forward e-mail to all
destination external SMTP domains through this connector). Check that Entire
organization option is selected in Connector Scope field.
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eHelath Ontario Smart Host Properties 7] x| |

Content Restrictions I Delivery Options I Advanced I Details
General
Address Space | Connected Fouting Groups I Delivery Restrictions

Create, modify, ar remove an address space.

Type | Address | Cost |

tdiodify.. Eemove

— Connector scope
% Entire organization
" Routing group

[ Allow meszages to be relayed to these domains

k. Cancel Apply | Help |

e In Add Address Space pop-up window select SMTP and click on OK to proceed

Add Address Space HE |

Select an address type:

K, I Cancel Help |
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e InInternet Address Space Properties screen specify * as E-mail domain
and I as Cost and click on OK to finish configuration of address space

Internet Address Space Properties EE3 |

General |
'is SHTP
E-rnail domair: Ix

Cost: |1|

k. I Cancel Spply Help

e Now your Address Space tab should look like following screen



ONE Mail Partnered — Exchange
Server 2000/2003 Client Deployment Guide

eHelath Ontario Smart Host Properties EH

Content Restnctions I Delivery Ophions I Advanced I Details
General
Address Space | Connected Routing Groups I Delivery Restrictionsz

Create, modify, or remave an address space.

Type | Address | Cozt |

Add... todify... Remove

— Connector scope
{* Entire organization

™ Routing group

™ Allow meszages to be relayed to these domains

2k, Carizel Apply Help




ONE Mail Partnered — Exchange

Server 2000/2003 Client Deployment Guide

General
Addrezs Space I Connected Routing Groups | Delivery Restictions
Content Restrictions I Delivery Options Advanced I Details

[~ Send HELD instead of EHLO:

Outbound Security... |

' Do not zend ETRM/TURN
" Request ETRM/TURN when sending meszages
™| &dditionally request mail st specified tmes

" Feguest ETRM/TURN from different server
SEMER

Lonnection time;

| Fruri daily at 11:00 PM =] | Customize. |

Speciy how o request that remote servers dequede mail
% [zzue ETRM

Domainsz... |

= [zzue TR [Feguies B asic or Windows security]

k. I Carnicel Apply Help

Switch to Advanced tab and click on Outbound Security... button

eHelath Ontario Smart Host Properties EH

On the Outbound Security screen select Basic authentication (password is sent

in clear text) and click on Modify... button to specify user which will be used for
authentication
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Outbound Security

" Anorymous access

i@ wzer name or password required

& Bazic authentication [password is sent in clear bestf

User: Modify... |

© |ntegrated Windows Suthentication

The client and server negotiate the Windows Spetems Security Provider,
|nterface.

Sccount: I
[ TLS encryption

]

Cancel | Help

hodify.. |

In Outbound Connection Credentials insert information about user account
and password which was provided to you by eHealth Ontario’s deployment team
as part of deployment package. Click on OK to return to Outbound Security

screen

Dutbound Connection Credentials ﬂ E |

zer:
ISMTP.E&Nﬂﬁ@sshacerﬂ

Pazawiord:

Ixxxxxxxxxxxxxx

LConfirm pazsword

Ixxxxxxxxxxxxxx

(] I Cancel

Select TLS encryption option and then click on OK to return to connector

properties
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Outbound Security

 Anonpmous access

[ uzer name on password reguired

' Basic authentication [password is sent in clear text]

ser: SMTP CaM##Esshacert Madify... |

" |ntegrated ‘Windows Authentication

The client and senver negotiate the Windows Systens Security Frowider
|terface,

Accournt: I [ adify... |

oK I Cancel | Help |

Now you configured all necessary settings for this connector, click on Apply and
OK buttons to apply all those and exit property pages.

Open Services console and restart IIS Admin service to pick up new settings.

Proceed with eHealth Ontario’s deployment team with testing new configuration.
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9.2 Setup SMTP Connector on Exchange 2000/2003

To create and configure a Connector for the ONE Mail Partnered environment
on your MS Windows Server 2000/2003 use Internet Information Services
Management Console, as explained below.

e Login to your MS Windows 2000/2003 host server.

e C(lick Start > Programs > Administrative Tools > Internet
Information Services (IIS) Manager.

05 Windows Catalog

Accessories

Settings
IF7) PrintMe Internet Printing

s IF7) Startup

IF7) ultraEdit

I WMware

windows Support Tools

4% Intermet Explorer

(] Outlook Express

Shut Down, 4. Remote Assistance

Search
Help and Support

Run...

Log OFf andrijasevic. agrjen. .

Windows Server 2003 Enterprisa Edition

[EA Certffication Autharity
#8p Cluster Administrator
§ Component Services
=) Computer Management
H Configure Your Server Wizard
& Connection Manager Administration Kit
Ed Dpata Sources (ODBC)
afs Distributed File System
2 bns

EP Local Security Policy
# Manage Your Server
B Microsoft .NET Framework 1.1 Configuration
Br Microsoft .NET Framework 1.1 Wizards
@ Hetwork Load Balancing Manager
J# network Monitor
B Performance
(21 Remoke Deskiops
EL Routing and Remote Access
#y Services
[ Terminal Server Licensing
3 Terminal Services Configuration
[} £ Terminal Services Manager

e In the left pane, expend you local server, point to Default SMTP Virtual
Server, right click and select Properties
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‘_'_“g File  Action Yiew ‘window Help |;|i|1|

¢4 O FRB[2[ > =0

Marne |
Dornains
ﬁ Current Sessions

f’g Internet Information Services
=5+ SEHMPNISA (local compute
[#-__J Application Pools
[ web Sites

Skark
Stop
Pause

New 3

Yiew »
Mew Window from Here

Rename
Refresh
Export List...

Ml

Help

KT ———

|Oper|s property sheet For the current selection. | |

Switch to Delivery tab and click on Advanced button

Default SMTP Yirtual Server Properties [ 2| |

Generall .-'lu:u:essl Meszages Delivern ILD.-'l‘-.F' Hnutingl Securit_l,ll

— Outbound
First retry interval [minutez]:
Second retry interval [minutes); |3|:I
Third retry interval [minutes]: IEEI
Subsequent rety interval [minutes); 240
Delay notification: I1 2 IHn:nurs j
Expiration timeout; I2 IDa_us j
— Local
Delay notification; |1 2 I Hours j
Exzpiration timeout; I2 IDa}'S j
Outbound Security. . | Quthound connections. . | Advanced... |
k. I Cancel | Spply | Help |

On Advanced Delivery tab specify tls.one-mail.on.ca as Smart Host and
check that Attempt direct delivery before sending to smart host and
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Perform reverse DNS lookup on incoming messages check boxes are
not selected. Click on OK to return to SMTP Virtual Server Properties.

Advanced Delivery |

Mawximum hop count:
|‘IE
Masquerade domain:

Eullp-qualified domain name:
ISEHMPNISA. I Check DNS

Smart host:

| smtp. ts.one-mail.on.ca

[~ Attempt dect delivery befare sending to smart host
[~ Perform reverse DNS lookup on incoming messages

Ok I Cancel Help

Back on Delivery tab, now click on Outbound Security... button
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— Outbound

Default SMTP Yirtual Server Properties 7] x| |

Generall .-*-.u:u:essl Meszages Delivern | LOAR Fh:uutingl Securit_l,ll

Eirst rety interval [minutes];

Second rety interval [minutes]:

T hird retry interval [minutes];

Subzequent retry interval [minutes):

Delay natification:

E spiration tirmeout:

E'%lﬁ

240

12 IHu:uurs j
I2 IDa_I,Is j

—Local

Delay notification:

E wpiration tirmeot;

|'|2 IH::uurs j
|2 IDa_I,Is j

COutbound Security... | Cutbound connections. .

Advanced...

o ]

Canicel |

Apply | Help

On Outbound Security screen select Basic authentication option and
insert User Name and Password provided by eHealth Ontario’s
deployment team to you in appropriate fields. Select TLS encryption check
box. Click on OK to return to SMTP Virtual Server prosperities.
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Outbound Security |

" Anonymous access
Nao uger name of password required.
(+ Basic authentication
The password will be sent over the netwark in clear text using standard

commands.
User name: I SMTP.Orgham@eho.ca Browse... |
E&Sm |xxx:nnnnnnl

" Integrated Windows Authertication

The chent and server negotiate the Windows Securilty Suppoit Provider
Interface.

Ok Cancel Help

Now you configured all necessary settings for this connector, click on Apply and
OK buttons to apply all those and exit property pages.

Open Services console and restart IIS Admin service to pick up new settings.

Proceed with eHealth Ontario’s deployment team with testing new configuration.



