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1.0 Introduction

This document describes the steps required to connect Microsoft Exchange Server 2007 to ONE Mail Partnered
product for secure e-mail routing:

. Generate a request for a PKI certificate

. Install the created certificate

. Install SSHA CA Root certificate

. Setup Send Connector for routing e-mail to ONE Mail Partnered environment

. Setup Receive Connector for routing e-mail from ONE Mail Partnered environment to your corporate
messaging system

These instructions apply to Microsoft Exchange Server 2007 (with or without Service Packs 1, 2 or 3) installed on
Windows Server 2003 or Microsoft Exchange Server 2007 SP1, SP2 or SP3 installed on Windows Server 2008.

2.0 Intended Audience

This document is intended for technical personnel at eHealth Ontario client organizations who are involved in
registering computer applications with eHealth Ontario. This includes:

. Application Owners

. Their delegates

3.0 Overview

The process of connecting to ONE Mail Partnered is as follows:

1. Register the application (for which you require a certificate) with eHealth Ontario, if
this hasn’t been previously done.

2. Obtain a PKI Reference Number from eHealth Ontario. This number will be required to
create and submit your request to eHealth Ontario.

3. Create the Certificate Signing Request (CSR). The CSR is created on the machine where the
certificate is to be used. The process of creating a CSR generates a matching public and private RSA
key pair and stores the private key on the machine and puts the public key into the CSR.

4. Send the CSR (with Reference Number) to the eHealth Ontario Deployment Team

5. Receive the created certificate back from the eHealth Ontario Deployment Team
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6. Install the certificate. This should be done on the same machine where the CSR was created.
7. Install SSHA CA Trusted Root certificate
8. Setup Default Receive Connector on Exchange Server 2007

9. Setup Send Connector on Exchange Server 2007

4.0 Creating CSR(s)

Note: Note: For each request to be generated you require the corresponding Reference Number
\ (example: 8934282) for this identity. These are obtained from the eHealth Ontario Deployment
Team. A unique Reference Number is required for each certificate that is to be created.

4.1 Generating a CSR

To generate a CSR for Microsoft Exchange Server 2007 use Exchange Management Shell, as explained below:
e Login to your Microsoft Exchange Server 2007 host server

e Click Start > Programs > Microsoft Exchange Server 2007 > Exchange Management
Shell
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=
_1." Microsoft Update
=2 Windows Catalog
Command Pri % windows Update

g Manage Your

- A A i C
/ Windows Expl .lj CCessOries
—% T Administrative Tools »
cA .lj HPF Management Agents k
l'-lg' Exchange Manz Jﬁ HP System Tools »
e Microsaft Exchange S 2007 3 Exchange Management Consale
3} Natepad ) startup v [F2
.lj Windows Powershell 1.0 r @ Exchange Server Help
Symantec Endp i
Pratection Windows Support Tools J

Internet Explarer
Internet Explorer (G4-hit)

Cutlook Express

1‘5 Paint

/7 Exchange Manz
L/ | Consale

Baad

Remoke Assistance
Cikrix
APC Device IP Configuration Wizard

Symantec Backup Exec for Windows Servers

-
[

v v w W

BEEE

All Brograrns Symantec Endpoint Prokection

Log OFF E Shut Do

= | 1.1';1 untitled - Paink | t23 Machine: Exchange2007 |

o' start

e  The shell windows will be displayed

@Machine: Exchange2007 | Scope: ioof.local Ol x|

Welcome to the Exchange Management Shell?

Full list of cmdlets: get—command

Only Exchange cmdlets: get—excommand

Cmdlets for a specific role: get—help —role =M= or =Mailbox»*

Get general help: help

Get help for a cmdlet: help <cmdlet-name> or <cmdlet-—namer —7
Show guick reference guide: guickref

Exchange team blog: get—exhlog

Show Full output for a cnd: {cmd> | format—list

Tip of the day #34:

Do you want to remove an ActiveBSync device from a uwser’s device list? Type:
Remove—-ActiveSyncDevice

Thiz cmdlet can be helpful for troubleshooting devices that do not synchronize
uccessfully with the server.

[P3]1 H:=x>
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e  Type-in the following command and press “Enter”

New-ExchangeCertificate -GenerateRequest: $True —PrivateKeyExportable $true -
DomainName <Your_Domain_Name> -SubjectName
""C=CA,0=<Your_Organization_Name>,ST=0ON,CN=<Reference Number>" -Keysize 1024 -Path
"C:\CSR.txt"

Note: New-ExchangeCertificate utility requires the user to enter at least one Domain Name. This name is
supposed to be added to the certificate Alternative Subject Name List. Currently, SSHA Certificate Authority
does not support alternative subject name certificate property. As a result, the value provided for this field will be
ignored by SSHA CA. However, to meet the utility requirement you need to provide a valid domain name.

o If the command is successfully executed open the created file specified in the -Path parameter.
The file should have a similar content:

!! CSH. txt - Notepad E]@EJ
File Edit Format Yiew Help
————— EEGIM MEW CERTIFICATE REQUEST-——---—- S

MII Eij ZCB+QIBADBOMO S wC QY VOOGEWI DO TERMAQEALUECEMEBRDERMAGEAL UEBXMEEDEKMAGGAL UE
ChMBEDEKMAL]GAJ.UECXMBEDERMABGMUEAXMIOD ZHNDI M EwilZ8why IK0ZI hUCNAQEBBQADL]YDA
MIGJIADGEAIQETHBKNABYqdPBhyZ1hBtSDr4Ls8BnOMIDMAN+ADAHDSE STy rQRTGCH3MZE Imyou2n
TVDIJGTquztAOYhVAGwQZ Xy 7U0Z DkAIMpoOSET /ZmC T n+m+ 3 w3 81 enmalvtn,/Ss oxXKCEEmMThAA
yFskILNKBAZC IMTp7af g] ZDr AgMBAAGHADANBGK ghk 1 GOWOBAQUF AROBQQCETCIAxaZKEDk
s7pegrIt3vojCiEeysaZ 6thr40anv98?]nEJ]UENMKIUJJMnDecbvD?quwerBD+?P?kOKFF
GUSFBEhTesvvd /3wn9ahly/cd fed 2 nghMy ESmESVXS DRV g0 FiEyiLd PUNEXGE] UNBKAGAEGGT S
nZuxgo==

————— EMD WEW CERTIFICATE REQUEST-——--

e Complete the above procedure for each certificate you need to create, entering a new
Reference Number, and a new output file name for each request. This will resultin a
new CSR each time the procedure is executed.

4.2 Send the CSR to eHealth Ontario

Forward the CSR/CSRs to the eHealth Ontario Deployment Team. They will return a certificate created from the
CSR and the eHealth Ontario CA Root certificate.

5.0 Receive the Certificates

When the certificate is created by SSHA CA, it will be sent to you in afile.

Its contents will resemble the following:
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MI1GYAYJKoZ IhveNAQcCol IGUTCCBKOCAQEXADALBgkghkiGOwOBBwWGgggY1MI 1G
MTCCBRmgAw I BAg 1 EQA9uVDANBgkghk i GOWOBAQUFADCBp j ETMBEGCgmSJomT81xk
ARKWA3NzaDEbMBKGCgmSJomT8 i XkARKWCINLYNNjcml i ZXJzMRUWEWYDVQQLEWXT
UOggu2Vydml j ZXMXETAPBgNVBASTCFNIY3VyaXR5MQwwCgYDVQQLEWNQSOkxOjA4
BgNVBAMTMVNtYXJO IFN5c3RIbXMgZm9y 1 Eh1YWx0aCBBZ2VuY3kgUm9vdCBDQSAt
1FR1c3RpbmcwHhcNMDYwM j E3MDEWNDQxWhcNMDkwM j EBMDEZNDQXW j CBkzETMBEG
CgmSJomT8ixkARKWA3NzaDEbMBKGCgmSJIomT8 i XkARKWC3NLYnNNjcml i ZXJzMRQw
EgYDVQQLEWtTdWJIzY3JIpYmVyczESMBAGALUECXMJISGOzcGI0YWxzMQ8wDQYDVQQL
EwZPTFNUU1QXFTATBgNVBASTDEFwcGXpY2F0aW9uczENMASGALUEAXMESEITNjCB
nzANBgkghk i GOWOBAQEFAAOB j QAWgYKCgYEAwmVaRaRrPLO+ZY44H2Z1X1s6 jpA3
H24UDEOKYfazl1lgZesltzYDphXOMp/7ZnP350TnbiZQgpNFLggckFOWskJSC83PEU
XMa5jIUIXTFdpCWENY rvT+mi0q3x+KGQ4y7DDtDAKSAWXkk 1Knd 1 YHOMvPBQ+g4X
aqHgmFN/DZw/KTECAWEAAaOCAvowggL2MASGA1UdDWQEAwW IHgDArBgNVHRAEJDA 1
gA8yMDA2MD IxNzAXxMDQOMVgBDz IwMDgwMz I IMDUzNDQxWj CBXQY I KwYBBQUHAQEE
gbgwgbUwgb 1GCCsGAQUFBzAChoG IbGRhcDovL3NzaHBraTJhMDAWMXUuc3Vic2Ny
aWJlcnMuc3NoL2NuPVNtYXJOIFN5c3RIbXMgZm9Oy I En1YWx0aCBBZ2VuY3kgUm9v
dCBDQSAtIFRIc3Rpbmcs1G91PVBLSSwgb3U9U2VjdXJpdHks 1G91PVNTSCBTZXJ2
aWNIcywgZGMIU3Vic2NyaWJlcnMs IGRjPXNzaD9jQUNIcnRpZml JYXRIMIIBigYD
VROTFBI I1BgTCCAXOwgcGggb6ggbukgbgwgbUxEzARBgoJkiaJk/ I sZAEZFgNzc2gx
GzAZBgoJkiaJk/1sZAEZFgtTdWJIzY3JIpYmVyczEVMBMGALUECXMMUINT IFNIcnZp
Y2VzMREWDWYDVQQLEWhTZWN1cmlOe TEMMAOGALUECXMDUEtIMTowOAYDVQQDEZFT
bWFydCBTeXNOZW1z1GZvciBI1ZWFsdGggQWd IbmN5 1 FIJvb3QgQOEgLSBUZXNOaW5n
MQOwWCwWYDVQQDEWRDUkwyM1G201Gzo I GwhoGtbGRhcDovL2NybHUuc3NoYS55YS9j
bj 1 TbWFydCUyMFN5c3RIbXMIMjBmb3 1 IMjBIZWFsdGg IMjBBZ2VuY3kIMjBSb290
JTIWQOEIMjAEIT IwWGVzdGluZyxvdT1QSO0ksb3U9U2VjdXJIpdHksb3UQUINIIT Iw
U2Vydml jZXMsZGM9U3Vic2NyaWJ lcnMsZGM9c3NoP2NIcnRpZml JYXRIUmMV2b2Nh
dGIvbkxpc3QwHwYDVROjBBgwFoAUoDjQCKRdA/Fk7eTuqfcpZKT5GWRowHQYDVROO
BBYEFDtLS1NyMiADLtzKP/vfrPTThI1QVMAKGALUdEWQCMAAWGQYJKOZ IhvZ9BOEA
BAwwChsEVj cuMQMCBLAWDQYJKoZ lhveNAQEFBQADgQEBAB45J jvk7Neok02/1y+H
X142NV7wRR1IBmcIKLXYE3YgrGw7C7kBRjBEZbjoQy8giMniop8mlkA6tiJreuF2
KAXEI1 1GU1DK51grA+IW7S3b7G5XipgC7jF8iQ9zUhbITsFLFLKZOr/exPX3LE/P
RYeqlUbATXfc/tuwcPmdkjRigpNIs+uEJAgkoOr73A1U2SLIGFLQ+ENSYTQ2gRI1/
1 1DTNEACHXbgEhU4qG8p+cN2GDcN8HJIUQVLGIH6GOZzFp 1+6rZVeHfapUgf+hWmtX
LCjcOCVZeaS6Gpz 1 1bBIhRLae6gIPUNQUgTXOP8dxCitvY20wOmePuikS1dFsAMz
MGYXAA==

Proceed to the next section to install the certificate generated from the CSR.

6.0 Installing an Exchange Certificate

To install the certificate received from eHealth Ontario for Microsoft Exchange Server 2007 use the Exchange
Management Shell, as explained below:

e Login to your Microsoft Exchange Server 2007 host server

e Click Start > Programs > Microsoft Exchange Server 2007 > Exchange Management Shell
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=
_1." Microsoft Update
=2 Windows Catalog
Command Pri % windows Update

g Manage Your

"}. windows Expl .lj Accessories L4
— T Administrative Tools ]
cA .lj HPF Management Agents k
l'-lg' Exchange Manz Jﬁ HP System Tools 3
e Microsoft Exchange 5 2007 3 Exchange Management Consale

3} Natepad ) startup v [F2
T Windows Powershell 1.0 r @ Exchange Server Help
Symantec Endp i
Pratection Windows Support Tools J

Internet Explarer
Internet Explorer (G4-hit)

1‘5 Paint

Cutlook Express

‘Beedd

/7 Exchange Manz
L/ | Consale

Remoke Assistance
Cikrix
APC Device IP Configuration Wizard

-
[

Symantec Backup Exec for Windows Servers

v v w W

BEEE

All Brograrns Symantec Endpoint Prokection

Log OFF E Shut Do

= | 1.1';1 untitled - Paink | 23 Machine: Exchange2007 ...

o' start

e  The shell windows will be displayed

@Machine: Exchange2007 | Scope: ioof.local Ol x|

Welcome to the Exchange Management Shell?

Full list of cmdlets: get—command

Only Exchange cmdlets: get—excommand

Cmdlets for a specific role: get—help —role =M= or =Mailbox»*

Get general help: help

Get help for a cmdlet: help <cmdlet-name> or <cmdlet-—namer —7
Show guick reference guide: guickref

Exchange team blog: get—exhlog

Show Full output for a cnd: {cmd> | format—1list

Tip of the day #34:

Do you want to remove an ActiveBSync device from a uwser’s device list? Type:

Remove—-ActiveSyncDevice

Thiz cmdlet can be helpful for troubleshooting devices that do not synchronize
uccessfully with the server.

[P3]1 H:=x>
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e  Type-in the following command and press Enter

| Import-ExchangeCertificate -Path c:\Cert\cert.cer

The command (if successfully executed) will install the certificate and enable it for SMTP service:

@Machine: ex01 | Scope: sshal.poc |_ O] x|
=

[PE] C:xDocuments and Settings“Administrator>Import—ExchangeCertificate —Path c:
~Certscert.cer

Thumbprint Services Subject

[P5]1 C:xDocuments and Settings“~Administrator>_

Note: Note: You have to specify the path and name of the certificate which was issued by eHealth
Ontario for you, based on your previous CSR. Do not specify the path and name of the SSHA Root
Certificate, that certificate will be installed later in another location.

e  Type-in the following command and press Enter

Enable-ExchangeCertificate —Thumbprint eHealth Ontario_Certificate ThumbPrint -

Services SMTP

Where eHO_Cerificate_ThumbPrint is thumbprint of eHealth Ontario issued certificate visible in output
of previous command.

The command (if successfully executed) will enable this certificate for SMTP service:

%Machine: ex01 | Scope: sshal.poc M=l E3

[P5]1 C:~Documents and Settings“~Administrator>Enable—-ExchangeCertificate —thumhpr!

int 76CHBFBEdd81F1318BCCCDS11B66E4N3D349F541 —Services SHMIPL
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7.0 Verifying the Exchange Certificate Installation

To verify the certificate installation, run Get-ExchangeCertificate command from Exchange Management Shell. The
command should provide the certificate subject name, its thumbprint and a list of enabled services (S - SMTP for
this example shown here).

@-Machine: Exchange2007 | Scope: ._ _|

[P5]1 H:x>Get—ExchangeCertificate
Thumbprint Services Subject

A7C6CEBDE1AAE4E3I6GCEA364D3IFSBIBBF7?4586682 ... 8 CH=SMTP.In » OU=Appl...

e  Type-in the following command and press Enter

Get-ExchangeCertificate —Thumbprint eHo Certificate ThumbPrint |Format-List

Where eHealth Ontario_Cerificate_ ThumbPrint is thumbprint of eHealth Ontario issued certificate
visible in output of Get-ExchangeCertificate command.

In the “Services” property of this certificate you should see only SMTP service as in the example shown
below:

[PE] C:sUindows“Systemd2get—exchangecertificate —thumbprint 76CUBFSEDDE1F1318BC
CCDS11B66E4n3D349F541 | list

AccessRules {8ystem.Security.fAccessControl.CryptoKevfccessRule, System
-Security.fAccessControl.CryptoKeyAccessRule, System.Securi
ty.AccessControl.CryptoKeyAccessRule?

Certificatelomains {SHTP.CanM

HasPrivateKey True [ |

IsSelfSigned Falze

CH=S%mart Systemsz for Health Agency Root Certificate Author

itg, 0¥=PHI, OU=Security, OU=88H Services, DC=subscribers.

=zszh

942011 3:28:85 PM

9-4-2088 2:58:85 PM

1824

Registry

3FB347/57

SMIP

PJalid

CN=SMIP.CanM ., OU=fApplications, OU=CanM ., OU=Subscribers

» DG=subscribers. DC=ssh

F6CARFBEDDE1F131ABCCCD511 BA6E4A3D349F541
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8.0 Install SSHA CA Root Certificate

Note: Note: You must also install the SSHA Root Certificate; this is not the certificate which you installed
earlier in Personal Certificates storage for local computer. If you are missing this certificate in your
installation package please contact eHealth Ontario and they will provide this to you.

Install the SSHA CA Root certificate using Microsoft Management Console (MMC).

From the Start menu, select Run. In the Run dialog box, type mmc and click OK.

Run @El

_ Type the name of a program, folder, document, or
3 Internet resource, and Windows will open it For you,

[ Ok H Cancel ][ Erowse, ., ]

e  The Microsoft Management Console is displayed.

File  Action Yiew Favaorites Window  Help

m B EE

‘i Console Roc*

There are no ikems ko show in this view,
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e  From the File menu, select Add/Remove Snap-in.

Mew Chrl+M
open. .. ChrHO
Save Ctr+s

Exit

e On the Standalone tab, click Add.

Add/Remove Snap

Standalone | Extensions |

Use this page to add ar remove a stand-alone snap-in from the console.,

Snap-ins added ta: |a Console Roat W

Description

Remove Abaut, .

e From the Available Standalone Snap-in list box, select “Certificates”, and then click Add.

Add Standalone Snap-in

Available standalone snap-ins:

Snap-in ‘endor 5
5_% MET Framework 1.1 Configuration  Microsoft Corporation
glﬁnctivex Cantral Micrasoft Carporation

Microsoft Corporation
@Component Services Microsoft Corporation —
QCDmputer Management Microsoft Corporation
evice Manager Microsoft Corporation
eDISk Defragmenter Microsoft Corp, Execut...
gDisk Management Microsoft and YERITAS...
Event Viewer Microsoft Corporation
gFolder Microsoft Corporation hd

Description
The Certificates snap-in allows you to browse the contents of the
certificate stores for yourself, a service, or a computer,

[ Add ]I [ Close

ONE Mail /ONE Mail Partnered-Client Deployment Guide — Instructions for MS Exchange 2007/v1.6/DOCID 3234



e InCertificates snap-in pop-up window select Computer account and press Next.

Certificates snap-in

This snap-in will always manage certificates for:

€ My user account

" Service account

< Back I Next > I Cancel |

e In Select Computer pop-up window select Local Computer option and click on Finish button.

Select Computer

Select the computer vou want thiz snap-in ta manage.

This shap-in will always manage:

% i ocal computer. [the computer this consale iz running onj

" Another computer: I Browsze... |

I Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

< Back I Finish I Cancel |

e In Stand Alone snap-in window press Close button and in Add/Remove window click on OK to exit.

e In Microsoft Management Console (MMC), expend the Certificates snap-in.

'fi Consolel - [Console Root',Certificates (Local Computer}]

% Ele Action Wiew Favorites  Window  Help

¢~ BEBR| 2 E

[0 Enterprise Trust

- [ Intermediate Certification Autharities
-] Trusted Publishers

-1 Untrusted Certificates

-2 Third-Party Raat Certification Autharities
-] Trusted People

(L1 Certificate Enrallment Requests

-2 SPC

D Consol Logical Stare Name

= @ Ci [dPersonal
[ Personal (CTrusted Root Certification Authorities
[Z1 Trusted Root Certification Authorities [CdEnterprise Trust

[(intermediate Certification Authorities
[(ATrusted Publishers

[(untrusted Certificates

DThird—Party Root Certification Autharities
[CATrusted People

(3 Certificate Enrallment Reguests

[sec
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¢ Inthe console tree, select Trusted Root Certificate Authorities — Certificates container.
,
cates {Local Computer)i Trusted Rook Cer!
%y Pl Action Yiew Favortes indow Help
& - =RRERENNE
(1 console Root Issued To_/ [ Issued B: | Expiration Date | Intended Purposes Friendly Hame Status | Certificate Tem...
= Certificates (Local Computer) [=laBa.ECOM Root CA ABA.ECOM Root CA 7i3{2003 Secure Emall, Server...  DST [ABA.ECOM) CA
[ Personal [Elautoridad Certificadora de la Asor... Autoridad Certificadora de la Asodia...  6/28(2009 Secure Email, Server...  Autoridad Certificad. .
=0 Trusted Root Certification Authorities El autoridad Certificadora del Colegi,.,  Autoridad Certificadora del Colegio .. 6/23/2003 Secure Email, Server...  Autoridad Certificad. .,
Certiicate [Eleaktimare E2 by DST Baltimore EZ by DST 713j2009 Secure Email, Server...  DST (Balimore E2) CA
{220 Enterprise Trust
5 Inmointe Cortfication Authort Eelgacom E-Trust Primary CA Belgacam E-Trust Primary CA 1fz142010 secure Emall, Server...  Belgacom E-Trust Pri...
= T" e't"‘: p‘a; hE' rieation Autherites [Ecam HKT Securehlet CA Class & CEAN HKT SecureMet CA Class & 10/16/2003 Secre Emall, Server...  CW HKT Securefet ..,
rusted Publishers
£ Untruated contiates [E=dcauw HT Securebet CAClass B CBUW HKT Securehlet CA Class B 10j1642008 Secure Emall, Server...  CW HKT Securehlet ...
() Third-Farty Root Certfication Authariies [E=dcaum HKT Securehiet CA Raot CBAV HKT SecureMiet CA Root 10/16(2010 secure Emall, Server...  CW HKT SecureMet ...
2 Trusted People [E=dcaw HKT Securehlet CASGC Rook  CBAY HKT Securehlet CA SGC Root 10/16f2008 Secure Emall, Server...  CW HKT Securshlet ...
{33 Certficate Enrollment Requests [Ecertisian - Autoridade Certificador... Certisign - Autoridade Certificadora ...  6/26/2016 Secure Emall, Server...  Certisign Autoridade .
2 5pc [ centisign - Adtoridade Certificador... Certisign - Autoridade Certificadora ... 6/26/2018 Secure Emall, Server...  Certisign Autoridade ...
[Ecertision Autoridade Certificadora... Certisian Autoridsde Certificadors A...  6/26/2016 Secure Emall, Server...  Certisign Autoridade ...
[Ecertision Autoridade Certificadora... Certisign Autoridsde Certificadors A...  7/9{2018 Secure Emall, Server...  Certisign Autoridade .
Eclass 1 primary CA Class 1 Primary CA 7jgjz020 Secure Emal, Server...  CertPlus Class 1 Prim...
[Elclass 1 Public Primary Certification... Class 1 Public Primary Certification A...  6/1/2028 Secure Email, Client ... WeriSign Class 1 Publi...
[Elclass 1 Public Primary Certification... Class 1 Public Primary Certification A...  1/7/2020 Secure Email, Client ... ¥eriSign Class 1 Prim...
Eclass 2 primary CA Class 2 Primary CA 7jgi2013 Secure Emal, Server...  CertPlus Class 2 Prim...
e Rightclick on it and select All Task -> Import
‘) Ele  Action Wew Favorites  Window
- ==
(L1 Console Root Issued To_/ [ Issued B: | Expiration Date | Intended Puposes | Friendly Name [ Status | certificate Tem...
iFi . o | oot Boure Email, Sarver... .
=) Certificates (Local Computer) [=1aBa.ECOM Root CA ABAECOM Rogt CA 7i3{2003 Securs Email, 5 DST (ABA.ECOM) CA
[ Personal [Elautoridad Certificadora de la Asoc,.. Autoridad Certificadora de la Asocia,.. 6262003 Secure Emal, Server...  Autoridad Certifica
=) DT@'StEd Root Certification Autharities Elautoridad Certificadora del Colegi...  Autoridad Certificadora del Calegio ... 6/29/2009 Secure Email, Server...  Autoridad Certifica
= re EZ by DST Baltimore EZ by DST 7i3{2008 Secure Emall, Server...  DST (Baltimors EZ) CA
% E"te”’”;e om E-Trust Primary CA Belgacam E-Trust Primary CA 1421/2010 Secure Emal, Server...  Belgacom E-Trust Pri,
a IT"te't'”: P“ Wiew » [Ecam HKT Securehet CA Class A A HET Securefst CA Class £ 10j162008 Secure Ernail, Server...  CW HKT Securehst ..,
= U'n'ﬁuited‘ Mew Window from Here [E)Caw HKT SecureMet CA Class B W HKT Securellet CA Class B 10/16/2008 Secure Emall, Server...  CW HKT Securehet ...
3 Thid-Part | Tiow Taskad View [Ed s HKT Securelat CA Root CBAN HKT Securshiet CA Rook 10j16f2010 Secure Emall, Server...  CW HKT Securshet ...
2 Trusted Pe = [E=dcaom HKT SecureNet CA SGCRoot  CBAY HKT SecureNet CA SGC Root 10/16(2003 Secure Emall, Server...  CW HKT SecureNet ...
3 Cortficate. Pefresh [Ecertisian - Autoridade Certificador... Certisign - Autoridads Certificadora ... 5i26/2018 Secure Emall, Server...  Certisign Autoridade ...
2 5pc Export List... [ certisign - Autoridade Certificador... Certisign - Autoridade Certificadora .. 5/26(2018 Secure Emall, Server...  Certisign Autoridade ...
£ [Ecertisian Autoridads Certificadora... Certisign Autoridade Certificadora A, 5i26{2018 Secure Emall, Server...  Certisign Autoridade
= [ centisign Autoridade Certificadora... Certisign Autoridade Certificadara A, 7/9/2018 Secure Emall, Server...  Certisign Autoridade ...
[Ecass 1 Primary cA Class 1 Primary CA 7j6fz020 Secure Emall, Server...  CertPlus Class 1 Prim.
=l class 1 ublic Primary Certification... Class 1 Public Primary Certification A...  8{1{2028 Secure Email, Client ... VeriSign Class 1 Publi
[Elclass 1 Public Primary Certification... Class 1 Public Primary Certification A...  1j7/2020 Secure Emall, Client ... WeriSign Class 1 Prim...
Eclass 2 primary Ca Class 2 Primary CA 7jgi2013 Secure Emal, Server...  CertPlus Class 2 Prim...
[Eclass 2 Public Primary Certification... Class 2 Public Primary Certification A...  1j7/2004 Secure Emall, Client ... WeriSign Class 2 Prim...
=1 class 2 Public Primary Certification... (Class 2 Public Primary Certification ... 8{1{2028 Secure Email, Client ... VeriSign Class 2 Publi..
e Browse to the SSHA CA Root certificate received from eHealth Ontario and click Next
Welcome to the Certificate Import
Wizard
This wizard helps vou copy certificates, certificate trust
ists, and certificate revocation lists Frorm your disk to a
lists, and certificat tion lists fi disk £
certificate store,
A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or ko establish secure netwark
connections, & certificate store is the system area where
certificates are kept,
To conkinue, click Next,
< Back Cancel
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e  Following the Wizard select Next and Finish.

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trusk
lists, and certificate revaocation lists From vour disk to a
certificate store,

A certificate, which is issued by a certification autharity, is
a confirmation of vour identity and contains information
used to protect data or to establish secure network
connections. & certificate store is the syskem area where
certificates are kept,

To conkinue, click Next,

Cancel |

e Inthe File to Import screen click on Browse button, select SSHA CA Root Certificate which you received
from eHealth Ontario and click on Next to proceed.

Certificate Import Wizard [ %]

File to Import
Specify the file vou want ka impart.

Eile name:
CACerti3SHA_CA_Root_Cert_Production.cer

Mote: More than one certificate can be stored in a single file in the Follawing Farmats:
Personal Information Exchange- PKCS #12 {.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates { P7E)
Microsoft Serialized Certificate Skare {.55T)

< Back | ext > | Cancel |

¢ InCertificate Store screen verify that Place all certificates in the following store and Trusted
Root Certification Authorities options are selected and click on Next to proceed.
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Certificate Import Wizard [ x|

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location For

" Aukomatically select the certificate stare based on the type of certificate

o Place all certificates in the Following store!

Certificate store:

Trusted Root Certification Authorities Browse. ., |

< Back. I Mext = I Cancel |

In Completing screen verify selected options and click on Finish to exit.

Completing the Certificate Import
Wizard

‘ou have successfully completed the Certificate Impart
wizatd.

‘ou have specified the Follawing settings:

Certific e f Trusted Root Certific,
Content Certificate
File Mame CCertiSSHA_CA_Re

K ]

< Back I Fimish I Cancel |

Open Certificates folder in the Trusted Root Certificate Authorities and verify if SSHA CA Root
certificate is installed

itil Consolel - [Console RootACertificates [Local Computer)iTrusted Root Certification Authorities\Certificates]
B%] File  Action  Wiew Favortes  Window  Help
& & X £

[_1 Console Roat lzzued To |zsued By
=D Cerificates [Local Computer) ESERVICIOS DE CERTIFICACION - AM.C. SERVICIOS DE CERTIFICACION - A....
+-( Personal B 514 Secure Client C4 514 Secure Clent CA

=3 Trusted Root Certification Authorities
{3 Certificates
[Z Enterprize Trust

Ed514 Secuwe Server C4 Sl Secure Server CA

. by
S\'\\lisske_l,I Root Cé Swizzkey Root CA
Intermediate Certification Authoriti
: g 1:5;?;3 'I:,TJE"S;;:SIM 1on Awinaries ED T TrustCenter Class 1 04 TC TrustCenter Class 1 CA
= [:l Untiusted Certificates TE TrustCenter Class 2 T TC TrustCenter Class 2 CA
4177 Thied-Pari Bt Carkfieabinm & Hhoritiss ETC TrustCenter Class 304 TC TrustCenter Class 3 CA

You have successfully installed the SSHA CA Root certificate.
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9.0 Set Up Receive Connector

To configure a Default Receive Connector for ONE Mail Partnered environment on
your Exchange Server 2007, use the Exchange Management Console as explained
below:

e Login to your Microsoft Exchange Server 2007 hub transport server.

e C(Click Start > Programs > Microsoft Exchange Server 2007 >
Exchange Management Console

. Accessories
. Administrative Tools
. Extras and Upgrades
. Maintenance
ang 7 £ nge Manageme 3
. Startup k| £ Exchange Management Shell
. windows Powershell 1,0 3
€ Internet Explorer
'{é Internet Explorer (64-bit)
Windaws Calendar
[2=] Windows Contacts

Defaulk Programs & windows Defender

&2, Windaws Live Messenger Download
Windows Update

ml Mindows Mai
@ Wiindows Media Plaver
BT windows Phota Gallery

Docurnents
Setkings

Search

Help and Support

. Run...

Log OFf Adrministratar. .,

Shut Down, ..

IA’"Start =l em G

In the left tree pane expand Server Configuration and select Hub Transport container. In
upper middle pane, select your hub transport server, and in left pane, select New Receive
Connector
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B8 Exchange Management Console

[_[olx]
Fle Action View Help
«= 4Bl
€3 Micrasoft Exchangs & Hub Transport Actions
1 a3 Organization Configuration s
e O : Hub Transport -
& Maibex ¥ create Filter D
e, Client A = Export List...
R ient Access Hame ~ [ Role [ version = be
{3 Hub Transport EoExoe Hub Tr t, Cliert: & version 8.1 (Build 240.6; View »
B it misenain . iub Transport, Client Acc..,  ¥ersian 81 (Build 240.6)
B F Server Configuration @] Refresh
Gy Mailbox
=)
S Client Access Help
¢ Hub Transport o
Sl Unified Messaging
2, Recipient Configuration ExDZ
&8 Toolbox G Manags Mailbox Server Role
S Manage Client Access Server Role
4 | i
- £ ew Rergive Connector...
I+ EX02 - B
Froperties
Receive Connectors |
Name_~ [ Status | Help
i—_ﬂ Client Ex02 Enabled
PEDefault EX02 Enabled

(Creates a news Receive connector,

e InIntroduction window of wizard specify name for new connector (exp. From eHealth Ontario)
and click on Next to proceed:
.
| New SMTP Receive Connector
=1
[ Intoduction Intreduction
- This wizard helps you create a new Receive connectar on the selected Exchange server.
5 Hew Conneclor Ta configure properties ot shown in 