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1.0 Introduction

This document describes the steps required to connect Microsoft Exchange Server 2010 to ONE Mail Partnered
product for secure e-mail routing:

. Generate a request for a PKI certificate

. Install SSHA CA Root certificate

. Install the created certificate

. Setup Send Connector for routing e-mail to ONE Mail Partnered environment

. Setup Receive Connector for routing e-mail from ONE Mail Partnered environment to your corporate
messaging system

These instructions apply to Microsoft Exchange Server 2010 installed on Windows Server 2008 R2.

NOTE: There is possibility to simplify process of migration from previous versions, if you have our certificate
installed on your old server, and that certificate is exportable. In that case, you can export that certificate, and install
it to new server, and skip steps related to generating new request and installing new certificate.

It is important to understand that we generated certificate for your organization, not for your server. Single certificate
can be installed on multiple servers in your organization.

2.0 Intended Audience

This document is intended for technical personnel at eHealth Ontario client organizations who are involved in
registering computer applications with eHealth Ontario. This includes:

. Application Owners

. Their delegates

3.0 Overview

The process of connecting to ONE Mail Partnered is as follows:

1. Register the application (for which you require a certificate) with eHealth Ontario, if
this hasn’t been previously done.

2. Obtain a PKI Reference Number from eHealth Ontario. This number will be required to
create and submit your request to eHealth Ontario.

3. Create the Certificate Signing Request (CSR). The CSR is created on the machine where the
certificate is to be used. The process of creating a CSR generates a matching public and private RSA
key pair and stores the private key on the machine and puts the public key into the CSR.
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4. Send the CSR (with Reference Number) to the eHealth Ontario Deployment Team
5. Receive the created certificate back from the eHealth Ontario Deployment Team
6. Install SSHA CA Trusted Root certificate

7. Install the certificate. This should be done on the same machine where the CSR was created.
8. Enable only this certificate for SMTP service.

9. Setup Send Connector on Exchange Server 2010

10. Setup Default Receive Connector on Exchange Server 2010

4.0 Creating CSR(s)

Note: Evenin MS Exchange Server 2010 you will find GUI for Certificate Management, few important
futures are not possible to be configured in GUI and that is a reason why instructions are still
provided for MS Exchange Shell.

Note: Foreach request to be generated you require the corresponding Reference Number (example:
8934282) for this identity. These are obtained from the eHealth Ontario Deployment Team. A
unique Reference Number is required for each certificate that is to be created.
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4.1 Generating a CSR

To generate a CSR for Microsoft Exchange 2010 use Exchange Management Shell, as explained below:
e Login to your Microsoft Exchange 2010 gateway server

e Click Start > Programs > Microsoft Exchange Server 2010 > Exchange Management
Shell

Recyde Bin

| Y
.U’ Windows Update

rﬂ Programs Acressories
T Administrative Tools
i}k, Documents . Extras and Upgrades

q ,  Maintenance
Settings N ~
Microsoft Exchange Server 2010 1 Exchange Management Console

Search ., Startup 4 Px Exchange Management Shell
@ Internet Explorer ¥ Exchange Server Help

Help and Support @ Internet Explorer (64-bit)

Windows Contacts

Run...

“1  Log Off Administrator. ..

Shut Down,..

i | ZmE |

Windows Server 2008 Enterprise

*ry

e  The shell windows will be displayed
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[B8 Machine: EXCH2K10.mpn2k10.poc

Welcome to the Exchange Management Shell?t

Full list of cmdlets: get—command

Only Exchange cmdlets: get—excommand

Cmdlets for a specific role: get—help —role =M= or *Mailboxx

Get general help: help

Get help for a cmdlet: help {cmdlet—name> or <{cmdlet—name> —7
Show guick 1efelence guide = qulcklef

Exchange team blog get—exhlog

Show full output fol a cmd: {ecmd> | format-list

Tip of the day #51:
Hant to know wvhich mailboxes a specific Active Directory user has permizsions to? Type:

S$Mailboxes = Get-Mailhox -R 1tSize Unlimited
SMailboxes ! Get-MailboxPermission -lUser {Active Directory User> ! Format-Table Identity,. fAccessRights. Deny

Caution: This command enumerates all the mailboxes in your organization. If you have lots of mailboxes. you may want to
target specific mailboxes.

WERBOSE: Connecting to EXCH2K1B.mpn2klB.poc
WERBOSE: Connected to EXRCHZK1B.mpnZklBA.poc.
[P5]1 C:sWindowsssystem32>

e  Type-in the following command and press “Enter”

New-ExchangeCertificate -GenerateRequest —PrivateKeyExportable $true -Keysize 1024 -
SubjectName "C=CA,S=0N, O=<Your_Organization_Name>,CN=<Reference Number>" -
DomainName <YourPrimarySMTPDomainName>| Out-File "C:\Cert\CSR.txt"

2 Machine: EXCH2K10.mpn2k10.poc

[PS] C \Hlnduug\uygtem32)Neu ExchangeCertificate —Gene}ateRequeﬂt —PlluateKeyExpultahle 5True —Keu! e 1024 SthectName
ON. O ealth Ontario ONE Mail Dev Lab,CH=123456'" —DomainMName eHoDevLab.on.ca | Out-File “Cert~CER.
[PS] C “Windows~ssystem32>_

Note: New-ExchangeCertificate utility requires the user to enter at least one Domain Name. This name is
supposed to be added to the certificate Alternative Subject Name List. Currently, eHealth Ontario Certificate
Authority does not support alternative subject name certificate property. As a result, the value provided for this
field will be ignored by eHealth Ontario CA. However, to meet the utility requirement you need to provide a valid
domain name.

o If the command is successfully executed open the created file specified in the | Out-File
parameter. The file should have a similar content:



!\ CSR.txt - Notepad

File Edit Fomat “iew Help

————— BEGIM MWEW CERTIFICATE REQUEST-—-—-

MIIE]ZCE+QI BADBOMOS WOV DVOQGEWIDOTERKMAGGEALUECBMEEDEKMANGALUEE XMEBEDERMAYGALUE
ChMBEDEKMAgGAlUECXMBEDERMABGMUEAXMIOD 2NDI4M'EWgZEWDQ‘(JKDZIhVCNAQEBBQADgYOA
MIGIAOGEAIQETHEKNaSY gdPEhgZ 1 bELsDr4Ls 3EnOmIDmhN+ADAHDSE STYrOKEGCIMZE TmyouZ
'IVDIJGTquztAOYhVAG\.vQij FUOZDKLIMpOOSET /ZmCfrm+ 3 Nw3 8l enmalvtn/SsoxkKCEGMThAA
yF Sk ILNKBAZC SMp7 8T pg]yTZ0r AgUBAAGQADANEGK ghk 1G9wIBAQUF AMOBYQCETCIAXAZKADKD
s7pegrltavoicieeyiaz 1atdrrd4 OvGnv 87 ne] JUENMKIU] IMndeChvo7Lg2war wBo+7 P7ROKFF
GUSFab7esvvd IwgBably /cd /e 2 NghMy ESMEGVXSHDRVIQO] TEy ILd PUNEXGE] UNSKAGAEGDT /X
nZuxgg==

————— EMD MEW CERTIFICATE REQUEST-—-—-

e Complete the above procedure for each certificate you need to create, entering a new
Reference Number, and a new output file name for each request. This will result in a
new CSR each time the procedure is executed.

4.2 Send the CSR 1o eHealth Ontario

Forward the CSR/CSRs to the eHealth Ontario Deployment Team. They will return a certificate created from the
CSR and the SSHA CA Root certificate.
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5.0 Receive the Certificates

When the certificate is created by eHealth Ontario CA, it will be sent to you in a file.

Its contents will resemble the following:

MITIGYAYJKoZ IhvcNAQcCol IGUTCCBKOCAQEXADALBgkghkiGOwOBBwWGgggY1IMIIG
MTCCBRmgAw I BAg I EQA9UVDANBgkahk i GOWOBAQUFADCBp j ETMBEGCgMSJomT8 1 xk
ARKWA3NzaDEbMBkGCgmSJomT8 i XKARKWCINL1YnNjcml §ZXJzMRUWEWYDVQQLEWXT
Uoggu2Vydml j ZXMXETAPBgNVBASTCFNIY3VyaXR5MQwwCgYDVQQLEWNQSOkxOjA4
BgNVBAMTMVNTYXJOIFN5c3RIbXMgZm9y 1 En1YWx0aCBBZ2VuY3kgUmOvdCBDQSAt
1FR1c3RpbmcwHhcNMDYwM j E3MDEWNDQXWhcNMDkwM j EBMDEZNDQXW j CBkzETMBEG
CgmSJomT8 i xkARKWA3NzaDEbMBKGCgmSJomT8 i XKARKWC3N1YnNjcml i ZXJzMRQw
EgYDVQQLEWtTdWJIZY3JpYmVyczESMBAGALUECXMISGOZCG I0YWxzMQ8WDQYDVQQL
EwZPTFNUU1QXFTATBgNVBASTDEFwcGXpY2FO0aW9uczENMASGALUEAXMESEITNJCB
nzANBgkghk i GOWOBAQEFAAOB jQAwWgYKCgYEAwmVaRaRrPLO+ZY44H2Z1X1s6jpA3
H24UDEOKYfazlgZesltzYDphXOMp/7ZnP350Tnb i1 ZQqpNFLqqckFOWskJSC83PEU
xMas5j JULXTFdpGWENY rvT+mi 0g3x+KGQ4y 7DDtDAKSAWXKkK IKnd i YHOmVPBQ+q4X
aqHgmFN/DZw/KTECAWEAAaOCAvowggL2MASGA1UdDWQEAwW IHgDArBgNVHRAEJDA I
gA8yMDA2MD I xXNzAXMDQOMVqBDz IwMDgwMz 1 IMDUzNDQxWj CBxQY I KwYBBQUHAQEE
gbgwgbUwgb 1 GCCsGAQUFBzAChoG IbGRhcDovL3NzaHBraTJhMDAWMXUuc3Vic2Ny
aWJ 1cnMuc3NoL2NuPVYNtYXJO I FN5c3R1bXMgZm9y 1Eh 1 YWx0aCBBZ2VuY3kgUm9v
dCBDQSAtIFRIc3Rpbmcs 1G91PVBLSSwgb3U9U2VjdXJpdHks IG91PVNTSCBTZXJ2
aWNIcywgZGM9IU3Vic2NyaWJlcnMs1GRjPXNzaD9jQUNIcnRpZml JYXRIMIIBigYD
VROTB I 1BgTCCAXOwgcGggb6ggbukgbgwgbUxEzARBgoJkiaJk/ IsZAEZFgNzc2gx
GzAZBgoJkiaJk/I1sZAEZFgtTdWJzY3JpYmVyczEVMBMGALUECXMMULINT IFNIcnZp
Y2VzMREwWDWYDVQQLEWhTZWN1cml0e TEMMAOGALUECXMDUEtIMTOWOAYDVQQDEZFT
bWFydCBTeXNOZW1z1GZvciBI1ZWFsdGggQWd IbmN5 1 FIvb3QgQOEgLSBUZXNOaW5n
MQOwWCwYDVQQDEWRDUkwyM1G201Gzo 1 GwhoGtbGRhcDovL2NybHUuc3NoYS55YS9j
bj1TbWFydCUyMFENS5c3RIbXMIMBmb3 1 IMjBIZWFsdGgIMjBBZ2VuY3kIMjBSb290
JT IWQOE IMJALIT IWVGVZzdG luZyxvdT1QS0ksb3U9U2Vj dXJIpdHksb3UQUINI1JT Iw
U2Vydml jZXMsZGM9U3Vic2NyaWJ lcnMsZGM9c3NoP2NIcnRpZml JYXRIUMV2b2Nh
dGlvbkxpc3QwHwYDVROjBBgwFoAUoD j QCKRd/Fk7eTuqfcpZKT5GWRowHQYDVROO
BBYEFDtLS1NyMiADLtzKP/vfrPTThIQVMAKGALUJEWQCMAAWGQYJKOZ IhvZ9BOEA
BAWWChsEV j cuMQMCBLAWDQY JKoZ I hveNAQEFBQADgQEBABA45J jvk7Neok02/ iy+H
X142NV7wRR1IBmcJIKLXYE3YgrGw7C7kBRjBEZbjoQy8g1lMniop8mlkA6tiJreuF2
KAXEL 1 1GU1DK51grA+IW7S3b7G5XipgC7jF8iQ9zUhbITsTLFLKZOr/exPX3LE/P
RYeqlUbATXfc/tuwcPmdkjRigpNIs+uEJAgkoOr73A1U2SLIGFLQ+EhSYTQ2qR1/
1 1DTNEACHXbgEhU4qG8p+cN2GDeN8HIUGVLG IH6GOZFp I+6rZVeHFapUgf+hwmtX
LCjcOCVZeaS6Gpz 1 1bBIhRLae6gIPUNQUTX0P8dxCitvY20wOmePuikS1dFsAMz
MGYXAA==

Proceed to the next section to install the certificate generated from the CSR.
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6.0 Install SSHA CA Root certificate

Note: You must also install the SSHA Root Certificate; this is not the certificate which you installed earlier
in Personal Certificates storage for local computer. If you are missing this certificate in your
installation package please contact eHealth Ontario and they will provide this to you.

Install the SSHA CA Root certificate using Microsoft Management Console (MMC).
e From the Start menu, select Run. In the Run dialog box, type mmc and click OK.

CITE—— Y

Type the name of a program, falder, document, or Internet
resource, and Windows will apen it for you,

Open: =l

&) This task will be created with administrative privileges.

=l

OK | Cancel | Browse... |

e  The Microsoft Management Console is displayed. From the File menu, select Add/Remove Snap-in.

= Console1 - [Console Root]

_“H Fie Action View Favorites Window Help

<‘rz Mew Cirl+M
— Open... Ctrl+0
Save Cil4s [ Llame
Save As... There are noitems b
Add/Remove Snap-n... k
Options...

1

2 ServerManager.msc

3 Cr\Windows\system32\dsa. msc
4 C:\Windows\.. . \dnsmgmt.msc

Exit
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e  On the Standalone tab, click Add. From the Available Standalone Snap-in list box, select “Certificates”,
and then click Add.

Add or Remove Snap-ins x|

¥au can select snap-ins for this console from those available on yaur computer and configure the selected set of snap-ins. Far
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:

Snap-in [ vendar |- [ Console Root Edit Extensions. ..

2l Active Directory Do...  Microsoft Cor.

[l Active Directory Site... Microsoft Cor... Remove

[ Active Directory Use... Microsoft Cor...

=1 ActiveX Contral Microsoft Cor... Move Lip
2’ apsI Edit

Microsoft Cor...
[T authorization Mansger  Microsoft Cor... Move Do
B Certificates Microsaft Cor... m
% Component Services  Microsaft Cor.., R
& Computer Managem... Microsoft Cor...
[=]petails Templates £d... Microsoft Cor...

i Device Manager Microsoft Cor...

29 Disk Management Microsoft and...

2,00 Microsaft Cor...

Event viewer Vicrosoft Cor,.. ) %‘
Description:

The Certificates snap-n allans yau to browse the contents of the certificate stores for yourself, a service, or & compuiter.

OK Cancel

e InCertificates snap-in pop-up window select Computer account and press Next.

Certificates snap-in x|

This snap-n will always manage cerificates for:
My usar account
" Senvice account

% Computer account

¢ Back Next > Cancel
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e In Select Computer pop-up window select Local Computer option and click on Finish button.

Select Computer x|

Select the computer you want this snap-in to manage.

This snap-n will always manage:

¥ Local computer: §the computerthis console is running om)

" Another computer; |

Erawse

[~ Allow the selected computerto be changed when launching from the command line. This
only applies f you save the console.

< Back I Finish I

Cancsl |

e In Stand Alone snap-in window press Close button and in Add/Remove window click on OK to exit.

e In Microsoft Management Console (MMC), expend the Certificates snap-in.

Flle Acton View Favorites Window Help [}
= [#molc=h
] Cansole Raot Object Type I
=1 [ Certificates {Local Computer) [ certificates

=

[ Persanal
- Root
[ Enterprise Trust

| Trusted Publishers
|| Untrusted Certificates

| Trusted People

] Remote Desktop

[ Certificate Enrallment Requests
[] Smart Card Trusted Roots

riffication Authorities:

[ 7] Intermediate Certification Authorities

|7 Third-Party Root Certification Authoritie:

e Inthe console tree, select Trusted Root Certificate Authorities — Certificates container.

[& Fie Acton View Favortes Window Help

ConsoleL - [Consoll Root \Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates]

L el =TI
T Console Root IssuedTo_~ [ 1ssued By [ ExpratonDate__| Intended Purposes | Friendy Name Actions
[l [l Certificates (Local Computer) [53lclass 3 Public Primary Certification... Class 3 Public Primary Certification A...  8/1/2028 Secure Email, Client ... VeriSign Class 3Pub | cortificates
[ Personal [Jclass 3 Public Primary Certification... Class 3 Public Primary Certification A...  1/7/2004 Secure Email, Client...  VeriSign
B [X Trusted Roat Certfication Authorites | [l copyright (c) 1997 Micresoft Corp.  Copyright (<) 1997 Micrasoft Corp. 12/30/188% Time Stamping Microsoft Timestame More Actions
g [5JGTE CyberTrust Giobal Root GTE CyberTrust Global Reot 8/13/2018 Secure Ema, Client ... GTE CyberTrust Glol
[ Enterprise Trust 515 Development Lab Root Certific... 15 Development Lab oot Certificate...  3/18/2015 <Al> <Nere>
5] tntermediate Certification Autharites | v ocoft Authentcode(im) Root ... Microsoft Authenticode(im) Root Au...  12/31/1999 Secure Emai, Code S... Marosoft Authentic
& j L;:";:il?g!i:::ﬁs [Micrasaft Code Signing PCA Microsoft Raot Autharity 8/25/2012 Code Signing <None
[ Thic.purty Rt Cerifcaton Authorie | CAMiesoft Corperation Micrasaft Code Signing PCA 3119/2010 Code Signing ane>
[ Trusted Pacple [GIMicrosoft Root Authority Microsaft Root Authority 12/31/2020 <all> Microsaft Root Auth
5 (] Remote Deskion [ Microsoft Root Certificate Authority ~ Microsoft Root Cerfficate Authority  5/3/2021 <al> Microsoft Root Cert
] Cortficate Ervolment Recuests [S5lMicrosoft Tmestamaing PCA Micrasoft Root Autharity 9/15/2019 Time Stamaing ane>
[ smart Card Trusted Roots [SIMicrosoft Timestamping Service Microsoft Tmestamping PCA of15/2011 Tme Stamping <None>
[5INO LIABILITY ACCEPTED, ()97 V... NOLIABILITY ACCEPTED, ()57 Veri...  1/7/2004 Time Stamping VeriSign Time Stamp.
55l Thauite Timestamping Ca Thaute Timestamaing CA 12/31/2020 Time Stamaing Tharte Timestamair

ONE Mail /ONE Mail Partnered-Client Deployment Guide-Instructions for MS Exchange 2010/v1.2/DOC ID 3235



e Rightclick on it and select All Task -> Import

tion Authorities\Certificates]

a File Action View Favorites Window Help
CEYEEEIEEY
] Console Root
= Eﬁ‘ Certificates {Local Computer)
|| Personal
[l [ Trusted Root Certification Authorities
af Cortifi=t=c

Issued To = | Issued By | Expiration Date Intended Pu

@C\ass 3 Public Primary Certification... Class 3 Public Primary Certification A...  8/1/2023 Secure Ema
@C\ass 3 Public Primary Certification... Class 3 Public Primary Certification A...  1/7/2004 Secure Ema
[SxlCopyright (c) 1997 Microsoft Corp.  Copyright (c) 1987 Microsoft Corp. 12/30/1399 Time Stampi
st Global Root GTE CyberTrust Global Root 8/13/2018 Secure Ema
nt Lab Root Certific... IS Development Lab Root Certificate...  3/19/2015 <All=

View } S Microsoft Authenticode{tm) Root .., Microsoft Authenticode(tm) Root Au..,  12/31/1399 Secure Ema

All Tasks

Trusted P| " —
j UI:;uZte News Window from Here IMicrosoft Code Signing PCA Microsoft Root Autharity 3/25/2012 Code Signin
d i )

5 ThirdPar New Taskpad View. . = IMicrosoft Corporation Microsoft Code Signing PCA 3/ 1.9..’2.0 10 Code Signin

=] Trusted P [SMicrosoft Root Authority Microsoft Root Autharity 12/31/2020 <Al

[ Remote D Refresh [—alMicrosoft Root Certificate Authority  Microsoft Root Certificate Authority 522021 <all=

[ Certificat Expart List... | I Microsoft Timestamping PCA Microsoft Root Autharity 3/15/201% Time Stampi
# |7 Smart Ca Help rMicrosoft Timestamping Service Microsoft Timestamping PCA 9/15/2011 Time Stampi

(INO LIABILITY ACCEPTED, ()97 V... MO LIABILITY ACCEPTED, (c)97 Veri...  1/7/2004 Time Stampi
[RlThawte Timestamping CA Thawte Timestamping CA 12/31/2020 Time Stampi

e  Browse to the SSHA CA Root certificate received from eHealth Ontario and click Next

Certificate Import Wizard x|

Welcome to the Certificate Import
Wizard

V. This wizard helps you copy certificates, certificate trust
o lists, and certificate revocation lists from your disk to a
- certificate store.

A certificate, which is issued by a certification autherity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dlick Next.

= Bk I Next > I Cancel |

In the File to Import screen click on Browse button, select SSHA CA Root Certificate which you received from
SSHA and click on Next to proceed.
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1
H Certificate Import Wizard x|
[

| File to Import
| Specify the file you want to import.

File name:
Ci\Cert\S5HA_CA_Root_Cert.cer Browse...

Mote: More than one certificate can be stored in a single file in the following formats:

Persanal Information Exchange- PKCS #12 (\PFX,.P12)
Cryptographic Message Syntax Standard- PKCS =7 Certificates (P7E)
Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats

< Back I Mext > I Cancel |

e InCertificate Store screen verify that Place all certificates in the following store and Trusted
Root Certification Authorities options are selected and click on Next to proceed.

x

Certificate Store
Certificate stores are system areas where certificates are kept.

‘Windows can automatically select a certificate store, or you can specify a location for
the certificate.

" Automatically select the certificate store based on the type of certificate
% Place al certificates in the following store

Certificate store:

Trusted Root Certification Authorities Browse... |

Learn more about certificate stores

< Back I Next > I Cancel |

e In Completing screen verify selected options and click on Finish to exit.
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Certificate Import Wizard x|

Completing the Certificate Import
Wizard

The certificate will be imparted after you dick Finish.

You have specified the following settings:

2 e U0y Trusted Root Certifice
Content Certificate
File Mame Ci\Certls5HA_CA_Re

< Back I Finish I Cancel |

e Open Certificates folder in the Trusted Root Certificate Authorities and verify if SSHA CA Root
certificate is installed

Certificate Import Wizard x|

E k"
@ The impart was successful,
k- 2

e You have successfully installed the SSHA CA Root certificate.

P Canuole1 - [Comole Boot
@ Fie Acon  Vew
| A & CIXD S (H]E
| Corweie o IRedTo = Tssnedny

= [ Certficates  ocal Computer) JCiass 3Pyt Prmary Cevtieabon,.. Clags 3 Pubis Primary Certfzanen 4.,
® 1] persenal 3P Primary Cerbifentan,. Class I Pubc Primary Certicaton .,

P Mrguatt Corp 3

. {8 ocal Camgrater) | Trted Boot € erigcation Authorities | ertificate ]

Trusted Aot Cerpcanon Autnites
| Cortienu

3 Enverprise Trust

sarmadas Cerahanten Authansts

.

Trissted Publshers

1 untnated Certicates

1§ Third Pty Root Cerbicaton dutheribe
Trisstis Pasgie

Cvrossét Cornoration

Aozt Roe iy
oveit Bost Cetheate Auberily
Remote Desktng
1 Cersficace Envolmens Recuests
St Care Trustest Ressty

[ Thanwe Timestamping C4
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7.0 Installing an Exchange Certificate

To install the certificate received from eHealth Ontario for Microsoft Exchange 2010 use the Exchange Management
Shell, as explained below:

e Login to your Microsoft Exchange 2010 host server

e Click Start > Programs > Microsoft Exchange Server 2010 > Exchange Management
Shell

Recyde Bin

* Windows Update

Accessories
Administrative Tools
Documents . Extras and Upgrades
Maintenance

Settings - -
Microsoft Exchange Server 2010 /) Exchange Management Console

Search Startup k Fx Exchange Management Shell k

& Internet Explorer ¥) Exchange Server Help rﬂages the

Help and Suppart & Internet Explorer (54-bit) prompt via R
[3=] Windows Contacts

Run...

Log Off Administrator. ..

Shut Down...

|am@

e  The shell windows will be displayed
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Full list of cmdlets:

Only Exchange cmdlets:
Cmdlets for a specific role:
Get general help:

Get help for a cmdlet:

Show guick 1efelence guide =
Exchange team blog

Show full output fol a cmd:

[B8 Machine: EXCH2K10.mpn2k10.poc

Welcome to the Exchange Management Shell?t

get—command

get—excommand

get—| help —role =M= or *Mailboxx
he

help {cmdlet—name> or
qulcklef
get—exh
<cmd> |}

<cmdlet—name> —7

log
format—list

Tip of the day #51:
Hant to know wvhich mailboxes a specific Active Directory user has permizsions to? Type:

S$Mailboxes = Get-Mailhox -R
$Mailboxes ! Get-MailboxPerm

1tSize Unlimited

sion -User <{Active Directory User> ! Format-Tabhle Identity, fAccessRights,. Deny
Caution: This command enumerates all the mailboxes in your organization. If you have lots of mailboxes. you may want to
target specific mailboxes.

WERBOSE: Connecting to EXCH2K1B.mpn2klB.poc
WERBOSE: Connected to EXRCHZK1B.mpnZklBA.poc.
[P5]1 C:sWindowsssystem32>

e  Type-in the following command and press Enter

Import-ExchangeCertificate —FileData ([Byte[]]$(Get-Content —Path c:\Cert\<SSHACertFileName> —
Encoding byte —ReadCount 0))

The command (if successfully executed) will install the certificate and now you should enable it for SMTP service:

_ioi x|

[PS]1 C:“\Windows\system32>Import-ExchangeCertificate -FileData ([Bytel[]115{Get-Content —Path c:“cert:\CertMPNZK1B.cer -Enco
ding byte —ReadCount B>

Thumbprint Se Subject

[PE] C=Windows“system32>_

Note: You have to specify the path and name of the certificate which was issued by eHealth Ontario for
you, based on your previous CSR. Do not specify the path and name of the SSHA Root Certificate,
that certificate will be installed later in another location.

e  Type-in the following command and press Enter
Enable-ExchangeCertificate —Thumbprint <eHo_ Certificate_ ThumbPrint> -Services SMTP

Where eHo_Cerificate_ ThumbPrint is thumbprint of eHealth Ontario issued certificate visible in output
of previous command.



The command (if successfully executed) will enable this certificate for SMTP service:

[ Machine: EXCH2K10.mpn2k10.poc
[PE] C:~MWindows zysten32>Enahle

—ExchangeCertificate —ThumbPeint 41137E1QHFDZ5GQEG66148FR974C594F4F6E03EB —Sewyices

NOTE: If you find that installed certificate is not associated with encryption keys please follow the steps from
Appendix A to correct this problem.

8.0 Verifying the Exchange certificate installation

To verify the certificate installation, run Get-ExchangeCertificate command from Exchange Management Shell. The

command should provide the certificate subject name, its thumbprint and a list of enabled services (S - SMTP for
this example shown here).

[ Machine: EXCH2K10.mpn2k10.poc

[PS] C:~Windowu ystem32>Enable—ExchangeCertificate —ThumbPrint 41137E14BFD258?E6b6148FA?74C594F4F6EC3ER —Services SHIP I,
[PS]1 C:sWindowsssystem32>Get—ExchangeCertificate

41137E14BFD25@9E666148FA974C594F4F6EC3ER .. .. 8. CN=e2klB@.poc, 0=E2K18. S=0N. C=CA
F6936 ECCCD411CCCE9504DAB3A421 88 BC6AFEEDE TP, .5, GH=EXCH2K18
D?65AS6EY611099964F725EF4CEFE3CA2218684C TP WS, CN=EXCH2Ki@

Thumbprint Seruices Subject

[PFE]1 C:sWindows“system32>_

Note: Important: If you have multiple certificates in this output, please follow this procedure to
verify that only the right certificate is enabled to be used by SMTP service.

e  Type-in the following command and press Enter



Get-ExchangeCertificate —Thumbprint eHo_Certificate_ ThumbPrint |Format-List

Where eHo_Cerificate_ ThumbPrint is thumbprint of eHealth Ontario issued certificate visible in output
of Get-ExchangeCertificate command.

In the “Services” property of this certificate you should see only SMTP service as in the example shown
below:

[P Machine: EXCH2K10.mpn2k10.poc

[PE] C:=“Windowssystem32>Get-ExchangeCertificate —ThumbPrint 41137E14BFD2589E666148FA?74C594F4FAEC3EA | Format-List

ficcessRules : {Systemn.Security.fccessControl.CryptoKeyAccessRule, System.Security.fccessControl.CryptoKeyfccessR
ule., System.Security.ficcessControl.CryptoKeyficcessRulel
[CertificateDomains {e2kiB.pocl
HasPrivateKey True
s8elfSigned False
CN=I1% Development Lah Root Certificate Authority. DC=isdeuvlab, DC=local
4,22-2011 2:18:54 PM
4-,22-2018 2:88:54 PM
: 1824

Registry
14F@361 3000ARAROEOAT
SHIP

RevocationCheckFailure
: CN=e2kl@.poc. 0=E2K1@8, $=0N, C=CA
Thumbprint : 41137E14BFD25A%E666148FA9 74C594F4F6ECIER

[PE] C:“Windows“systemd2>




9.0 Setup Receive Connector

To configure a Default Receive Connector for ONE Mail Partnered environment on your Exchange Server 2010, use
the Exchange Management Console as explained below:

e Login to your Microsoft Exchange 2010 hub transport server.

e Click Start > Programs > Microsoft Exchange Server 2010 > Exchange Management
Console

e NOTE: Screenshots are taken for this section are taken on MS Exchange Server 2007, but the
functions and procedures are similar on MS Exchange Server 2010.

. Accessaries
. Administrative Tools
. Extras and Upgrades

. Mainkenance

. Startup ¥ | i3 Exchange Management Shell
. Windows PowerShel 1.0 »
& Internet Explorer
€ Internet Explorer (54-bit)
Windows Calendar
[2=] Windows Contacts
& windows Defender
8 Windaws Live Messenger Dowrload
ml Windows Mail
@ Windows Media Flayer

rﬂ IPEEEES windows Phoko Gallery

@ Defaulk Programs

,"" I Windows Update
|

=
.\;L [Documents 3

g9 Settings »

Seatch 3

O

Help and Suppart

Run...

=

I Log Off Adrinistrator. .,

E Shuk Do, .

|f*5tart = H 8B R G

Windows Server 2008 Enterprise

e Inthe left tree pane expand Server Configuration and select Hub Transport container. In
upper middle pane, select your hub transport server, and in left pane, select New Receive
Connector :
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B8 Exchange Management Console

[_ O]
Fle  Acion Wew Help
e=sml
£3 Micrasoft Exchange % Hub Transport S| | Actions
1 s34 Organization Configuration - .
&, Mailbiox I Create Filter Hub Transport
o Client A = ExportList...
5 Hinmc;s:’t Hame = [ Role [ version = B
2t )
[} = ) 3 N Wi »
m Unified Messaging éﬂ EX02 Hub Transport, Client Acc “ersion 8.1 (Build 240.5) et
E 3 Server Configuration |6 Refresh
Gy Mailbos
=)
S Client Access Help
5 Hub Transport .
s Unified Messaging
2, Recipient Configuration X024
8 Toolbox i Manage Maibox Server Rale
2 Manage Client Access Server Role
4] | i

- ! WewBece Connector...
I EX02 — 3

Properties.

Receive Connsctors |

[ [ status [ Help
EQ Client EX02 Enabled
P Default EX02 Enabled

Creates a new Receive conneckor,

In Introduction window of wizard specify name for new connector (exp. From ONE Mail) and
click on Next to proceed:

.
New Receive Connector

D introduction Introduction %
o This wizard helps you create 8 new Recsive connestor on the selecied server.
lew Connector
[ Completion Name
[From ONE Mail

Select the intended use for this Receive connector:

[Custom =

Descrption: Select this option to create a customized connector, which will be used to
connect with systems that are naot Exchangs servers.

Help ceee [ mees | cencel

e Inthe Local Network settings window under Specify the FQDN this connector will
provide in response to HELO or EHLO: field, specify the name which is listed in subject line
of eHealth Ontario’s certificate issued to your organization and click on Next to proceed.
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HNew SMTP Recaive Connector

1 Irivoctuction Local Netwedk setlings
Lexcal Nistoink
O s F
Flemate Nt r
enng: [ Lol 1P ekbmsifs]

1Al avsdsbie 1Pyl addinsses] 26

Hew Cirprelin

[m—
ipecity s FOUN s connectos vl providn 1 esponse i HELD o EHLD
[EHTP CorbiER
€ karnphe s cortan comi
Heb etk [ wets | conen |

For example you can run Get-ExchangeCertificate —ThumbPrint
eHo_Certificate_ ThumbPrint | fl command, and in subject line find CN component of the
certificate:

[PS] C:sWindows System32>get—exchangecertificate —thumbprint 76CBAFSEDDE1F13148EC
CCD511B66E4A3D349F541 | list

AccessRules {System.Security.AccessControl.CryptoKeyAccessRule,. System
.Security.fccessControl.CryptoKeyAccessRule, System.Securi
ty.AccessControl.CryptoKeyficcessRule

CertificateDomains {SMIP.CanM >

HasPrivateKey True B

IsSelfSigned False

Issuer CH=S8mart Systems for Health Agency Root Certificate Author

igg. 0¥=PKI, Ol=Security,. OU=58H Services. DC=subscribers.
=ssh

2/4,2011 3: 85 PH

2/4,2088 2: B85 PHM

1924

Registry

3FB34757

MotAfter
NotBefore
PublicKeySize
RootCAType
SerialNumber
Services
|IStatus
[Subject

CN=8MIP.CanM. .| OU=Applications, OU=CanM . OU=Subscribers
DC=subscribers, DC=ssh
5 gEDDY

¢ In Remote Network settings window, you need to add IP address of eHealth Ontario’s TLS-
OUT servers here by selecting down arrow button next to +Add and chose IP Address... option.

New SMTP Receive Connector

i

1 Introduction Remote Network settings
py Local Network Fieceive mai from servers that have thess remots IP addissses:
= seftings =
5 Add A Edt.. X
Femote Network
seffings |
New Connector 1P and Masiip address. .,
Completion 1P Range..,

Help cpack [[Wew> | cancal
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e InAdd IP Address(es) of Remote Servers pop-up window insert IP Address of eHealth
Ontario’s TLS-OUT servers and click on OK to exit this screen. There are 4 IPs to be added:
0 76.75.133.96
76.75.164.96
76.75.149.54
76.75.177.138

Hadd IP Addresses of Remote Servers

Addrezs or address range
|76.75.133.96
Example: 192, 168.180.0/26 or 20071:DB & 0:C000:: /54

Ok I Cancel I

(e} elNe]

e Remove full range of all IP v.4 addresses (0.0.0.0 — 255.255.255.255) and click on Next in
Remote network window to proceed:

.

New Heceive Connector
=
B Lo emote Network setlings
etk R 2 Tt ko iy P sdduiset
prese s ehadt, - TER., K
[y Fiemate Ntk IP addbensier]
gt TN
I How s P AT T
- TETE 16
Comphetion LTSN
Hee | cBock|[hets | conce

e Review configuration settings in Configuration Summary window and click on New button to
create connector and click on Finish in Completion window to exit:

MNeew Recoave Connesctor
A,
i Hew Connecion
e Tho v e ek N
y Lol Mtk
. Conliguaaton Summary:
Flemole Nebwmek
ok 22 Fromn ONE sl %
Hame: From ONE Mad
) Miws Connecine Tyoer Cusom
+ Complstion
B 145
TETEATIN
To copy the contents of this page. e CTRLC
Hep + Dack Hew I Cancal |
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e  Double click on newly created connector From eHealth Ontario to get properties and switch to
Authentication tab and only select the following options:

o0 Transport Layer Security (TLS)
0 Basic Authentication

0 Integrated Windows authentication

From SSHA Properties

| Ganela\l Metwork Authentication | Permission Emupsl

Specify which security mechanisms are available for incaming connections
¥ Transport Layer Security (TLS)
I~ Enable Domain Security (Mutual duth TLS)

IV Basic Authentication

[~ Offer Basic authentication only after starting TLS

™ Exchange Server authentication
¥ Integrated \windows authentication

[~ Extemally Secured (for example, with IPsec).

Ok I Cancel | Apply | Help I

e  Switch to the Permission Groups tab and select all available permission groups except
Partners and click on Apply to save changes and exit Exchange Management Console.

From SSHA Properties

General | Metwork | Authentication  Permission Groups |

Specity who iz allowed to connect ta thiz Receive connectar,

v Anonymous users

v Exchange users

¥ Exchange servers

¥ Legacy Exchange Servers
[~ Partners

QK I Cancel | Lpply I Help |

e Run Services.msc tool and restart Microsoft Exchange Transport service to immediately
apply all changes.
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10.0 Setup Send Connector

To create and configure a Send Connector for the ONE Mail Partnered environment on your Exchange Server 2010
use Exchange Management Console, as explained below:

Note: Do not create this connector until “deployment date”.

Note: If you already have Send Connector configured on your server, please change priority of this
connector to 20, by taking Properties of that Send Connector, switch to Address Space tab, edit
exiting address space and change Cost value from 1 to 20. After that proceed with creation of the
new Send Connector to connect to eHealth Ontario’s ONE Mail Partnered program.

e Login to your Microsoft Exchange 2010 host server.

e Click Start > Programs > Microsoft Exchange Server 2010 > Exchange Management
Console.
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. Accessories

. Administrative Tools

. Extras and Upgrades

* ¥ v v

. Maintenance

Eil E nge Manage! Z

. Starkup 3 E Exchange Management Shell
. Windows PowerShell 1.0 3
"_',é Internet Explorer
"_',é Internet Explorer (64-bit)
Windaws Calendar
[ "Windows Contacks
4 windows Defender
&% windows Live Messenger Download
|l Windows Mail
@ Windows Media Player
‘Windows Photo Gallery

Default Programs

11 windows Update
-

p Search
@ Help and Suppart

3 35\.'- Run...

'I Log QFF Administrator, ..

@ Shut Dowr..,

| “Start ., W € B 3

Windaws Server 2008 Enterprise

oy

NOTE: Screenshots are taken for this section is taken on MS Exchange Server 2007, but the
functions and procedures are similar on MS Exchange Server 2010.

e In Exchange Management Console, in the left tree pane browse to Organization Ton
Configuration to Hub Transport container. Then select the Send Connector tab. If you have
Send Connector configured to route your out-bound e-mail directly to Internet or to your previous
ISP you need to delete that connector.
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EExchange Management Console

File Action Wiew Help
&=

£3 Microsoft Exchange & Hub Transport
=] |sss) Organization Configuration

45 Mailbax Remote Domains | Accepted Domains I E-mail Address Policies | Transpatt Rules I Journaling  end COI’“" ors IEdga

.5.93 Client Access I Marme = | Status

|+ Hub Transpart

|s]= Unified Messaging
=] ﬂ Server Configuration

iy Mailbox

2 Client Access

P Hub Transpart

_:jj Unified Messaging
?_, Recipient Configuration

= Toolbox

e Tocreate new Send Connector, in the right action pane select New Send Connector.

Actions

Hub Transport
;"_1 Mew Remate Domain, .,

&4 Mew Accepted Domain, .,

| Mew E-mail Address Policy...
i Mew Transport Rule, .

Mew Journal Rule. .

Mew Send Connector,..

Mew EdgerSubscription, .

G av O W [P U

Export List,..
View

|G Refresh

Help

S5HA Smart Host
(@ Disable

75 Remove
Properties
Help

e Onthe New SMTP Send Connector introduction screen select the name of the new connector
and insert in the Name field (ex. To ONE Mail Smart Host). From the Select the intended use
for this Send connector drop down menu select Custom and press Next.
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N -

B introduction

[ Address space
[ Network settings
[J Source Server
[ New Connector
[ Completion

Help |

New Send Connector

| [To ONE Mail Smart Hos]

Introduction

This wizard helps you create a new Send connector. After you create the Send connector,
right-click it in the work pane and then click Properties to configure other properties that
arent shown in this wizard.

Name:

Select the intended use for this Send connector:
ICustom j

Deescription: Select this option to create a customized connector, which will be used to
connect with systems that are not Exchange servers

cback [ Mem> Cancel

e Inthe Address space screen click the Add button

—a—

B Introduction

[ Address space

 Metwark settings
1 Source Server

I New Connector

1 Completion

Help |

New SMTP Send Connector

Address space
Specify the address space(z] to which this connector will raute mail

5 Add

Domain | Tope |

¢ Back I Hext> I Cancel |

e Inthe Add Address Space window type “*” in the Domain box and press OK.

Add Address Space

Domair:

Cancel
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¢ Inthe Address space screen you will see the new address space, press Next to proceed:

.
| New SMTP Send Connector

—l
1 Introduction Addiess space
1 Address space Specify the addiess spacefs] to which his connector wil iouts mail
J Network settings faadd | X
- Source Server e [ Type |
- New Connector ‘ smip
- Complstion

b

Help cgock [[Cmets | | coneel |

e In Network settings screen select option Route mail through the following smart host:
and press the Add button.

.
[% New SMTP Send Connector

.

I Introduction Metwork settings

B #ddress space Selzct how to send mail with this conmector.

I Network setings " Use domain name system (DNS) "M records ta route mai automatically
- Source Server * "Houte mail thiouah ihe folloming smart hosis: ©

7 New Connectar daagd g

4 Completion ——

[~ Use the Extenal DNS Lookup seftings on the transport server

Help Bak [[ Net> | concel |

e Inthe Add smart host pop up window select Fully qualified domain name (FQDN): and
insert eHealth Ontario’s TLS-IN FQDN smtp.tls.one-mail.on.ca and press OK.

Add smart host

P addiess:

Joooo
E=ample: 1921681010

% Fully qualified domain name [FADN]

Ismtp Hs.one-mail on.cd

Example: ipgateway].contazo.com

Cancel |
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e Back in the Network settings screen, you will now see new smart host and press Next to
proceed.

a
New SMTP Send Connector

==
1 Intraduction Network settings
1 Address space Select how to send mail with this connector
[ Network settings " Use domain name system [DMS) "Mx" records to route mail automatically
Source Server £ Raute mail thraugh the following smart hosts:
2 New Connector dhndd.. /et K

| Completion e =

™ Use the External DNS Lookup settings on the transport server

Help gk [ mes | camel |

¢ Inthe Authentication Settings screen select only Basic Authentication option and insert
user name and password provided by eHealth Ontario, then press Next to proceed.

New Send Connector

New Send Connector

1

—

1 Introduction Configure smart host authentication settings
11 Address space " Hone
' Basic Authentication

I Network settings
™ Basic Authentication aver TLS

Configurs smart
[ host authentication Uset name.
ssltings [SMTP.CAN G @eho.ca
 Source Server _—
2 New Connector [eereneenes|
 Completion Mote: all smat hiosts mus! aceept the: same uset name and password,

© Exchange Server Authentication

" Esternaly Secured [for example. with |Psec].

Help. < Back | Next » I Cancel

e Inthe Source Server screen select only your Hub Transport server and press Next to
proceed.
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New SMTP Send Connector

i

—l
1 Introduction Source Server
1 Address space Associate this connector with the following Hub T ransport servers. Altematively, pou can
B Netwoik satings add Edge Subseriptions to this st
o radd... | X
1 host authenticatio Name [Sie [Fok
EX DefaultFirst Site-Name Mailbos, Client Access, He

[ Source Server
1 Mew Connector

1 Complation

Help < Back I Hext > I Cancel |

e Inthe Configuration Summary screen review selected options and press New to proceed.

[New Send Connector

New Send Connector

1

—_—

1 Introduction N Coeoctol
The wizard will use the configuration below, Click New ta continue.
I Addiess space

Configuration Summany:

1 Metwork seftings
Bt FACKSIE] -
3 host authentication Mame: To OME Mail
settings Usage: Custom

1 Source Server Address spaces

Sart hosts:

(=]t it smtp. s one il on.ca
Smart host authentication: Basic authentication
®| Can e User name: SHTP. LA @sho.ca
Sowee Servers
THTHCHPEAMVSDT

Tocopy the contents of this page, press CTRLC.

Help <Back |[ New Cancel

e Inthe Completion screen press Finish to exit.

e Now open Exchange Management Shell from Start Menu.
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=

5. Manage Your 4 icrosoft Update

_ & Windows Catalog
Command Prq % windows Update

:/ Windows Expl Jj Accessories
7] Administrative Tools

oA Jj HP Management Agenkts
"@' Exchange Manz Jj HP System Taols

p— G Mic b Excl & ] 3 Exchange Management Console
‘i Nhotepad Jj Starbup
.lj ‘Windows PowerShel 1.0 3 @ Exchange Server Help

Symantec Endp =
Protection 7] Windaws Suppart Taals

i & Internet Explorer
%j Pairk & Internet Explorer (A4-hit)

L'ﬁl Outlook Express
/3 Exchangs Manz .
L/ Console . Pemote Assistance

) Citrix
Jj APC Device IP Configuration Wizard
.lj Symantec Backup Exec For Windows Servers

All Brograms

Jj Symantec Endpoint Protection

Log Off @ Shuk Down

i/ start | = | W untitled - Paint I 5 Machine: Exchange2007 ..

e  Then type command:
Get-SendConnector —Identity “Your_Send_Connector__Name” |fl

“Your_Send_Connector_Name” is the name which you specified during connection creation.

@Mac ne: ex01 | Scope: sshal.poc !Elﬂ

[PE]1 C:“\Documentz and Settings“Administrator>Get—SendConnector -Identity "To SSHN
A Smart Host" Ifl

AddressSpaces {asmtpa=;1}
AuthenticationCredential System.Management.Automation.PECredential

>

g@:18:80
DHNERout ingEnahled Falsze
DomainSecureEnabled False
Enahled True
ForceHELO False

gdn
HomeMIA Microsoft MTA
HomeMtaServerld E¥@1i

Identity To SSHA Smart Host

IsSmtpConnector True
LinkedReceiveConnector

HaxMessageSize 18HEB

Name To SSHA Smart Host
Fort 25
rotocolLloggingLevel

RequireTLS

SmartHostAuthMechanism BasicAuth
SmartHosts {[142.46.226.221>
SmartHostsString [142 .46 .226.221
Source IPAddress a.60.8.8

SourceRout ingGroup Exchange Routing Group <DUBGZHMFDB1QHBJR>
SourcelransportServers {ERB1}
UseExternalDNSServersEnabled False

Check following fields in output:
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e IgnoreSTARTTLS need to be False
e SmartHostAuthMechanism need to be only BasicAuth
e RequireTLS need to be True

Note: RequireTLS by default is False (as you can see on previous screenshot) and we
need to change that to True by running following command:

Set-SendConnector —Identity “Your_Send_Connector_Name ” —RequireTLS $True

Where “Your_Send_Connector_Name” is the name which you specified during connection

creation:

[PE]1 C:~\Documentz and Settingsz Administrator>Set—SendConnector —-Identity "To S8H
A Smart Host" —RequireTL$ 5True

[PS]1 C:~Documents and Settings“Administrator>_

Note: If any other two parameters are not setup as required use same command with
appropriate parameters to set them.
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11.0 Post Configuration Changes

Once full integration with ONE Mail Partnered program is implemented and
tested, and you are fully disconnected from your previous ISP service, you will need
to remove all old Send and Receive Connector configurations by following those
steps.

e Login to your Microsoft Exchange 2010 hub transport server.

e C(Click Start > Programs > Microsoft Exchange Server 2010 >
Exchange Management Console

. Accessories

. ddministrative Tools
. Extras and Upgrades
. Maintenance

@ E nge Manageme

. Startup 5 Exchange Management Shell
. Windows PowersShell 1.0 »
& Internet Explorer
fé Inkernet Explorer (64-hith
Windaws Calendar
[3=] windows Contacts

Default Programs &4 windows Defender

&5 windaws Live Messenger Downlaad
Windows Update

ml Windows Mail
@ Windows Media Plaver
Programs Windows Photo Gallery

Documents
Sethings

Search

Help and Support

. Run...

Log OFf adrministrator. .,

Shut Down, ..

|(‘5tart =l Eem B

e In the left tree pane expand Organization Configuration and select Hub
Transport container, in the middle pane switch to Send Connector tab,
select old Send connector which was used to connect 'to ISP mail server, and
in left Action pane select Remove:
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B Exchange Management Console B [=] E3
Fle Action View Hslp
e = |2
£3 Microsoft Exchange Hub Transport Actions
) |s22) Organization Configuration b
& Moo Remotz Domains | Accopied Domans | E-mal Address Polides Hub Transport
) Cliert Acress Transport Rules | Journaing  Send Connectors |Edqe Subscriptions | Giobal Settings | | 2§ New Remate Domain...
G i hame = [ status [ &7 Hew Accepted Damain...
lsji= Unified Messaging =]
B 3 server Configuration =] New E-mail Address Palicy. ..
3 Maibox 2 New Transport Ruls...
S Client Access =
Hub Transpart W new Journal Rule...
== Unified Messaging
2 ga 2 Wew Send Connector...
A, Recipient Configuration R
&8 Toolbox W New Edge Subscription...
= ExportList...
Visw
6] Refresh
Help
To ISP
Disable
|
Fropétties
Help
Remove

e Inthe left tree pane expand Server Configuration and select Hub Transport container, in
the lower middle pane select old Receive connector which was used to receive mail from ISP mail

server, and in left Action pane select Remove:

BB Exchange Management Consale

File  Action View Help

= 5m]

£3 Microsoft Exchange
2] o] Organization Configuration
£ Mailbox
|s® client Access
[ Hub Transpart
s Unified Messaging
B 3 server Configuration
2, Mailbox
=2 Client Access
Zim Unified Messaging
2, Retipient Configuration
58 Toolbox

Hub Transport
¥ Create Filter

Actions

Mame

[ Role

[ version

[Ba=Exoz

Hub Transport, Client Acc...  Yersion 8.1 (Buld 240.6)

EX02

Receive Connectors I

Name_~ [ status |
i;; Client EX02 Enabled

Hub Transport

5b ExportList...
Visw

@] Refresh

Help

EX02

33 Manage Malbax Server Role

. Manage Client Access Server Role
31 New Receive Connector...
Properties

Default EX02

(@ Disable

Properties
Help

Remove
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12.0 Appendix A - Known Issues

1. Incase that you find that newly installed certificate is not associated with encryption keys, you will experience
this error:

“The certificate with thumbprint <certificate thumbprint> was found but is not valid for use with Exchange
Server (reason: PrivateKeyMissing).”

r_z Machine: webserver.guelph.fht [_[O] =]

[PS]1 C:Windows“system32>Import-ExchangeCertificate —FileData ([Byte[115{(Get—Content -Path C:“Certificates“eHealthCert.c
er —Encoding bhyte —ReadCount @3>

Thumbprint Services Subject

[FE]1 C:“Windowsssystem32>Enable—ExchangeCertificate —Thumbprint F1586C439DECFFEDB62DA?I6C54CA1994C7HAFEC —Seruices SMIP

[FE] C:Windowsssystemi2>Enable—ExchangeCertif icate —Thumbprint F1586C439DECFFEDBG2DA?IACS54CA1?94C7AAFEC —Services SMIP

[PS] C:UWindows\system32>

In that case you should run following command:
certutil —repairstore my <serial number of certificate>

Where <serial number of certificate> can be find by running Get-ExchangeCertificate
<eHo_Certificate_ ThumbPrint> |Format-List
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