
Organization’s Name:                                                                        				 Go-Live Date:
Date Checklist Completed:
Audience: Clinical End Users viewing personal health information. For roles, refer to ConnectingOntario – Guidance to Support Identifying End Users.
Training Delivering Timing: Prior to clinical validation; prior to user accessing the system & annually thereafter.
		Task
	Comments

	Review of Training Materials
	 

	
	Identify responsible contact for delivering training 
	

	
	Obtain training materials appropriate for your organization from the eHealth Ontario Website 
	

	
	Review training materials selected for your organization
	

	
	Determine which delivery method to utilize for your organization
· Details listed in Table 2: Training Delivery Options
	

	
	Determine Implementation method and customize materials (if applicable)
· Details listed in Table 3: Training Customization Details
	

	
	Test/review training materials
	

	Preparation for Training
	 

	
	Schedule training dates at the organization
	

	
	Develop instructions for users
	

	
	Develop/deliver communication plan for training
	

	
	Make training documents available to the users in the method that is used at your organization (i.e. posted on the intranet, printed copies)
	

	Training
	 

	
	Prepare attendance sheets (if required)
	

	
	Assemble training materials/equipment (if required)
	 

	
	Train Clinical End-Users
	

	Post Training 
	 

	
	Track completion of training and maintain log of training completion
	

	
	Provide a Training Stats Report to Service Delivery Partner (SDP)
	


Table 1: Training Delivery Checklist
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Training Delivery Options: Below are the options available to implement the training. Select the most appropriate option(s) for your organization. Please note that eHealth Ontario does not offer technical assistance for the e-Learning modules.  Some features (i.e. voiceover, certificate of completion) may not be available. Please consult the e-learning authouring software website for compatiability requirements.
	Delivery Method
	Toolkit Reference or
Location
	Features
	Text
	Images
	Voiceover
	Quiz
	Certificate 

	
	e-Learning Web Course
	· ehealthontario.on.ca
	· Transitions
· Mandatory pop-up

	
	
	
	
	

	
	PowerPoint/ PDF
	· Toolkit - 11.B. – English
· Toolkit - 11.C. – Glossary - English
· Toolkit - 11.D. – Question Bank - English
	· Minimum Size 16 font
	
	-
	-
	-
	-

	
	Articulate Storyboard 1 LMS 
	· Toolkit - 11.E. - English
	· Transitions
· Mandatory pop-up
· SCORM/ AICC-compliant*
	
	
	
	
	

	
	Articulate Storyboard 1 (editable)
	· Toolkit - 11.F. - English
	· Transitions
· Mandatory pop-up
· SCORM-compliant
	
	
	
	
	

	
	Adobe Captivate 6 LMS and editable
	· Toolkit - 11.G. - English 
	· Transitions
· Mandatory pop-up
· SCORM-compliant
Note: ClinicalConnect and DHDR and slide 34 is not reflected in this resource.
	
	
	
	
	


Table 2: Training Delivery Options
*Sharable Content Object Reference Model (SCORM) 1.2 and 2004 compliant and Aviation Industry CBT Committee (AICC) compliant (supports AICC 3.5+)

[bookmark: _Toc446437190]
Training Implementation: Select the most appropriate implementation option for your organization:
· Use the course provided by eHealth Ontario with no modifications (ideal for organizations without foundational privacy training).
OR
· Leverage the mandatory messages in the course provided by eHealth Ontario where existing messages are absent (ideal for organizations with existing privacy training). 
Your organization will identify the implementation option selected by your orgnaization during the annual Privacy and Security Operational Self-Attestation.
AODA Compliance: All e-learning courses materials will include voiceover. Text size will be at least 13 pt and illustrations will be limited to characters only. There will be a downloadable/printable PDF of the e-Learning Modules (where applicable) accessible via the e-Learning Module. In addition, there will be a larger-font (minimum size 16+ pt) PowerPoint of the course available.

Training Tracking: Maintain a log of training completion. Refer to the Privacy Toolkit – 4 Templates for Privacy Logs for required fields. 



Training Customization Details: Below identifies the changes that can be made to the training where your organization will be incorporating the mandatory messages in existing training. Slide numbers align to 11.B. Clinical End Users - Privacy and Security Training for Ontario’s Electronic Health Record – English.

· Slides noted as REQUIRED are the minimum information that must be communicated to Clinical End Users.
· Slides noted as FOUNDATIONAL must be provided to Clinical End Users or must be covered in equivalent training. 
· Slides noted as SUPPLEMENTARY are optional but enhance learning of the content.

	Slide
	Title
	Task
	Customization Options
	Voiceover Time* 
	Comments

	1
	Cover Page
	Optional
	· Update Site name
· Update Training Date
· Insert site logo (Optional) 
or 
· Remove slide
	0:07
	

	2
	Certificate of Completion Fields
	Optional
	· Remove slide
	0:12
	

	3
	Getting Started
	Optional
	· Remove slide
	0:31
	

	4
	Course Objective
	Optional
	· Remove slide
	0:25
	

	5
	What is Ontario’s Electronic Health Record?
	Required 
	· Remove systems that your organization does not currently participate
	1:06
	

	6
	Viewing in the EHR
	Required
	· n/a
	0:15
	

	7
	What is Personal Health Information?
	Foundational

	· Remove where covered in equivalent training
	1:19
	

	8
	Examples of Personal Health Information
	Supplementary
	· Remove slide
	0:22
	

	9
	Why do I need to complete this training?
	Required
	· Include reference to your organization’s applicable privacy and security policies
	1:32 
	

	10
	Potential consequences of non-compliance
	Required
	· Include your organization’s applicable consequences of non-compliance
	0:39
	

	11
	Personal Health Information Protection Act, 2004
	Foundational

	· Remove where covered in equivalent training
	1:17
	

	12
	Examples of  activities logged and audited
	Supplementary
	· Remove slide
	0:16
	

	13
	As a user of Ontario’s Electronic Health Record, what is expected of me?
	Required
	· Include Privacy Officer name and contact information
	0:56
	

	14
	Rules on Viewing Personal Health Information
	Required
	· Remove systems that your organization does not currently participate
	0:56
	

	15
	Viewing Personal Health Information
	Supplementary
	· Remove slide
	0:15
	

	16
	Examples of Privacy Breaches
	Supplementary
	· Remove slide
	0:31
	

	17
	Understanding Individual Consent
	Required
	· n/a
	0:30
	

	18
	Obtaining Consent
	Foundational
	· Remove where covered in equivalent training
	0:43
	

	19
	Examples of a Patient Brochure
	Supplementary
	· Remove slide
	0:12
	

	20
	Case Scenario
	Supplementary
	· Remove slide
	0:31
	

	21
	Consent Directives
	Required
	· Include Privacy Officer name and contact information
	0:25
	

	22
	Types of Consent Directives and Examples
	Foundational
	· Remove where covered in equivalent training
	0:10
	

	23
	Case Scenario
	Supplementary
	· Remove slide
	0:24
	

	24
	Overriding Consent Directives
	Required
	· n/a
	1:56
	

	25
	Overriding Consent Directives
	Required
	· Remove systems that your organization does not currently participate
	2:40
	

	26
	Consent Overrides Nuances
	Required
	· Remove systems that your organization does not currently participate
	1:12
	

	27
	Case Scenario
	Supplementary
	· Remove slide
	0:53
	

	28
	Understanding Access and Correction
	Required
	· Include Privacy Officer name and contact information
	1:35
	

	29
	Case Scenario
	Supplementary
	· Remove slide
	0:42
	

	30
	How to Respond to Questions and Complaints
	Required
	· Include Privacy Officer name and contact information
	0:21
	

	31
	Individual’s Rights for Inquiries and Complaints
	Foundational
	· Remove where covered in equivalent training
	0:21
	

	32
	Case Scenario
	Supplementary
	· Remove slide
	0:33
	

	33
	Understanding Privacy Breaches and Security Incidents
	Required
	· n/a
	1:20
	

	34
	Purpose for Viewing (Note: this slide is not included in the Captivate resource)
	Required
	· Remove slide
	0:45
	

	35
	Examples of a Privacy Breach or Security Incident
	Required (text in bold)
	· Remove text not in bold
	1:56
	

	36
	My Role in a Privacy Breach or a Security Incident
	Required
	· Include point of contact for an End User to report a privacy breach or security incident at your organization or practice.
	1:34
	

	37
	Obligations for a Privacy Breach or Security Incident
	Supplementary
	· Remove slide
	0:19
	

	38
	Privacy and Security Do’s and Don’ts (1/3)
	Required
	· n/a
	0:53
	

	39
	Privacy and Security Do’s and Don’ts (2/3)
	Required
	· n/a
	1:03
	

	40
	Privacy and Security Do’s and Don’ts (3/3)
	Required
	· n/a
	1:11
	

	41
	Password Requirements
	Required
	· n/a
	0:40
	

	42
	Ontario’s Electronic Health Record Privacy and Security Safeguards
	Required
	· n/a
	1:54
	


Table 3: Training Customization Details
[bookmark: _GoBack]*Total course voiceover time: 2202 seconds or 36.75 minutes; total required content voiceover time: 1599 seconds or 26.7 minutes



Instructions for creating external links within Captivate 6 elearning module: two hyperlinks have been provided for you to add as links within the elearning module.  These are to be added to slide 6 “Getting Started” and the Navigation Pop up window associated with slide 6:
1) AODA – PDF version of the elearning module: Toolkit Item- 10.B.
2) Glossary: Toolkit Item - 10.C.
[image: ]
PLEASE NOTE: Links to external hyperlinks will likely work when you preview the elearning module, but may not work when you publish and view the output files. The fix(es) are shown below.
To create a hyperlink using the existing Glossary and Accessible PDF buttons 
1. Select the Glossary button.
1. Ensure Button settings are set in the Properties panel as displayed below.
[image: C:\Users\DOREEN~1.WAN\AppData\Local\Temp\SNAGHTML35ac17.PNG]








1. In the Properties panel, Action section, type in the appropriate URL link as provided.
[image: C:\Users\DOREEN~1.WAN\AppData\Local\Temp\SNAGHTML57b9ce.PNG]

1. Repeat process for Accessible PDF button to insert AODA link.


If your links to external websites are not working, try one of these two options:
1) Perform the following steps to add the SWF file output file location as a trusted location in Flash security settings:
1. Click Settings.
1. Select Edit Locations.
1. Select Add Location.
1. Under Trust This Location, enter the location of the folder that contains your published project.
1. Click Confirm.


2) Save the hyperlink as a native (internal) document (e.g., PDF) and create a link to the document.
1. Create a hyperlink with the relative path:  “_docs/doc_1.pdf”
1. Create a folder "_docs" inside the published files folder.
1. Publish from Captivate, but DO NOT publish to zip. 
1. Go the published files location and add your documents to the _docs folder. Be sure to name them the same as you did in your link.
1. If you need to zip, finish copying the native files, then zip the root folder to keep everything together.

Note: Captivate will warn you that you need to put the files with your published content.

Version History
	Version Number
	Summary of Changes
	Release Date

	1.3
	Updated definition of DHDR (slide 5), Updated reference to ConnectingOntario Clinical Data Repository (slide 5, 14,22), Updated DI CS Consent Granularity (slide 22), CDR consent override functionality in Clinical Connect (slide 24 and 26), DHDR consent override functionality in ConnectingOntario (slide 25 and 26).
	July 2017

	1.2
	Inclusion of ClinicalConnect (throughout), Addition of Slide 34- Purpose for Viewing
	March 2017

	1.1
	Inclusion of DHDR (throughout)
	

	1.0
	Final approved version from CPC
	September 2016
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Getting Started

Before you Begin

“This course consists of 1 module with 17 slides and 5 quiz
questions and will take a minimum of 15 minutes to complete.

You must achieve 100% on the quiz. A completion certficate
will be available to print for your records.

« Provide a copy to the person responsible for tracking at
Your organization or practice.

Please review the instructions on how to navigate this
module.
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