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Summary of Privacy and Security Requirements for End Users Accessing Clinical Data Repository  (CDR) via the ClinicalConnect ClinicalViewer
As of <date>, the ClinicalConnect ClinicalViewer Visits and Transcriptions Module will contain acute and community data contributed from participating health care providers across Ontario This data is provided via the ConnectingOntario Clinical Data Repository and can date back to 2013.  

For an overview and a complete list of information available to health care providers click here: ConnectingOntario.

	Acceptable Use 
· Purpose for Viewing: the CDR may be viewed for the purpose of providing or assisting in the provision of health care or to prevent harm to the patient or another individual.
· Access for research, training or secondary use is not permitted.
· When you view (i.e., collect and/or use) PHI, what you do in the system is logged, monitored and reviewed on a regular basis to ensure that you are accessing patient information appropriately.
· Do not share your username and password with others.

	Privacy Breach or Security Incident
· Privacy breaches or security incidents can be actual or suspected, as well as intentional (e.g., sharing your login and password) or unintentional (e.g., leaving your login open and attended).
· If you suspect a breach or incident has occurred, contact <insert Privacy Officer contact information> immediately. 

	Consequences of non-compliance
If you do not follow these rules for viewing CDR  and other data in the EHR, you may:
· Require re-training on privacy and security requirements. 
· Lose access to one or more computer systems.
· Be reported to your professional college, resulting in a loss of professional standing and/or college sanctions.
· Be terminated or lose privileges at your organization or practice.
· Receive orders (sanctions) from the Information and Privacy Commissioner of Ontario.
· Be involved in Legal action or receive regulatory fines against your organization or practice or you personally (up to $100,000).

	Overriding Consent Directives 
A consent directive may not be overridden for CDR information accessible via the ClinicalConnect ClinicalViewer.
If a patient/SDM asks for more information on consent directives, refer them to contact <insert Privacy Officer contact information>.


Detailed privacy requirements and guidance for talking with patients are provided the CDR Health Care Provider Guide at: https://www.ehealthontario.on.ca/en/support/.

If you have questions about ConnectingOntario, CDR  or you wish to learn more about what safeguards are in place to protect PHI in the EHR system, please contact <insert Privacy Officer contact information>.
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