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Summary of Privacy and Security Requirements for End Users Accessing Digital Health Drug Repository data (DHDR) via the ConnectingOntario ClinicalViewer
As of July 1, 2017, the ConnectingOntario ClinicalViewer will contain a “Dispensed Medications” tab in the Medications Portlet to include personal health information from the provincial Digital Health Drug Repository (DHDR). This tab will contain patient records for publicly funded drugs  and pharmacy services as well as monitored drugs, which are held and being disclosed by the Ministry of Health and Long-Term Care (MOHLTC).  Note: MOHLTC communicates DHDR data to the general public as Publicly Funded Drugs and Pharmacy Services and Monitored Drugs. For a complete list of information available click here: Information Available to Health Care Providers through the Digital Health Drug Repository.

You must understand what your privacy and security requirements are when accessing drug data. Ensure you review the ConnectingOntario ClinicalViewer training to understand how consent is managed.
	Acceptable Use 
· Purpose for Viewing:
· DHDR data may only be viewed for the purpose of providing or assisting in the provision of health care. 
· ConnectingOntario Clinical Data may be viewed for the purpose of providing or assisting in the provision of health care or to prevent harm to the patient or another individual. 
· Access for research, training or secondary use is not permitted.
· When you view (i.e., collect and/or use) PHI, what you do in the system is logged, monitored and reviewed on a regular basis to ensure that you are accessing patient information appropriately.
· Do not share your username and password with others.

	Overriding Consent Directives 
Before you perform an override[footnoteRef:1] on any portlet in the ConnectingOntario ClinicalViewer: [1:  To perform an override for prevent harm to the patient or another individual, no action is required prior to overriding consent. This action may only be performed for ConnectingOntario Clinical Data.] 

1. Confirm if a block is placed on the Dispensed Medications tab. If a consent block is in place the standard yellow Consent Override button and red warning message appears. 
2. Inform patient or substitute decision maker (SDM):
· the reason for overriding consent
· the override will apply to any other information or portlet where a block has been applied
· they may refuse to permit the override
· Information will be displayed according to the chart below
	Data Source
	Duration and Users Who May Access

	[bookmark: _GoBack]ConnectingOntario Clinical Data Repository
	Up to 11:59pm on the day that the override was initiated to the user that requested the override.

	Ontario Laboratory Information System (OLIS), Diagnostic Imaging Common Service (DI CS) and DHDR
	Available for 4 hours to all users at the organization or practice where the override occurred.


3. Click Override Consent
4. Click consent form[footnoteRef:2]  to print the hard-copy consent form and obtain signature from the patient or SDM [2:  MOHLTC Temporary Unblocking Access to Your Drug and Pharmacy Service Information (5047-87)] 

5. Select  the Circumstance and fill out SDM information accordingly. Risk of Harm is not permitted and will not override the consent block for Dispensed Medications or Laboratory data.
6. Click Override Consent and View Patient Record
Note: An override in the ConnectingOntario ClinicalViewer will result in all portlets with a consent directive to be unmasked. Although the data in the Dispensed Medications tab may not be required to provide care, an override in another portlet will also release this data and you must complete the express consent form in addition to the Consent Override Dialogue box.
When consent directive override is performed in ConnectingOntario ClinicalViewer, the patient/SDM will receive notification from the MOHLTC whenever their consent directive in the DHDR is overridden.
· If a patient/SDM asks for more information on consent directives, refer them to contact <insert Privacy Officer contact information>.

	Privacy Breach or Security Incident
· Privacy breaches or security incidents can be actual or suspected, as well as intentional (e.g., sharing your login and password) or unintentional (e.g., leaving your login open and attended).
· If you suspect a breach or incident has occurred, contact <insert Privacy Officer contact information> immediately. 
	

	Consequences of non-compliance
If you do not follow these rules for viewing DHDR and other data in the EHR, you may:
· Require re-training on privacy and security requirements. 
· Lose access to one or more computer systems.
· Be reported to your professional college, resulting in a loss of professional standing and/or college sanctions.
· Be terminated or lose privileges at your organization or practice.
· Receive orders (sanctions) from the Information and Privacy Commissioner of Ontario.
· Be involved in Legal action or receive regulatory fines against your organization or practice or you personally (up to $100,000).
	


Detailed privacy requirements and guidance for talking with patients are provided the DHDR or Clinical Data Repository Health Care Provider Guides at:
https://www.ehealthontario.on.ca/en/support/.

If you have questions about ConnectingOntario, DHDR or you wish to learn more about what safeguards are in place to protect PHI in the EHR system, please contact <insert Privacy Officer contact information>.
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