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	Question
	Response

	1
	A co-worker is called away for a short errand and leaves the clinic’s computer logged in with his username. You need to view information using the same computer. What should you do?
· Log your co-worker off and log in under your own user name and password.
· To save time, continue working under your co-worker’s user name.
· Wait for your co-worker’s return to disconnect himself.
	Correct - You must use your own login and password. Remember to log out once you are done!


	2
	A nurse gets a call from her mother asking her to view her recent lab results completed by her family physician and bring a copy home. Would the nurse violate Ontario’s Electronic Health Record privacy rules in doing so?
A. No. Because she is a health professional and she had her mother’s permission to do so.
B. Yes. Acting on a request to go into someone else’s personal health information even if they are a relative is a privacy breach if you are not in their circle of care.
	Correct - A formal access request to personal health information must be submitted.


	3
	A clinician may view the personal health information in Ontario’s Electronic Health Record for research purposes provided he first obtains knowledgeable and written consent from the individual or their substitute decision maker.
A. True
B. False
	Correct- You may only view personal health information in Ontario’s Electronic Health Record for health care or eliminating or reducing the risk of bodily harm. 


	4
	You may share your Ontario’s Electronic Health Record login with your office assistant provided the assistant makes a pledge only view those individuals who are currently in the physician’s care.
A. True
B. False
	Correct- It is a security violation to share your login. The assistant needs to undergo the required training and be granted their own username and password.

	5
	Individuals are entitled to request and receive a report listing the names of those individuals who have viewed their personal health information in Ontario’s Electronic Health Record?
A. True
B. False
	Correct- An individual can request this report by making an access request to personal health information.


	6
	On Monday, you learn that an individual you had treated several days ago was re-admitted to your facility over the weekend. Although you are not currently providing care to the individual but had previously, are you within the individual’s ‘circle of care’?
A. Yes
B. No
	Correct- If this individual is no longer in your care, you are not part of that individual’s ‘circle of care’.

	7
	Personal health information that should be kept confidential may include an individual’s:
-	name
-	diagnosis
-	clinical progress
A. True
B. False
	Correct- Personal health information is any identifying information about an individual that relates to physical or mental health or provision of health care for the individual.


	8
	Which of the following is a violation of a security safeguard with respect to personal health information in Ontario’s Electronic Health Record?
A. Locking your device that has access to Ontario’s Electronic Health Record out of plain view in your car.
B. Logging out of the system or locking the keyboard when stepping away from the workstation.
C. Removing an individual’s name when sharing a screenshot of personal health information to social media.
	Correct- You must not share personal health information from Ontario’s Electronic Health Record with anyone except as authorized and required for your job. Screenshots are not allowed.

	9
	What should you do if  an individual wishes to view or obtain a copy of their personal health information that was solely created by another health care provider?
A. You should try to facilitate this request if it is easy for you to do.
B. You should refer this request to your Privacy Officer or eHealth Ontario as this personal health information was solely created or contributed by another health care provider.
	Correct- The Privacy Officer or eHealth Ontario is equipped with the tools to fulfil this request.


	10
	An individual is notified whenever a user overrides a consent directive in order to view personal health information that is blocked within Ontario’s Electronic Health Record.
A. True
B. False 
	Correct- The individual will be notified of the consent directive override, including the name of the user, time and date.

	11
	If you knowingly view an individual’s personal health information in Ontario’s Electronic Health Record and you are not providing the individual with health care, you may be subject to the following consequences: 
–	Loss of access to Ontario’s Electronic Health Record
–	Termination 
–	Regulatory fines to you personally
A. True
B. False 
	Correct- You may be subject to disciplinary actions as a result of inappropriate viewing of personal health information (which is a privacy breach).


	12
	Which of the following is a privacy right an individual does not have in Ontario’s Electronic Health Record?
A. Request a correction to their personal health information. 
B. Remove their information from Ontario’s Electronic Health Record.
C. Receive a report about who has viewed their personal health information.
D. Receive notification if their personal health information is breached or their consent directive is overridden.
	Correct- Information contributed to Ontario’s Electronic Health Record may not be removed. However, an individual may place a consent directive to block the information from being viewed.
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