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Glossary

	Term
	Definition

	Agents

	[bookmark: _GoBack]Defined in the Personal Health Information Protection Act, 2004, in relation to a health information custodian, means a person that, with the authorization of the custodian, acts for or on behalf of the custodian in respect of personal health information for the purposes of the custodian, and not the agent’s own purposes, whether or not the agent has the authority to bind the custodian, whether or not the agent is employed by the custodian and whether or not the agent is being remunerated.i.e. Physician, volunteer, staff member, independent contractors.

	Circle of Care

	· A term commonly used to describe the ability of certain health information custodians to assume an individual’s implied consent to collect, use or disclose personal health information for the purpose of providing health care, in circumstances defined in PHIPA. 
· This concept is relative to each episode of care (excludes health care providers not directly involved in the individual’s care at the time. 
· For more information, refer to Circle of Care, Sharing Personal Health Information for Health-Care Purposes.

	Consent Directive

	A directive made by the individual to withhold or withdraw, in whole or in part, his or her consent to the collection, use or disclosure of the individual’s PHI in the EHR for the purpose of providing or assisting in the provision of health care to the individual, and includes a directive to modify or withdraw a directive that has already been made.

The following demographic information cannot be made subject to a Consent Directive because it is required to
uniquely identify the individual in the Electronic Health Record  for the purpose of managing privacy procedures related to the individual
and to ensure the accuracy of the PHI in the EHR:
· First Name
· Last Name
· Gender
· Date of Birth
· Primary Address (street, postal code, city, province, country)
· Health Card Number (if available)
· HIC ID and MRN assigned by the HIC (if available)

· The following Consent Directives can be applied in the Ontario’s Electronic Health Record:
· ConnectingOntario:
· All personal health information.
· All personal health information from a particular organization/practice.
· All users at a particular organization/practice.
· A particular user.
· Diagnostic Imaging Common Services (DI CS)
· All personal health information.
· A particular record of personal health information.
· All users at a particular organization/practice.
· Ontario Laboratories Information System (OLIS)
· All personal health information
· Digital Drug Health Repository (DHDR)
· All personal health information

	Digital Drug Health Repository (DHDR)
	Provincial repository of dispensed drug history.


	Diagnostic Imaging Common Services (DI CS)
	Provincial repository of diagnostic imaging report information.


	Electronic Health Record (EHR)

	· Clinical repository and/or ancillary systems designed to store and make available specified electronic personal health information from the electronic health information systems of health information custodians to act as a single repository.
· Comprised of the ConnectingOntario, the Diagnostic Imaging Common Services Repository, the Ontario Laboratories Information System and the Digital Drug Health Repository.

	Electronic Service Provider (ESP)

	A person who provides goods or services for the purpose of enabling a HIC to use electronic means to collect, use, modify, disclose, retain or dispose of PHI, and includes a health information network provider.

	End User Agreement

	An agreement entered into between a HIC and the agents or Electronic Service Providers of a HIC and an agreement entered into between eHealth Ontario and the agents and Electronic Service Providers of eHealth Ontario in respect of Ontario’s Electronic Health Record.

	Health Care 

	Defined in the Personal Health Information Protection Act, 2004, means any observation, examination, assessment, care, service or procedure that is done for a health‑related purpose and that,
(a) is carried out or provided to diagnose, treat or maintain an individual’s physical or mental condition,
(b) is carried out or provided to prevent disease or injury or to promote health, or
(c) is carried out or provided as part of palliative care,
and includes,
(d) the compounding, dispensing or selling of a drug, a device, equipment or any other item to an individual, or for the use of an individual, pursuant to a prescription, and
(e) a community service that is described in subsection 2 (3) of the Home Care and Community Services Act, 1994 and provided by a service provider within the meaning of that Act;

	Health Information Custodian (HIC)

	Defined in the Personal Health Information Protection Act, 2004, means a person or organization described in one of the following paragraphs who has custody or control of personal health information as a result of or in connection with performing the person’s or organization’s powers or duties or the work. 
· Named/listed in the Personal Health Information Protection Act, 2004.
· i.e.: Public hospital, laboratory, pharmacies, home of special care, physician, etc. 

	Health Information Network Provider (HINP)

	Defined in Ontario Regulation 329/04, means a person who provides services to two or more health information custodians where the services are provided primarily to custodians to enable the custodians to use electronic means to disclose personal health information to one another, whether or not the person is an agent of any of the custodians.

	Local Registration Authority (LRA)
	· Individual at your organization that manages user accounts. 
· LRAs provide registration, enrollment and training services. 

	Ontario Laboratory Information System (OLIS) 
	Provincial repository of electronic individual laboratory information.

	Personal Health Information (PHI)

	· Defined in the Personal Health Information Protection Act, 2004  as identifying information about an individual in oral or recorded form, if the information:
· relates to the physical or mental health of the individual, including information that consists of the health history of the individual’s family,
· relates to the providing of health care to the individual, including the identification of a person as a provider of health care to the individual,
· is a plan of service within the meaning of the Home Care and Community Services Act, 1994 for the individual,
· relates to payments or eligibility for health care, or eligibility for coverage for health care, in respect of the individual,
· relates to the donation by the individual of any body part or bodily substance of the individual or is derived from the testing or examination of any such body part or bodily substance,
· is the individual’s health number, or
· identifies an individual’s substitute decision-maker. 

	Personal Health Information Protection Act, 2004 (PHIPA)

	· Privacy legislation that protects the privacy of individuals and the confidentiality of their personal health information.
· Personal Health Information Protection Act, 2004 

	Privacy Breach

	A privacy breach includes circumstances where:
· A provision of the Personal Health Information Protection Act, 2004 or its regulations has been contravened;
· The privacy provisions of the applicable agreements in respect of the electronic health record have been contravened;
· The privacy policies, procedures and practices implemented in respect of the electronic health record have been contravened;
· Personal health information in the electronic health record is lost or stolen or is accessed by an unauthorized person; or
· Records of Personal health information in the electronic health record are copied, modified or disposed of in an unauthorized manner.

	Security Incident

	· Any violation or imminent threat of violation of the electronic health record information security policy, standard, procedure or practice.
· Any information security event that may compromise operations or threaten the security of an information system or business process.

	View

	Viewing personal health information means that you have collected, used and/or disclosed the personal health information or viewed, handled or otherwise dealt with.
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