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Organization’s Name:                                                                        				 Go-Live Date:
Date Checklist Completed:
Audience: Technical and Operational Support with access to Ontario’s Electronic Health Record with the ability to access (directly or indirectly) personal health information. Roles include: Administrators (Portal, System), Testers (Quality Assurance, Performance, Clinical Validation/Health Informaticians), Site Help Desk/Service Desk.
Training Delivering Timing: Prior to first log in & annually thereafter (where the user still has access).
		Task
	Comments

	Review of Training Materials
	 

	
	Identify responsible contact for delivering training 
	

	
	Obtain training materials appropriate for your organization from the eHealth Ontario Website 
	

	
	Review training materials selected for your organization
	

	
	Determine which delivery method to utilize for your organization
· Details listed in Table 2: Training Delivery Options
	

	
	Determine Implementation method and customize materials (if applicable)
· Details listed in Table 3: Training Customization Details
	

	
	Test/review training materials
	

	Preparation for Training
	 

	
	Schedule training dates at the organization
	

	
	Develop instructions for users
	

	
	Develop/deliver communication plan for training
	

	
	Make training documents available to the users in the method that is used at your organization (i.e. posted on the intranet, printed copies)
	

	Training
	 

	
	Prepare attendance sheets (if required)
	

	
	Assemble training materials/equipment (if required)
	 

	
	Train Clinical End-Users
	

	Post Training 
	 

	
	Track completion of training and maintain log of training completion
	

	
	Provide a Training Stats Report to Service Delivery Partner (SDP)
	


Table 1: Training Delivery Checklist
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Training Delivery Options: Below are the options available to implement the training. Select the most appropriate option(s) for your organization. Please note that eHealth Ontario does not offer technical assistance for the e-Learning modules.  Some features (i.e. voiceover, certificate of completion) may not be available. Please consult the e-learning authouring software website for compatiability requirements.
	Delivery Method
	Toolkit Reference or
Location
	Features
	Text
	Images
	Voiceover
	Quiz
	Certificate 

	
	e-Learning Web Course
	· ehealthontario.on.ca
	· Transitions
· Mandatory pop-up

	
	
	
	
	

	
	PowerPoint/ PDF
	· Toolkit - 12.B. – English
· Toolkit - 12.C. – Glossary - English
· Toolkit - 12.D. – Question Bank - English
	· Minimum Size 16 font
	
	-
	-
	-
	-

	
	Articulate Storyboard 1 LMS 
	· Toolkit - 12.E. - English
	· Transitions
· Mandatory pop-up
· SCORM/ AICC-compliant*
	
	
	
	
	

	
	Articulate Storyboard 1 (editable)
	· Toolkit - 12.F. - English
	· Transitions
· Mandatory pop-up
· SCORM-compliant
	
	
	
	
	


Table 2: Training Delivery Options
*Sharable Content Object Reference Model (SCORM) 1.2 compliant and Aviation Industry CBT Committee (AICC) compliant (supports AICC 3.5+)

[bookmark: _Toc446437190]Training Implementation: Select the most appropriate implementation option for your organization:
· Use the course provided by eHealth Ontario with no modifications (ideal for organizations without foundational privacy training).
OR
· Leverage the mandatory messages in the course provided by eHealth Ontario where existing messages are absent (ideal for organizations with existing privacy training). 
Your organization will identify the implementation option selected by your orgnaization during the annual Privacy and Security Operational Self-Attestation.
AODA Compliance: All e-learning courses materials will include voiceover. Text size will be at least 13 pt and illustrations will be limited to characters only. There will be a downloadable/printable PDF of the e-Learning Modules (where applicable) accessible via the e-Learning Module. In addition, there will be a larger-font (minimum size 16+ pt) PowerPoint of the course available.

Training Tracking: Maintain a log of training completion. Refer to the Privacy Toolkit – 4 Templates for Privacy Logs for required fields. 



Training Customization Details: Below identifies the changes that can be made to the training where your organization will be incorporating the mandatory messages in existing training. Slide numbers align to 12.B. Technical and Operational Support - Privacy and Security Training for Ontario’s Electronic Health Record – English.

· Slides noted as REQUIRED are the minimum information that must be communicated to Clinical End Users.
· Slides noted as FOUNDATIONAL must be provided to Clinical End Users or must be covered in equivalent training. 
· Slides noted as SUPPLEMENTARY are optional but enhance learning of the content.

	Slide
	Title
	Task
	Customization Options
	Voiceover Time* 
	Comments

	1
	Cover Page
	Optional
	· Update Site name
· Update Training Date
· Insert site logo (Optional) 
or 
· Remove slide
	0:09
	

	2
	Certificate of Completion Fields
	Optional
	· Remove slide
	0:23
	

	3
	Getting Started
	Optional
	· Remove slide
	0:28
	

	4
	Course Objective
	Optional
	· Remove slide
	0:23
	

	5
	What is Ontario’s Electronic Health Record?
	Required 
	· Remove systems that your organization does not currently participate
	0:35
	

	6
	Viewing in the EHR
	Required
	· n/a
	0:14
	

	7
	What is Personal Health Information?
	Foundational

	· Remove where covered in equivalent training
	1:18
	

	8
	Examples of Personal Health Information
	Supplementary
	· Remove slide
	0:22
	

	9
	Why do I need to complete this training?
	Required
	· Include reference to your organization’s applicable privacy and security policies
	1:38
	

	10
	Potential consequences of non-compliance
	Required
	· Include your organization’s applicable consequences of non-compliance
	0:38
	

	11
	Personal Health Information Protection Act, 2004
	Foundational

	· Remove where covered in equivalent training
· Identify organization’s PHIPA role
	2:06
	

	12
	Examples of  activities logged and audited
	Supplementary
	· Remove slide
	0:16
	

	13
	Why Do I Have Access to Personal Health Information?
	Required
	· Include user’s exact role and purpose of access
	0:32
	

	14
	As a user of Ontario’s Electronic 
Health Record, what is expected of  me?
	Required
	· Select the roles that apply to your organization and their purpose of access
	1:00
	

	15
	Administrator
	Required- if applicable
	· Identify the purpose of access and activities carried out by user
	0:20
	

	16
	Administrator
	Required- if applicable
	· Include your organization’s practices
	0:59
	

	17
	Administrator
	Required- if applicable
	· Include your organization’s practices
	0:32
	

	18
	Tester
	Required- if applicable
	· Identify the purpose of access and activities carried out by user
	0:38
	

	19
	Tester
	Required- if applicable
	· Include your organization’s practices
	0:14
	

	20
	Tester
	Required- if applicable
	· Include your organization’s practices
	0:57
	

	21
	Tester
	Required- if applicable
	· Include your organization’s practices
	2:13
	

	22
	Tester
	Required- if applicable
	· Include your organization’s practices
	0:57
	

	23
	Clinical Validator
	Required- if applicable
	· Identify the purpose of access and activities carried out by user
	0:16
	

	24
	Clinical Validator
	Required- if applicable
	· Include your organization’s practices
	1:18
	

	25
	Clinical Validator
	Supplementary
	· Include your organization’s practices
	1:51
	

	26
	Site Help Desk
	Required- if applicable
	· Identify the purpose of access and activities carried out by user
	0:22
	

	27
	Site Help Desk
	Required- if applicable
	· Include your organization’s practices
	0:35
	

	28
	Site Help Desk
	Required- if applicable
	· Include your organization’s practices
	0:57
	

	29
	Site Help Desk
	Supplementary
	· Include your organization’s practices
	0:54
	

	30
	Site Help Desk
	Required
	· Include your organization’s practices
	0:46
	

	31
	Site Help Desk
	Supplementary
	· Include examples of privacy and security inquiries, complaints or requests received by Site Help Desk
	0:44
	

	32
	How to Respond to Questions and Complaints
	Required
	· Include Privacy Officer name and contact information
	1:15
	

	33-62
	eHealth Ontario Personnal and Service Providers
	

	63
	Understanding Privacy Breaches and Security Incidents
	Required
	· n/a
	1:12
	

	64
	Purpose for Viewing
	Supplementary
	· Remove slide
	0:22
	

	65
	Examples of a Privacy Breach or Security Incident
	Required (text in bold)
	· Remove text not in bold
	1:55
	

	66
	My Role in a Privacy Breach or a Security Incident
	Required
	· Include point of contact for an End User to report a privacy breach or security incident at your organization or practice.
	1:33
	

	67
	Obligations for a Privacy Breach or Security Incident
	Supplementary
	· Remove slide
	0:19
	

	68
	Privacy and Security Do’s and Don’ts (1/3)
	Required
	· n/a
	1:27
	

	69
	Privacy and Security Do’s and Don’ts (2/3)
	Required
	· n/a
	1:26
	

	70
	Privacy and Security Do’s and Don’ts (3/3)
	Required
	· n/a
	1:03
	

	71
	Password Requirements
	Required
	· n/a
	0:59
	

	72
	Ontario’s Electronic Health Record Privacy and Security Safeguards
	Required
	· n/a
	1:54
	


Table 3: Training Customization Details
*Total course voiceover time: 2267 seconds or 37.8 minutes; total required content voic7eover time (estimated the role with the most content): 1652 seconds or 27.5 minutes

image1.png
eHealth Ontario




image2.jpeg
Dy-
> .
>~ Ontario

eHealth Ontario




image3.png
F; ~Ontario




