
For Ontario’s Electronic Health Record 

 

PRIVACY OFFICER AND 

SECURITY OFFICER TRAINING 

September 2017 



2 

Training Outline 



1. OVERVIEW 
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1. What is Ontario’s Electronic Health Record? 
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1. How is Privacy and Security Governed in the EHR? 
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1. What Are the Privacy and Security Requirements for 

the EHR? 
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Client Support: 

• Electronic Health Record Policies 

• Health Care Provider Guide 

• eHealth Ontario Electronic Health Record (EHR) Contributor Agreement 

• eHealth Ontario EHR Contributor Agreement Amendment Schedule B 



 

 

 

1. What Are the Privacy and Security Prerequisites 

for Getting Connected? 
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Client Support: 

• Electronic Health Record Policies 

• Health Care Provider Guide 

• Security Quick Start Guide: Securely Connecting to EHR 

• Summary of  Security Obligations 

• EHR Privacy Toolkit 



2. WHAT’S INVOLVED IN THE 

SECURITY ASSESSMENT? 



2. Security Implementation and Adoption Process Flow 

Step 3 

Step 4 

Identify Security Contacts/Resources:  

 Sites should work with their eHealth Ontario Implementation and Adoption Leads 

to identify their Site Security Contacts 

 eHealth Ontario Implementation and Adoption Leads will communicate the Site 

Security Contact(s) to the ConnectingOntario Security (COS) Team 

Attend EHR Security Site Assessment Webinar:  

 Security Contacts attend and participate in the security webinar (we are here) 

Step 1 

Step 2 

 

Download EHR Security Policy/Standards and Security Site Assessment Tool: 

 Security Officers or Project Manager (PM) download EHR Security Policy and 

Standards, and Security Assessment Tool. 

  Complete and Submit the EHR Security Site Assessment: 

 Select appropriate role(s) applicable by your site and complete assessment 

 If required, attend drop-in calls to answer any questions related to the Security 

Policy and Standards 

 Securely communicate the completed security site assessment tool to the COS 

Team at connecting.security@ehealthontario.on.ca. See Appendices on How To 

Encrypt a Microsoft Excel 2010 Document and Creating and Communicating a Strong 

Password 

http://www.ehealthontario.on.ca/en/support-topics/securely-connecting-to-ehr/getting-connected
http://www.ehealthontario.on.ca/en/support-topics/securely-connecting-to-ehr/getting-connected
http://www.ehealthontario.on.ca/images/uploads/support/EHR_Security_Assessment_for_Federated_or_Data_Contribution_Organizations_EN.xlsm
mailto:connecting.security@ehealthontario.on.ca
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2. Security Implementation and Adoption Process Flow (cont.) 

Step 7 

Review and Evaluate Completed Self-Security Assessment (SSA):  

 COS Team reviews, evaluates completed security site assessment, and communicates 

feedback to Site Security Contact 

Remediation & Exemption (if any):  

 Once SSA is finalized, COS Team pre-populates the Exemption Template and 

sends exemption draft(s) to the Site to complete and return.  

 COS Team is available to assist in Remediation Planning and completing the 

exemption, upon request 

 COS Team scores and validates exemptions requested 

Step 5 

Step 6 

Exemption Process: 

 Exemptions are presented to the eHealth Ontario Strategy Committee by a 

member of the COS Team 

 Sites will be informed of the exemption approval status 

 Exemptions will be tracked ongoing by the COS team and will follow up with sites 

as items come due 
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Step 8 Security Site Assessment Status:  

 The COS Team updates Site Coordinators with a general status  







—

—

—
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2. EHR Security Policy/Standards Assessment Overview 
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2. Completing the Security Site Assessment Tool 

Step 3 

Step 4 

Enable Macro on the tool (if not enabled by default): 

 Enable Macro after downloading the Security Assessment Tool (See slide: How To 

Enable Macro In The Assessment Tool) 

Complete Site Profile tab: 

 Follow instructions to complete requested information 

 Review the role definitions for Data Contributor, Identity Provider, Viewer  

Step 1 

Step 2 

Complete Control Analysis tab:  

 Read through instructions on how to complete the "Control Analysis" tab 

 Select the relevant roles your organization is undertaking as part of the solution 

and filter the results. (See slide: EHR Security Policy/Standards Assessment 

Overview) 

Submit Complete Assessment:  

 When complete, password protect the document using a strong password and 

submit it to eHealth Ontario’s Connecting Ontario Security Team. (See Slides: How 

To Encrypt a Microsoft Excel 2010 Document and Creating and Communicating 

a Strong Password) 

 Phone the Connecting Ontario Security contact with the password to decrypt 
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2. How To Enable Macro In The Assessment Tool 
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2. High Level Steps to Complete the Assessment Tool 

http://www.ehealthontario.on.ca/images/uploads/support/EHR_Security_Assessment_for_Federated_or_Data_Contribution_Organizations_EN.xlsm
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2. How To Encrypt a Microsoft Excel 2010 

Document 
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2. How Will My Security Assessment Be Protected? 











3. PRIVACY OFFICER AND 

SECURITY OFFICER 

OBLIGATIONS 



3. What does a Privacy Officer and Security Officer 

Do When Participating in the EHR? 
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3. What Is Assurance And What Am I Required To Do? 
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o
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3. How Do I Report Compliance? 
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3. How Do I Report Compliance? 

21 



•

•

3. What Do I Need to Tell My Staff and Vendors?  
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•
•
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3. How Do I Deliver and Track Training?  
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3.What Auditing and Monitoring Activities Am I 

Required to Perform? 
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-

-
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Privacy Breach Class Action Certified 
against Canadian Health Provider 
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3. Incident and Breaches in the News 

Hospital targeted 
by cyberattack 

Hospital website may 
have infected visitors 
with ransomware, 
security firm says 

Privacy 
Commissioner 
probing missing 
health records 

U.S. hospital hit with ransomware 
only the latest in trend of 
monetizing cyberattacks 
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3. What Should I Have in Place to Be Prepared for  A 

Privacy Breach? 
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•
•



3. Privacy Breach Management 
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3. What Do I Do Once I Become Aware of A Privacy 

Breach ? 
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•
•







•





 

3. What Do I Do Once I Become Aware of A Privacy 

Breach ? 

29 

•
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•



















3. What Do I Do Once I Become Aware of A Privacy 

Breach ? 
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•

Who Notifies? 

The HICs impacted by the Breach will identify a HIC to notify 

based on: 

• The HIC where the Individual typically receives care 

• The HIC that caused the Breach 

• The HIC where the Individual most recently received 

care 

Who Investigates? 

Investigator can be: 

• HICs that were impacted by the Breach, and 

• HIC(s) or eHealth Ontario that caused the breach 
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9. Information Security Incident Management Standard 

Identification 
and Triage 

Establish a 
point of 
contact 

Appoint an incident 
response lead or 

team 

Notify eHealth Ontario 
and affected HICs 

Response Limit the scope and magnitude of an 
incident 

Recovery 
Remediate affected information 
systems so that they return to full 

and normal operations 

Follow-up 
Identify the 

root cause 

Complete the incident report, 
and archive for a minimum of 

24 months 

Purpose:  Defines the requirements for creating an Information Security incident (“incident”) 

management process 



4. SECURITY OBLIGATIONS 
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4. EHR Security Policy/Standards Structure  
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4. EHR Security Policy and Standards Structure  
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4. EHR Security Policy and Standards Requirement Types 
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4. 1 - Information Security Policy 

•

•
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4. 1 - Information Security Policy 
 



















38 

4. 2 - Acceptable Use of Information and Information 

Technology Standard 

Purpose:  Defines the behavioral requirements for persons who have access to the EHR Solution 
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4. 2 - Acceptable Use of Information and 

Information Technology Standard 
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4. 2 - Acceptable Use of Information and Information 

Technology Standard 
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4. 2 - Acceptable Use of Information and Information 

Technology Standard 









4. 3 - Access Control and Identity Management 

Standard for System Level Access 
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4. 3 - Access Control and Identity Management 

Standard for System Level Access 
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4. 3 - Access Control and Identity Management 

Standard for System Level Access 
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4. 3 - Access Control and Identity Management 

Standard for System Level Access 
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4. 3 - Access Control and Identity Management 

Standard for System Level Access 
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4. 4 - Local Registration Authorities Practices Standard 
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4. 4 - Local Registration Authorities Practices Standard 














49 

4. 4 - Local Registration Authorities Practices 

Standard 
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4. 5 - Business Continuity Standard 

•
•
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4. 6 - Cryptography Standard 
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4. 7 - Electronic Service Provider (ESP) Standard 
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4. 8 - Information and Asset Management Standard 
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4. 10 - Network and Operations Standard 
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4. 11 - Security Logging and Monitoring Standard 
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4. 12 - System Development Lifecycle 

Standard 
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4. 13 - Physical Security Standard 
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4. 14 - Threat Risk Management Standard 











59 

4. 15 - eHealth Ontario Identity Provider Standard 



5. PRIVACY OBLIGATIONS 



•

5. What Should My Privacy Program Have? 
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Privacy Toolkit: 

• Sample Policy Guide – Privacy Policy and Operating Practices Manual  

mailto:privacy.operations@ehealthontario.on.ca
mailto:agreements@ehealthontario.on.ca


•

•

•

5. What Privacy Activities Am I Responsible For? 
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5. Consent Management 

63 

























 

A. How do I Receive Consent at my Organization? 

64 

https://www.ipc.on.ca/health/consent-and-your-personal-health-information/
http://www.health.gov.on.ca/en/news/bulletin/2010/docs/patient_info_sheet.pdf
http://www.health.gov.on.ca/en/news/bulletin/2010/docs/patient_info_sheet.pdf






 

A. What Can Be Done if the Individual Does Not 

Want to Share Their PHI? 

65 



 

B. How Can an Individual  Block Access to Their PHI 

(Request a Consent Directive)? 

66 

•

•

http://www.ehealthontario.on.ca/images/uploads/support/ConnectingOntario_Consent_Management_Form_EN.pdf
mailto:privacy@ehealthontario.on.ca






























 

B. How Do I Respond to a Consent Directive Request? 

67 

•
•
•
•
•  

http://www.ehealthontario.on.ca/images/uploads/support/ConnectingOntario_Consent_Management_Form_EN.pdf
http://www.ehealthontario.on.ca/images/uploads/support/ConnectingOntario_Consent_Management_Form_EN.pdf


B. What Do I Do with Consent Directive Forms for 

MOHLTC Assets? 

68 
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B. What Type of Block(s) Can Be Applied to an 

Individual's Record? 

Applicable 

Repositories 

Action Example Policy 

Term 



•
•

•
•

B. How Are Existing Consent Directives in My 

Organization Applied to the EHR? 
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mailto:privacy.operations@ehealthontario.on.ca






 

C. What is a Consent Directive Override? 

71 

















 

C. How is an Override with Express Consent Applied- 

ConnectingOntario ClinicalViewer? 

72 

Data Source Duration and Users Who May Access 



B. How is an Override for Significant Risk of Bodily Harm 

Applied? 
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C. How is an Override with Express Consent Applied- 

ClinicalConnect ClinicalViewer? 
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C. What am I Required to do in the Event of an Override? 

75 

•
•
•



5. Access Requests 

76 











A. What Information May Be Requested? 

77 



 

B. How Can an Individual  Make an Access Request? 
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•

•

http://www.ehealthontario.on.ca/images/uploads/support/ConnectingOntario_Consent_Management_Form_EN.pdf
mailto:privacy@ehealthontario.on.ca






























 

C. How Do I Respond to an Access Request? 

79 

•



5. Correction Requests 
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A. How Are Correction Requests Handled? 
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B. How Can an Individual  Make an Correction Request? 
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•

•

http://www.ehealthontario.on.ca/images/uploads/support/ConnectingOntario_Consent_Management_Form_EN.pdf
mailto:privacy@ehealthontario.on.ca




















 

C. How Do I Respond to a Correction Request? 
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•



5. Inquiries 

84 











A. What Is Classified as an Inquiry? 

85 

What is the EHR? 
How is my 

information 
protected? 

Who has access to 
the EHR and when 
can it be accessed? 

What are my rights 
as a patient? 



 

B. Who Can an Individual  Contact for Questions? 

86 

•

•

http://www.ehealthontario.on.ca/images/uploads/support/ConnectingOntario_Consent_Management_Form_EN.pdf
mailto:privacy@ehealthontario.on.ca
























 

C. How Do I Respond to a Question? 
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•



5. Complaints 

88 



A. What Is Classified as a Complaint? 

89 

Someone has accessed 
my record 

inappropriately 

I was refused access to 
my personal health 

information 

I have not received a 
written consent 

directive confirmation 

I do not believe my 
personal health 
information is 

adequately protected 



 

B. Who Can an Individual Contact for Complaints? 
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•

•

http://www.ehealthontario.on.ca/images/uploads/support/ConnectingOntario_Consent_Management_Form_EN.pdf
mailto:privacy@ehealthontario.on.ca




























 

C. How Do I Respond to a Complaint? 
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•
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5. Acceptable Use Practices for Privacy Officers 



NEXT STEPS & RESOURCES 

 



Next Steps 

94 

• 

• 
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Security Contact Information 
Contact At  For 

ConnectingOntario Security Team connecting.security@ehealthontario.on.ca General inbox for the ConnectingOntario Security Team. Use this 

address to submit your completed assessment or to request 

assistance. 

eHealth Ontario’s Service Desk 1-866-250-1554 

servicedesk@ehealthontario.on.ca  

Anyone to report Security Incidents related to 

ConnectingOntario, OLIS or DI CS. 

ConnectingOntario Help Desk 1-888-802-1967 

support@connectinggta.ca 

First level support for ConnectingOntario technical issues. 

Do not email PHI (i.e. screenshots, nature of request) to eHealth Ontario  

Email your contact information and eHealth Ontario will contact you 

mailto:connecting.security@ehealthontario.on.ca
mailto:servicedesk@ehealthontario.on.ca
mailto:support@connectinggta.ca


Refer to the eHealth 
Ontario Contact Matrix 
or the EHR Privacy 
Toolkit Page on the 
eHealth Ontario Website: 
www.ehealthontario.on.ca 

 

 

 

 

 

 

 

 

 

 

Privacy Contact Information 
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APPENDIX 

97 



•
•
•
•
•

•
•
•

Appendix A: Electronic Health Record Policies 

98 

Sites are bound to EHR Security Policy and Standards through agreements with eHealth Ontario 

Compliance with mandatory (“must”/“shall”) requirements is required prior to going live  
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Appendix A: EHR Security Policy/Standards & Applicable Roles 

# EHR Security Policy/Standard Name Role* (IDP, DC, Viewer) 

1 Information Security Policy All Roles 

2 Acceptable Use of Information and Information Technology 

Standard 

All Roles 

3 Access Control and Identity Management Standard for System 

Level Access 

IDP, DC 

4 Local Registration Authority Practices Standard All Roles 

5 Business Continuity Standard IDP, DC 

6 Cryptography Standard All Roles 

7 Electronic Service Provider Standard All Roles 

8 Information and Asset Management Standard All Roles 

9 Information Security Incident Management Standard All Roles 

10 Network and Operations Standard All Roles 

11 Physical Security Standard IDP, DC 

12 Security Logging and Monitoring Standard IDP, DC 

13 System Development Life Cycle Standard IDP, DC 

14 Threat Risk Management Standard All Roles 

Stand

ard 

Federation Identity Provider Standard IDP 

* [Role Legend: DC=Data Contributor; IDP=Identity Provider] 



Appendix A: Locating the EHR Privacy Toolkit 
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1.  

Go to 

ehealthontario.on.ca 

2.  

Click on “Client 

Support” and Select 

the relevant 

initiative 

3.  

Scroll to Privacy & 

Security 

4.  

Click EHR Privacy 

Toolkit 



Responding to Questions 

Appendix B: EHR Privacy Readiness Assessment 

Instructions 
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Most questions have drop down answer bars as identified below: 

Click Here to Choose Answer 



Responding to Questions 

Appendix B: EHR Privacy Readiness Assessment 

Instructions 

102 

Completing the timeline drop down bar: 

• If  your status response indicates that you have practices in place, there is no need to complete the timeline or other supports 
required from eHealth Ontario fields. 

• If  your status response indicates that you do not have practices in place, you will need to complete the timeline and other 
supports required from eHealth Ontario fields. 

Click Here to Choose Answer 



Responding to Questions 

Appendix B: EHR Privacy Readiness Assessment 

Instructions 

103 

A “No” response at the 
beginning of this section… 

Results in the rest of the questions 

being grayed out. 

You only need to complete the questions highlighted in light orange colour.  

• This being said, it is highly recommended to complete the entire assessment so that you are prepared for discussions 
with eHealth Ontario regarding your choice of  answers. 



Responding to Questions 

Appendix B: EHR Privacy Readiness Assessment 

Instructions 

104 

It is highly recommended that you reference the associated clause(s) in the tool to the appropriate Electronic 
Health Record Privacy Policy.  

• (e.g.) Question 6.05 (row 84) of  the Assessment lists a number of  considerations to ensure compliance (see below). 
You must review the associated clauses against the appropriate policy. In this case, that would be the Privacy Breach 
Management Policy.  
  

Review clauses 
against policy 

What the policy 
says 



Responding to Questions 

Appendix B: EHR Privacy Readiness Assessment 

Instructions 

105 

As long as existing rows and columns remain intact, additional columns and rows can be inserted at the side or bottom of  the file. 

If needed, add a “comments” 
column to elaborate on your 

response 



Finalizing the Assessment 

 

Appendix B: EHR Privacy Readiness Assessment 

Instructions 

106 

1. Ensure the 
calculations and 
dashboard 
spreadsheets 
reflect your 
actual responses 
in the readiness 
spreadsheet. 

 

2. Review the “readiness” 
spreadsheet and add up the 
number of  practices in place / site 
can develop / and site needs 
support. Then cross-reference it to 
the “calculations” spreadsheet.  

 

If  a number does not match, simply 
override the incorrect number in the 
appropriate row and column within the 
“calculations” spreadsheet. Doing so will 
automatically update the “dashboard” 
spreadsheet as well. 



Finalizing the Assessment 

 

Appendix B: EHR Privacy Readiness Assessment 

Instructions 

107 

 

 

2. Review the “readiness” spreadsheet and 

add up the number of  practices in place / 

site can develop / and site needs support. 

Then cross-reference it to the “calculations” 

spreadsheet.  

1. Ensure the calculations and dashboard 

spreadsheets reflect your actual 

responses in the readiness 

spreadsheet. 

 

 

 

If  a number does not match, 

override the incorrect 

number in the appropriate row 

and column within the 

“calculations” spreadsheet. 

Doing so will automatically 

update the “dashboard” 

spreadsheet as well. 
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Submitting the Privacy Assessment 

Appendix B: EHR Privacy Readiness 

Assessment Instructions 

mailto:cswoprivacysecurity@lhsc.on.ca
mailto:cswoprivacysecurity@lhsc.on.ca
mailto:cswoprivacysecurity@lhsc.on.ca
mailto:cswoprivacysecurity@lhsc.on.ca
mailto:cswoprivacysecurity@lhsc.on.ca
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Retention  

Appendix C: Retention Requirements 

•

•
•

•
•
•

•

•
•
•
•
•

•

•
•
•
•
•
•
•



Appendix D: Consent Granularity Enforcement Rules 



 

Appendix D: Consent Granularity Enforcement Rules 
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(EHR Consent Management Policy, version 1.3, section 4.4.1) 

Appendix D: Confirmation of a Consent Directive 

Notification  
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(EHR Consent Management Policy, version 1.3, section 4.6.9) 

Appendix D: Consent Directive Override Notification  



•
–
–
–

•
–
–

•

Appendix E: Charging Fees for an Access Request 

114 


