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[bookmark: _Toc519063950]Key Terms Defined
	Term
	Definition 

	Assurance Level 2 (AL2)
	A Level of Assurance refers to the level of confidence that can be placed in an identity claim. 
Assurance Level 2 is required for information that has a high sensitivity level within eHealth Ontario and the health sector environment, and that is intended for use by specific and authorized individuals only. 
Specific requirements are found at: 
https://www.ehealthontario.on.ca/images/uploads/services/resources/eHealth_Ontario_Federation_Identity_Provider_Standard.pdf

	Cryptography/ Encryption
	Involves arranging ordinary text in a form that cannot be read by unauthorized people. This is referred to as encryption; the data is, in effect, locked prior to being transmitted; and then decrypted or unlocked only by an authorized individual.

	Cryptographic key or key component
	Used to arrange ordinary text into cryptographic text to decode cryptographic text to ordinary text. Often a password is applied to encrypt (lock) or decrypt (unlock) the data. In many cases, this key must remain private to ensure security of the data. HICs must ensure that each cryptographic key or key component has the fewest number of key custodians necessary. 

	Key custodian
	An Agent or Electronic Service Provider who has been authorized to handle all or part of a cryptographic key throughout the key’s lifecycle from creation to destruction.

	Information security incident 
	Any violation or imminent threat of violation of information security policies, standards, procedures or practices or any information security event that may compromise operations or threaten the security of an information system or business process. 

	Privacy Breach
	A privacy breach includes circumstances where:
· A provision of the Personal Health Information Protection Act, 2004 (PHIPA) or its regulations has been or is about to be contravened;
· The privacy provisions of the [Applicable Agreements] or any other agreement in respect of [the EHR Solution]have been or are about to be contravened;
· The privacy policies, standards, procedures and practices implemented in respect of [the EHR Solution]have been or are about to be contravened;
· Personal health information (PHI) in [the EHR Solution] is lost or stolen or has been or is about to be accessed by an unauthorized person; or
· Records of PHI in [the EHR Solution] have been or are about to be copied, modified or disposed of in an unauthorized manner.

	[The EHR Solution]
	The term [The EHR Solution] is used to describe the solution and supporting systems that enable electronic PHI to be stored and made available to HICs. Supporting systems may include those that are subcontracted or leveraged in electronic service provider relationships. This does not include any participating HIC’s information systems or information technologies where they act in a Health Service Provider role.
Within [the EHR Solution] includes Provider Portal components used by healthcare providers to facilitate patient care, as well as Administrative Portal components used by individuals to manage administrative components such as Privacy Reporting, Consent Management, error queue management, etc. 

	Viewing Site
	An organization that views data from [the EHR Solution] in accordance with the authorized permitted purposes. The organization accesses the solution in a read-only capacity. Viewer organizations may store some PHI locally on an ad-hoc basis but do not integrate data locally or relocate data from [the EHR Solution] to their local solution (e.g., EMR). 
Within the context of eHealth Ontario solutions, these organizations typically sign the EHR Practice Agreement or EHR Access Services Schedule.


[bookmark: _Toc453682352][bookmark: _Toc456171762]

[bookmark: _Toc519063951]Introduction 
This guide is intended for use by you, the health information custodian, to assist in understanding and managing the security requirements of connecting your community-based offices to [the EHR Solution], while ensuring Personal Health Information (PHI) is safeguarded and handled in an appropriate manner. It introduces the overall process of getting connected, what the solution looks like, who is involved and what roles each play, as well as how to manage your continued participation as it relates to information security.
A large part of this guide summarizes the EHR Security Policy and its Standards vital to help protect the confidentiality, integrity, and availability of personal health information (PHI) stored in or processed by [the EHR Solution]. It offers examples and tips on how your organization can implement and comply with the Policy and Standards. Refer to EHR Security Policies for Viewing Sites for detailed requirements.
Security of the EHR is important to minimize the chance of a data breach and upholding it demonstrates your organization’s commitment to the people of Ontario. This means implementing best-practice policies, standards, and controls to protect personal health data. Attesting that your organization complies with the Policy and Standards means that these have been implemented and communicated the staff to follow, now and in the future. Participating organizations all have a responsibility to each other to protect patient data when participating in the electronic health record solution. 
[bookmark: _Toc453682354][bookmark: _Toc456171763][bookmark: _Toc519063952]Solution Overview
[The EHR Solution] makes information from external health care organizations available to authorized representatives at your organization. The solution provides a web-based portal that allows an end user to search for a patient and access data. Figure 1 shows the web-based portal of ConnectingOntario, as an example.
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[bookmark: _Ref453677253]Figure 1. [the EHR Solution] portal













The ClinicalConnect Viewer is also shown in Figure 2 for illustrative purposes.
[image: cid:image001.png@01D243FB.B1CD74D0]
[bookmark: _Ref467500892]Figure 2. ClinicalConnect Viewer


[bookmark: _Toc456171764][bookmark: _Toc519063953]Developing your Information Security Program
The Personal Health Information Protection Act, 2004 (PHIPA) is Ontario’s health-specific privacy legislation. PHIPA governs the manner in which personal health information (PHI) may be collected, used, and disclosed within the health care system. While all staff plays a role in information protection, PHIPA makes Health Information Custodians (HICs) and their Agents responsible for information security. 
You may need to develop or enhance an information security program within your office to support your organization’s compliance with the EHR Security Polices and participation in [the EHR Solution]. This means assessing the way you currently address security-related issues and applying best practices to them. Document and distribute these agreed-upon practices to everyone on your team.
When we speak about information security, it is generally centered on protecting sensitive information (e.g., PHI, passwords) and processes such as sensitive email communications, user registration, and security incident reporting. It is useful to remember these core principles when considering information security:
•	Confidentiality – ensuring that sensitive information is made available or disclosed only to authorized individuals and remains confidential during its lifecycle.
•	Integrity – making certain that sensitive information is accurate, complete and remains valid during its lifecycle.
•	Availability – ensuring information is accessible to authorized individuals, when and where required.
Building an information security program requires that your organization develop a security policy; define roles and responsibilities for information protection; ensure that all staff are trained; monitor compliance with the Policy and its Standards; and be prepared to deal with unexpected incidents. 
Review the roles integral to creating a security program, listed in Figure 2 and consider who within your organization is the most appropriate individual or group to be responsible for those functions. Table 2 in Appendix G: Role Definitions & Responsibilities outlines the roles in more detail.
[bookmark: _Toc453682355][bookmark: _Toc456171765][bookmark: _Toc519063954]Key Roles & Responsibilities
Key HIC roles inherent to building an Information Security Program and managing your organization’s participation in [the EHR solution] are defined in Figure 3. Information Security best practices include the designation of individuals with these roles and responsibilities to ensure that information assets under their care are adequately protected and supporting security processes are followed. In community-based offices, there are several roles relevant to the Information Security Program and protection of sensitive information, and in some cases, the same person may play multiple roles.
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[bookmark: _Ref453677365]Figure 3. HIC Roles & Responsibilities

[bookmark: _Toc453682356][bookmark: _Toc456171766][bookmark: _Toc519063955]Getting Connected - Security Steps in Implementation and Adoption
The ConnectingOntario Security team has developed steps involved in getting connected, as shown in Figure 4:


[bookmark: _Ref453677733]Figure 4. Steps in Getting Connected
The high-level process for the Viewing Site is summarized as follows:
· Attend or review the Security Webinar that provides a plain language overview to prepare for your organization’s participation in [the EHR Solution].
· Complete or refresh the registration training available. It is recommended that key roles who are involved in completing the Security Assessment (i.e., Privacy/Security Officer, Local Registration Authority) take the Privacy and Security training courses first before starting the Security Assessment.
· Complete the Security Assessment which measures your organization’s compliance and identifies gaps.  
Declare any area of non-compliance in your signed EHR Security Assessment form. 

[bookmark: _Toc456171767][bookmark: _Toc519063956]Quick Reference Guide to the EHR Security Policies
There are nine EHR Security Policies used as the basis for preparing a HIC for connection to [the EHR Solution] in a Viewing role; these can be found in the all-in-one EHR Security Policies for Viewing Sites document. 
Presented in this section is a high-level summary of each of the EHR Security Policies. 
[bookmark: _Toc453682358][bookmark: _Toc456171768]EHR Security Policy and Standard Listing for View Only Sites
1. Information Security Policy
2. Acceptable Use of Information and Information Technology Standard
3. Cryptography Standard
4. Electronic Service Provider Standard
5. Information Asset Management Standard
6. Information Security Incident Management Standard
7. Local Registration Authority Practices Standard
8. Network and Operations Standard
9. Threat Risk Management Standard
1. [bookmark: _Toc453682359][bookmark: _Toc456171769][bookmark: _Toc519063957]Information Security Policy
An information security program is anchored in an Information Security Policy. The Information Security Policy is a document available to all staff which outlines the roles, responsibilities and expectations for security within your organization. 
Your organization may already have an existing Information Security Policy; if so, review the requirements of the EHR Security Policies and determine if there are any gaps that may need to be addressed. For example, your existing Information Security Policy may need to be amended to list shared systems as part of its scope. If your organization does not have an Information Security Policy, consider using the Sample Information Security Policy as your organization’s policy.   
You may also need to refresh your internal privacy and security training. If your organization does not have privacy and security training, consider using the ConnectingOntario Privacy and Security Training Modules in whole or in part.
Ensure that you have formally assigned roles under the policy to individuals within your practice. See Figure 2 for a list of HIC roles and Table 2 in Appendix G: Role Definitions & Responsibilities for more details. Where changes in your organization affect compliance with the EHR Security Policies, such changes must be communicated to [the EHR Solution] Program Office Privacy and Security Team. 
2. [bookmark: _Toc453682360][bookmark: _Toc456171770][bookmark: _Toc519063958]Acceptable Use of Information and Information Technology Standard
The Acceptable Use of Information and Information Technology Standard outlines the requirements for users, whether they are a Clinician, Local Registration Authority, Security Officer, etc. The behaviour-based requirements are included in the ConnectingOntario Privacy and Security Training Modules. When users first log on to [the EHR Solution], and annually thereafter, they will be asked to acknowledge the terms of an End-user Agreement which will bind them to commitments made by your organization. The agreement will require them to confirm that they have completed training and will abide by the terms of the agreement. 
A subset of technical requirements are included in the standard which can be implemented by your IT Service Provider (i.e., configuring acceptable HIC-approved tools permitted to access [the EHR Solution]; disk encryption on mobile machines; antivirus software; configuring passwords on end user workstations, etc.). See Table 1 for controls to comply with regarding user accounts and passwords and general controls in Table 2. 
[bookmark: _Ref452106089]Table 1. Account Usage and Password Controls
	Account Usage and Password Controls 

	Do
	Examples / Notes

	HICs, their Agents and Electronic Service Providers must always use assigned credential to access [the EHR Solution]. 
	Includes the following criteria:
· Never share or borrow credentials.
· All persons are accountable for any actions performed on [the EHR Solution] with their ID. 

	Create strong, hard-to-guess passwords & keep your password a secret!
	“IL0v3EatingP!zza1”

	Use phrases when creating your password.
Passwords must be eight characters long, containing at least three of the following: 
· One number 
· One uppercase letter
· One lowercase letter, or
· One special character
	“IL0v3EatingP!zza1”

	Commit your password to memory—only record it if it can be stored securely. 
	Write only the password down on a piece of paper and lock it in your desk drawer; do not include the user ID.

	Always change passwords used to participate in [the EHR Solution] at initial login.
	In situations where a user is provided with a temporary password as part of the account creation or password reset process, the user must immediately change their password on logging into the system.

	Do not
	Examples / Notes

	Use all or part of your ID, personal information, three consecutive characters, or change passwords to a recognized pattern.
	· Birthdays, hobbies, “AAA”, pet names
· Do not change “IL0v3EatingP!zza1” to  “IL0v3EatingP!zza2”

	Use passwords which are the same as other accounts. 
	Do not use the same passwords as your Hotmail, Gmail, Online Banking, etc.

	Allow another person to use your credentials (IDs and passwords) to access [the EHR Solution]—no sharing—you are accountable for any actions tracked to your login account!

	Include your ID or password in any automated single sign-on process except if you have an approved SSO management system.
	Do not store ID or password in a macro or function key; Do not allow your browser to store or remember you password.


[bookmark: _Ref453751244]Table 2. General Controls when using the EHR Solution
	General Controls when using the EHR Solution

	Do
	Examples / Notes

	Access [the EHR Solution] only when and how your role requires you to do so.
	You are only allowed to use the system to provide or assist in the provision of health care. Do not access the system to snoop for information about, friends, family, neighbours, famous persons, etc., and do not use it to look up information about yourself.

	Use only HIC-approved devices or processes to participate [the EHR Solution].
	Computers, laptops and mobile devices which have been reviewed by the HIC and configured to follow the secure practices (i.e., disk encryption for remote machines, strong passwords required on start-up, antivirus configured, up to date system)

	Only store the minimum amount of PHI necessary on a mobile/portable device. 

Ensure that if personal health or personal information is downloaded onto a mobile device from [the EHR Solution], the location where the data is stored is encrypted or the end user tool utilizes full disk encryption. 
	The solution allows users to download PHI to their local machines. This may also be done by the user unknowingly. For example, in some instances, in order to view a PDF or image certain browsers download a local copy onto the machine.  Users should be advised to regularly clean out their browser’s “downloads” or “temporary files” folder in order to remove these files.

Encrypt or password-protect specific folders or files where PHI is stored on mobile machines. Full disk encryption is the preferred option.

	Emails containing PHI must be encrypted and sent using a secure approved file transfer solution or email system.
	ONE MAIL can be used to securely send sensitive information to [the EHR Solution] Program Office or other ONE MAIL users; otherwise, encryption must be applied when sending sensitive information over email. Microsoft Office allows for documents to be encrypted using a strong password; other third party software such as WinZip can be used to apply a password to sensitive information in an attachment. Ensure the password to decrypt the data is communicated over a different channel (i.e., telephone).

	When connecting to [the EHR Solution] remotely, (i.e., connecting from outside the HIC’s local network), a HIC-approved remote access solution must be used.
	The HIC must designate appropriate devices to be used, such as those configured with disk encryption, strong passwords, antivirus, up to date system. Alternate methods can be used, such as terminal services / Citrix which can be configured to keep data on the local system. The technical specification provides further direction as to recommended and minimum configurations (see Configuration Requirements for ConnectingOntario).

	When disconnecting from a remote connection, properly disconnect, rather than simply closing the application.
	Log out of the application rather than only closing the window.

	Do not
	Examples / Notes

	Disable, bypass or override any information security controls.
	Virus protection is an example of a security control which should not be bypassed.

	Do something that you know will interfere with the system’s normal operations or the integrity of the data processed by the system. 

	Attempt to exploit a known or suspected security weakness.

	Use your personal email to send, or receive PHI.
	Those used for personal banking, email, shopping, etc. (e.g., Gmail, Hotmail, BestBuy, etc.).

	Leave a computing device in public places or in your car in plain view – take it with you or lock it in your trunk.

	Share PHI with anyone except as authorized and required for your job.

	Discuss or access PHI in public places where others may see the information. 

	Leave your login open and unattended. 
	Log off or lock your computer if you have to leave it.

	Take a picture of data displayed on [the EHR Solution].




3. [bookmark: _Toc450902683][bookmark: _Ref452562390][bookmark: _Toc453682361][bookmark: _Toc456171771][bookmark: _Toc519063959]Cryptography Standard
To protect the confidentiality and integrity of PHI that is accessed through [the EHR Solution], you as the HIC, must understand and employ cryptographic solutions on your relevant information systems. This means ensuring that incoming and outgoing electronic data on your systems is encrypted (locked), so that in the event that this information is intercepted or compromised, the data will remain protected.  
There are a few common places where encryption is used:
· Hard Drive of HIC-Approved Tools – Encrypt the disk drive of mobile/portable HIC-approved tools used by end users to participate in [the EHR Solution]. The solution allows end users to download PHI to their computer and in some cases, such as when viewing a report or image, this may be done without the user’s knowledge. Therefore, it is important to ensure the disk is encrypted with an adequate encryption algorithm and strong password in the event it is lost or stolen. 
· Email – Use encryption when emailing sensitive data to [the EHR Solution] Program Office to support privacy or security correspondence. This can be implemented by using the ONE MAIL solution which automatically encrypts data in transit to other ONE MAIL users or by using built-in encryption features of Microsoft Office (File Menu  Info Menu  Protect Document). Ensure that end users select a strong password to encrypt the contents of the document. Passwords should not be sent via email, but through other means, such as telephone.
· Browsers – The HIC-approved tools (i.e., computers) will automatically establish an encrypted session with [the EHR Solution] when browsing its website. It is important to use an up-to-date Operating System and Internet Browser on your HIC-approved tool that can utilize the most current encryption mechanisms to best protect the data in transit between your computer and [the EHR Solution].
· Network Devices – A HIC may also offer a wireless network (WIFI) for its users. It is important to configure the wireless network to use a current encryption algorithm to protect data from being intercepted.
Only use [the EHR Solution]-approved cryptographic algorithms with [the EHR Solution]. A list of approved cryptographic algorithms can be found the All-in-one EHR Security Policies for Viewing Sites document. 
Organizations need to ensure that they are using the appropriate strength of encryption and managing the “keys” (i.e., passwords) used to decrypt information.
4. [bookmark: _Toc450902684][bookmark: _Toc453682362][bookmark: _Toc456171772][bookmark: _Toc519063960]Electronic Service Provider Standard
Organizations may leverage an Electronic Service Provider (ESP) to provide services which supports their participation in [the EHR Solution]. Examples may include but are not limited to:
· Local desktop, laptop, device support
· Network connectivity support
ESPs must protect and maintain confidentiality, integrity, and availability of systems and services which support the HIC’s participation in [the EHR Solution]. The HIC’s responsibilities with regard to the ESP are outlined in Table 3.
[bookmark: _Ref453678056][bookmark: _Ref453678027]Table 3. HIC responsibilities for ESP
	HIC Responsibilities
	Examples

	Maintain a list of support contracts, agreements, and service levels for all providers of electronic services.
	Define and document all information systems and services to be provided by a new ESP, or on renewal of service agreements for all application service providers, network service providers, storage service providers, etc.

	Maintain formal documentation (e.g., contracts, agreements and service levels). 
	· Require agreements, contracts which specify the technical and organizational relationship covering the ESP roles and responsibilities under the PHIPA legislation and under the HIC’s privacy and information security policies, standards, and procedures.
· Roles and responsibilities for implementing, maintaining and supporting the information systems or services that the ESPs are required to fulfill. 
· Service goals (e.g., the dates and times when the service is required).
· Expected deliverable (e.g., break/fix support).
· Document representatives of Electronic Service Providers (i.e., subcontractors).

	Assess the potential information security and privacy risks posed by a new ESP prior to engaging in a contractual relationship with that ESP. Identify mitigation plans for any risks identified.  

	Establish a consistent method for handling the termination of relationships with ESPs.



	· Designating agents responsible for managing the termination
· Revocation of physical and logical access rights to the organization’s information, and 
· Secure return, transfer or destruction of all assets (e.g., back-up media storage, documentation, hardware, and authentication devices).

	Require a new ESP to implement applicable security and privacy controls prior to the ESP being granted access to [the EHR Solution].


5. [bookmark: _Toc450902685][bookmark: _Toc453682363][bookmark: _Toc456171773]
6. [bookmark: _Toc519063961]Information and Asset Management Standard
Ensure that PHI transmitted to [the EHR Solution] Program Office or [the EHR Solution] is done in a secure manner (e.g., through the use of secure email with encryption, using HIC-approved tools, etc.).  
For example, during a security or privacy incident, you may be required to communicate sensitive information to [the EHR Solution] Program Office. This must be done in a secure manner by applying encryption (see All-in-one EHR Security Policies for Viewing Sites If email is used, ONE Mail is an acceptable method to communicate PHI, as it automatically provides encryption in transit to other ONE Mail users. 
If your organization does not use ONE Mail, you can request access by contacting the eHealth Ontario Enterprise Service Desk or apply encryption to the data in transit, either through a strong password in a MS Office document (File Menu  Info Menu  Protect Document) or by using other third party tools. Ensure that the password is communicated in an out-of-band method (i.e., telephone). See password requirements in the Acceptable Use of Information and Information Technology Standard section of the All-in-one EHR Security Policies for Viewing Sites. 
7. [bookmark: _Toc450902690][bookmark: _Toc453682364][bookmark: _Toc456171774][bookmark: _Toc456171779][bookmark: _Toc519063962]Information Security Incident Management Standard
[bookmark: _Toc453682365][bookmark: _Toc456171775][bookmark: _Toc519063963]What is an incident?
An incident is any violation or imminent threat of violation of information security policies, standards, procedures or practices, or any information security event that may compromise operations or threaten the security of an information system or business process.
Examples may include:
· The unauthorized disclosure, destruction, modification, or withholding of information
· A failure to comply with the organization’s security requirements
· Unauthorized access, use, or probing of information resources
· An attempted, suspected, or actual security compromise
· Waste, fraud, abuse, theft, loss of or damage to computing resources
[bookmark: _Toc453682366][bookmark: _Toc456171776][bookmark: _Toc519063964]Reacting to an incident
Organizations must implement an information security incident (“incident”) management process to:
· Quickly and effectively identify and resolve incidents 
· Minimize incident impact
· Reduce the risk of similar incidents from occurring
These phases are described in the Information Security Incident Management Standard as:
1. Identification/Triage
2. Response
3. Recovery 
4. Follow-up 
[bookmark: _Toc456171777]Note: The EHR Privacy Policies also require sites to implement a privacy breach management policy. In cases where there is a breach of PHI, the privacy breach management process takes precedence and must be followed. 
[bookmark: _Toc453682367][bookmark: _Toc456171778][bookmark: _Toc519063965]Roles & Responsibilities
· Point of contact - Individual or team to which actual or suspected incidents are reported. This may be your local Service Desk, an Office Manager, or other individual designated by your organization. The point of contact may be the same as the Incident Response Lead. 
 
· Incident response lead or team - Initiates the triage, response, recovery, and follow-up activities for incidents. The incident response lead or team may be the same as the point of contact. The response team may include the IT Service Provider or an Electronic Service Provider who is tasked with incident management functions.

· [the EHR Solution] Program Office Privacy and Security Operations Team – The privacy and security team typically consisting of [the EHR Solution]’s Agents who support security incident functions in an effort to coordinate activities and notifications among HICs and other stakeholders.

[bookmark: _Toc519063966]Four phases of Security Incident Management
[bookmark: _Toc456171780][bookmark: _Toc519063967]Incident Identification/Triage Details
	· Immediately report suspected or confirmed information security incidents to the point of contact at your site (i.e., a help desk or Privacy/Security Officer). This contact might also be your manager or supervisor, who in turn must report it to the information security incident initial point of contact.
Point of contact:
· Generates an incident ticket or log for all reported incidents. Minimum information elements include:
· Time and date of the reported incident
· Name and contact information of the agent or ESP that reported the incident
· Incident details (e.g.,  type, how it was detected)
· Impact and any actions undertaken to contain the incident 
· Sends all incident tickets to the incident response lead to verify whether or not an incident has occurred.

	Incident response lead or team:
· Classifies and prioritizes all actual incidents according to severity. 
· Initiates an incident report related to [the EHR Solution] Program or [the EHR Solution]. 
· Notifies [the EHR Solution] Program Office Privacy and Security Team and any affected HICs by the end of the next business day of confirmed incidents that are classified as Severity 1 or Severity 2. Includes minimum notification elements.
· If an incident affects multiple HICs or [the EHR Solution], [the EHR Solution] Program Office Privacy and Security Team may assume leadership of the incident management activities and/or notifications to other HICs.
· [the EHR Solution] Program Office Privacy and Security Team will notify the Connecting Security Committee and/or the Applicable Oversight Body within 72 hours of notification for any incident.


[bookmark: _Toc456171781][bookmark: _Toc519063968]Incident Response Details
	Incident response lead or team:
· Tries to limit the scope and magnitude of an incident. Mitigation activities may include: 
· Backing up the information system 
· Discontinuing operations
· Changing passwords or modifying access control lists on the compromised information system 
· Restricting connectivity
· Depending on the severity of an incident it may be necessary to activate the organization’s business continuity plans.  


[bookmark: _Toc456171782][bookmark: _Toc519063969]Incident Recovery Details
	Incident response lead or team:
· Remediates affected information systems so that they return to normal operations. Remediation activities may include: 
· Eradicating the cause of the incident (e.g., removing malware) 
· Restoring and validating the information system 
· Deciding when to restore operations 
· Monitoring information systems to verify normal operations without further information system or data compromise


[bookmark: _Toc456171783][bookmark: _Toc519063970]Incident Follow-up Details
	Incident response lead or team:
· Investigates incidents to identify the cause of the incident (e.g., by performing a root cause analysis).
· Once an incident has been resolved (e.g., all remediation activities have been implemented and affected information systems and technology has returned to full and normal operations), the incident response lead or team must complete the security incident report. Regular status updates may be requested and required depending on the length of an investigation.
· Archives incident reports for a minimum of 24 months. 
· Provides [the EHR Solution] Program Office and any other impacted HICs with an incident report within 72 hours of the incident report being requested.
· Sends final incident reports for review to [the EHR Solution] Program Office Privacy and Security Team so that they can be presented to the Connecting Security Committee, and if necessary, the Applicable Oversight Body.
· Implements a mechanism to review security incidents which occur at your organization’s location, at a minimum, monthly to identify trends. This will help determine whether any preventative actions can be taken to reduce the likelihood of similar incidents from occurring in the future.


[bookmark: _Toc519063971]Evidence Gathering
	Incident response lead or team:
· Develops procedures for collecting evidence for the purposes of disciplinarily or legal action against agents or ESPs.



A Security Incident Management Template is available to help document the required details of a security incident and can double as the final report to satisfy the standard requirements. Refer to Appendix F: Incident Workflows for two different ways to process incidents, depending on whether other HICs are involved or not.
8. [bookmark: _Toc453682370][bookmark: _Toc456171784][bookmark: _Toc519063972]Local Registration Authority Practices Standard
This standard ensures the appropriate and secure enrollment of users and agents authorized to access [the EHR Solution]. There are four roles involved:
a. Registration Authority (RA)
b. Legally Responsible Person (LRP)
c. Local Registration Authority (LRA)
d. Sponsor
a. [bookmark: _Toc456171785][bookmark: _Toc519063973]Registration Authority
A top level entity that has overall accountability for a network of organization’s providing registration and identity management functions. This entity is responsible to work with Legally Responsible Persons (LRP) at HIC locations to register Local Registration Authorities (LRAs). [The EHR Solution] or its delegate acts as the RA for all HICs whose Agents and Electronic Service Providers will be provided access to [the EHR Solution] through the HIC’s access control processes, procedures, policies, standards, and/or identity management system (e.g., The ONE ID Program acts as the Registration Authority for users of ONE ID).
b. [bookmark: _Toc456171786][bookmark: _Toc519063974]Legally Responsible Person (LRP)
The LRP is often a senior executive within the organization, such as the Chief Information Officer. This person is legally responsible for the enrollment process at their HIC. The LRP is responsible for authorizing Sponsors and LRAs to act on behalf of the HIC in the enrollment processes. The LRP signs the legal agreements on behalf of an organization. If your organization will use ONE ID to connect to [the EHR Solution], your LRP has the option to delegate their responsibilities to another individual by submitting an LRP Delegation Form (from the ONE ID Implementation Package) to eHealth Ontario. 
The LRP is the only one within the HIC site who has the authority to modify a LRAs status. The exception is if you are a ONE ID user, eHealth Ontario's ONE ID team, acting as the RA, may revoke a LRAs status.
The LRP identifies at least one or more persons to act as LRA to manage the enrollment of its agents and ESPs who require access to [the EHR Solution]. The LRP also identifies at least one or more persons, groups or roles to acts as a Sponsor to approve access by Agents to [the EHR Solution].
c. [bookmark: _Toc456171787][bookmark: _Toc519063975]Local Registration Authority (LRA)
The LRA is responsible for managing the enrollment of users, to ensure that users are enrolled correctly and have passed the necessary due diligence prior to being given access (e.g., training, approved by a valid Sponsor, identity proofing). 
LRAs must take the LRA training course and be registered according to the Assurance Level 2 (AL2) requirements of the Standard. ONE ID LRAs have been registered to the AL2 requirements.
For ONE ID users, LRA nominations must be submitted by the LRP (or their Delegate) to eHealth Ontario. Refer to the LRA Nomination Form (from the ONE ID Implementation Package).
In granting access, the LRA must validate the identity of the user. It is possible to leverage previous Human Resource records for this so as to eliminate the need for face-to-face validation; however, there must a record of the original identity validation. 
d. [bookmark: _Toc456171788][bookmark: _Toc519063976]Sponsor
[bookmark: _Toc519063977]Sponsoring Clinical Access
The Sponsor has the authority to grant access to the solution in accordance to the Local Registration Authority Practices Standard. The Sponsor must only provide access to clinical components for users whose purpose of access is to collect PHI for providing or assisting in the provision of healthcare. Examples of end users who may meet the criteria of providing healthcare or assisting in the provision of healthcare, may include, but are not limited to: 
· Regulated health professionals who see patients
· Residents providing care to patients
· Administrative staff who pull charts for physicians
· Ward clerks who review and flag abnormal results for physicians
[bookmark: _Toc519063978]Sponsoring Administration Access
The Sponsor must only provide access to administration components of [the EHR Solution] for users and ESPs whose purpose of access is to provide support for defined and permitted functionality within the administration roles of [the EHR Solution] (e.g., Privacy Officers, System Administrators).
[bookmark: _Toc519063979]Re-enrollment 
If a user has had their access revoked, they must re-enroll into the service to get access. Although the individual may have had their identity validated, they must receive approval from the Sponsor to gain access again; this record must be tracked.  Organizations leveraging ONE ID should refer to Registration Support and Maintenance, Section 7 of the LRA Procedures Manual for complete descriptions of the Revoke, Suspend, and Reinstate processes.
[bookmark: _Toc519063980]No access for Research Purposes
Sponsors must not provide access to the HIC, or its agent or ESP, if access is requested for purposes other than providing or assisting in the provision of healthcare e.g. providing access for the purposes of: 
· Program planning, evaluation, or monitoring 
· Risk or error management 
· Improving the quality of care, programs, and services 
· Education and training (unless the individual is a student or resident who requires access to provide care) 
· For processing payments 
· Research 
[bookmark: _Toc519063981]Enrolling users in multiple roles
An agent or ESP might have multiple roles (e.g., both a clinician and a risk manager). The Sponsor may assign that person with access for the purposes of collecting PHI for providing or assisting in the provision of health care and must ensure that the end user understands their permissions and obligations. 
Follow the specific procedures established by the ONE ID Program for registration and enrollment.
Note that Data Sharing Agreements with HICs of the data indicate that access can only be provided for specific purposes.  
9. [bookmark: _Toc450902700][bookmark: _Toc453682371][bookmark: _Toc456171789][bookmark: _Toc519063982]Network and Operations Standard
This standard is concerned with the way information is accessed and transmitted between computing devices and the network. Controls must be implemented to secure your network infrastructure, and procedures established to secure the management and operation of your identity provider services and data contribution endpoints. You may need to contact your Electronic Service Provider for more information and help.
[bookmark: _Toc450902701][bookmark: _Toc453682372][bookmark: _Toc456171790][bookmark: _Toc519063983]Network Zones
With access to PHI comes the responsibility to prevent unauthorized users from accessing it. All networking devices (e.g. firewalls, routers, and switches) must be deployed in such a way as to segregate your internal network from the Internet or other untrusted networks. This is referred to as implementing network zones, which securely separate different computing environments. The segregation of networks may be based on criteria, such as:                  
· The classification of information transmitted on the network
· The level of assurance required
One way to protect your network zone is to offer a Guest network (e.g., free wifi) for patients and other visitors. This should be separate from your office’s network to prevent unauthorized individuals from accessing the data there.
Further separation may be desirable if, for example, office space is sub-contracted to another entity. In this case, the networks should be separate to ensure a trusted environment is used to access the EHR solution.
[bookmark: _Toc450902702][bookmark: _Toc453682373][bookmark: _Toc456171791][bookmark: _Toc519063984]Security Gateways
The traffic between network zones (e.g., guest network, office network) should be separated by a security gateway which typically is a firewall with specific rules configured to protect the network. Typically, a firewall would be deployed with configurations to protect the internal computers from threats.
Review your organization’s security gateway configurations at least annually. The process should ensure that:
· Network rules (permitted/denied) are legitimate
· Unnecessary, expired, or conflicting rules are analyzed and adjusted
· Duplicate or obsolete network objects (e.g., computers) are removed
See Configuration Requirements for ConnectingOntario for more details.
[bookmark: _Toc450902703][bookmark: _Toc453682374][bookmark: _Toc456171792][bookmark: _Toc519063985]Protect Against Malicious Code
Malware detection and repair software tools (e.g., antivirus software) or equivalent solution:
· Implement these tools on HIC-approved tools, processes, and workstations that are used to access [the EHR Solution] to protect PHI from malicious code which may compromise the data.
· Keep antivirus software up-to-date to best detect malicious software that may be able to compromise the network and PHI. Often, this software can be configured to check for updates automatically and scan the HIC-approved tool.
· Other options to protect from malicious code may include application whitelisting or utilization of thin computing client implementations which restrict writeable capabilities. This may include blocking access to sites that are known or suspected to host malicious code or applications.
10. [bookmark: _Toc450902704][bookmark: _Toc453682375][bookmark: _Toc456171793][bookmark: _Toc519063986]Physical Security Standard
This standard defines the requirements to view, handle or otherwise deal with personal health information (PHI). The controls must be implemented to prevent unauthorized physical access, damage and interference to the Agency’s information and information processing facilities. 
· HICs must implement physical security perimeters to protect identity provider services and data contribution endpoints from unauthorized physical access and environmental damage.
· HICs should ensure that highly sensitive facilities (i.e., buildings or storage areas that house identity provider services and data contribution endpoints) are protected against unauthorized physical access. Methods for preventing physical access may include:
· Fitting vulnerable doors and windows with locks or bolts.
· Installing and monitoring closed-circuit television (CCTV).
· Employing security guards.
· Installing intruder detection systems on external doors and testing accessible windows regularly.
· HICs must ensure that highly sensitive facilities that house identity provider services and data contribution endpoints are not accessible to the public. Details about highly sensitive facilities should be kept confidential (e.g., by using discrete signs or excluding details from directories or telephone books). 
· HICs should ensure that visitors to highly sensitive facilitates are: 1.4.1. Permitted physical access only for specific, authorized purposes. 
· Monitored by recording arrival and departure times. 
· Obliged to wear visitor badges at all times. 
· Supervised at all times. 
· Made aware of behaviour or actions that are prohibited (e.g., filming or photography). 
[bookmark: _Toc519063987]Hazard Protection 
HICs should consult with their Electronic Service Providers to ensure working areas are secure and equipment must be accessible by authorized individuals. Physical controls should be implemented and monitored to protect against common and environmental threats. 
· HICs should ensure that highly sensitive facilities hosting data contribution endpoints and identity provider services are protected from natural and man-made hazards (e.g. in an area with a low risk of flooding, fire, explosion, or damage from neighbouring activities). 
· HICs should minimize the impact of hazards in highly sensitive facilities hosting data contribution endpoints and identity provider services by: 
· Locating fire extinguishers so that minor incidents can be tackled without delay. 
· Training agents, and where appropriate Electronic Service Providers, in the use of fire extinguishers, other emergency/safety equipment, and in emergency evacuation procedures. 
· Monitoring and controlling the temperature and humidity. 
· HICs should ensure that fire alarms in highly sensitive facilities hosting data contribution endpoints and identity provider services are monitored continuously, tested regularly and serviced in accordance with manufacturer specifications. 
· HICs should ensure that existing data centre facilities and those being acquired by lease, purchase, or construction hosting data contribution endpoints and identity provider services are periodically assessed to ensure that physical security controls are in place to physically protect the information stored or processed in that data centre. 
· HICs should layer physical security zones in data centres hosting data contribution endpoints and identity provider services to provide for defence in depth protection. 
· HICs must ensure that physical access points in data centres hosting data contribution endpoints and identity provider services, such as delivery and loading areas and other points where unauthorized persons may enter the premises are controlled and, if possible, isolated from areas that house highly sensitive information systems to avoid unauthorized physical access. 
· HICs should require their agents and Electronic Service Providers to obtain approval before leaving the data centre premises with technology used to operate identity provider services and data contribution endpoints. 


[bookmark: _Toc456171796][bookmark: _Toc519063988]Appendix A: Resource Index
	Seq.
	Type
	Document(s)
	Comments

	Part A

	1.
	Security Guide (this document)


	Security Guide for Connecting to [the EHR Solution] 
	Primary reference source provided at the time of the Webinar training.
· Developing your Information Security Program
· Onboarding process steps
· Roles, Responsibilities and Key Terms
· Information Security Policies

	2.
	Webinar
	EHR Security Overview Webinar for organizations using ONE ID or ClinicalConnect access methods
	Security introduction and overview for Viewing sites participating in [the EHR Solution]. Webinar provides:
· Overview of the Privacy and Security governance structure 
· EHR Security Policy overview:
a. Tips how to prepare
b. How to complete the assessment, 
· Key process flow diagrams

	3.
	Policies
	EHR Security Policies for organizations using ONE ID or ClinicalConnect access methods (all-in-one)
	An all-in-one policy document tailored to the Viewing role. This document summarizes all applicable standards in one document. 

	4.
	Supporting Templates
	1. Sample Information Security Policy 
2. Sample Incident Management Template
	1. Provided for use by Health Information Custodian (HIC) if the organization does not have an existing information security policy. May be adopted and used as the organization’s security policy with minimal effort. This document aligns with the EHR Security Policies. 
2. Provided for use by Health Information Custodian (HIC) to keep a record of an information security incident. This document has fields which can be populated to capture the required information according to the EHR Security Policy - Information Security Incident Management.

	5.
	Other
	Configuration Requirements for ConnectingOntario
	Lists recommended and minimum local configurations for ConnectingOntario.






	Seq.
	Type
	Document(s)
	Comments

	Part B

	5.a
	eLearning Module

	ConnectingOntario Technical Support Privacy & Security Training

	Targets Technical Support (Testers, Administrators, Helpdesk, etc.)

	5.b
	eLearning Module
	Privacy and Security Training for Clinical End Users of Ontario’s Electronic Health Record
	Targets Clinical End Users (i.e., those using the solution) 

	5.c
	Reference document
	Privacy & Security Training for Local Registration Authorities (LRAs)  
	Stand-alone training for LRAs

	5.d
	Reference document
	ONE ID Training for LRA
	Provided by the ONE ID team which gives an overview of the specific ONE ID processes.

	5.e
	Webinar
	Privacy and Security Training for Privacy and Security Officers
	Delivered in-person/over Webex which outlines the responsibilities for Privacy and Security Officer participating in [the EHR Solution].



	Seq.
	Type
	Document(s)
	Comments

	Part C

	6
	Assessment
	EHR Security Assessment  
for organizations using ONE ID or ClinicalConnect access methods 
	The security assessment tool used to measure the organization’s compliance with the EHR Security Policies. This is submitted to eHealth Ontario as part of the onboarding process.  




[bookmark: _Toc456171797][bookmark: _Toc519063989]Appendix B: Confidentiality Agreement SAMPLE

Confidentiality Agreement

In consideration of working at this office, I acknowledge the importance of protecting the confidentiality and integrity of any personal or personal health information7 to which I have access. I agree not to collect, use or disclose such information to any person or organization except as necessary in the course of providing my services.

Further, I:   ___________________________________
i. Acknowledge that I received, read and understood this office’s security policy
 
ii. Acknowledge that I received, read and understood the Security Quick Reference Guide, as well as a statement of my own responsibilities with regard to protecting the confidentiality of information

iii. Agree that this office’s policy and supporting instructions form part of my terms of employment or my contract, and that any violation of this Security Acknowledgement and Confidentiality Agreement may result in disciplinary action, up to and including termination of my employment or contract

iv. Agree that I will immediately notify the person with overall responsibility for security in the office in the event that I become aware of any violation of this office’s security policy, or accompanying instructions, including any unauthorized collection, use, disclosure, or disposal of personal health information, other than in accordance with this office’s Security Policy, as amended from time to time.

[bookmark: _Toc456171798][bookmark: _Toc519063990]Appendix C: Information Security Incident Report TEMPLATE


[bookmark: _Appendix_D:_Information][bookmark: _Toc456171799][bookmark: _Toc519063991]Appendix D: Information Security Policy SAMPLE

[bookmark: _GoBack]

[bookmark: _Toc456171802][bookmark: _Toc519063992]Appendix E: Electronic Service Provider List TEMPLATE



[bookmark: _Toc456171803][bookmark: _Toc453682369]
[bookmark: _Ref459301557][bookmark: _Toc519063993]Appendix F: Incident Workflows
Two typical security incident workflows are shown: 1) HIC-led, in which the incident is localized and doesn’t affect other HICS, as shown in Figure 5; and 2) [the EHR solution] Program Office-led in which other HICs are affected, as shown in Figure 6.
1.  HIC-led incident
[image: ]
[bookmark: _Ref453679270]Figure 5. HIC-led incident
2. [The EHR Solution] Program Office Privacy and Security Team-led security incident
[image: ]
[bookmark: _Ref453679363]Figure 6. [EHR solution]-led incident
If, at any point in the incident management process, the HIC realizes that the incident has resulted in a Privacy Breach, the incident must be handled in accordance with the Privacy Breach Management Policy.
[bookmark: _Toc456171805][bookmark: _Ref456874112][bookmark: _Ref456875582][bookmark: _Toc519063994]Appendix G: Role Definitions & Responsibilities
[bookmark: _Ref456101811]Table 1. HIC Roles & Responsibilities within [the EHR Solution]
	HIC Roles
	Definitions & Responsibilities

	Agent (i.e., End User)
	A person that, with the authorization of the health information custodian, acts for or on behalf of the custodian in respect of PHI. For example, an agent may be an employee or contractor that performs Local Registration Authority functions, or a physician who cares for patients on the HIC’s behalf. 

Responsibilities
· Read and comply with the policies, standards, and procedures set out by the HIC in the protection of sensitive information.
· Read, sign and comply with Appendix B: Confidentiality Agreement Sample  where your organization leverages this. 
· Follow clean desk practices especially in unattended workspaces.
· Lock filling cabinets, when unattended and secure mobile computing devices such as laptops.
· Question unfamiliar individuals entering restricted areas.
· Secure information and computers used outside the office as per the IPC fact sheet Encrypting Personal Health Information on Mobile Devices. 
· Avoid accidently exposing sensitive information through conversations, exposed computer screens and unattended desks.
· Dispose of hard copy personal health information and digital media as per IPC fact sheet Secure Destruction of Personal and Personal Health Information.
· Before sending a fax, confirm the number is still valid and was dialed correctly.
· Only access the system for the purposes of providing care or assisting in the provision of care. 
· Report all security incidents to the security officer. 

	Electronic Service Provider (ESP)/
IT Service Provider/
IT System Administrator
	A person or organization that provides goods or services that enable a HIC to electronically collect, use, modify, disclose, retain or dispose of PHI; and includes a health information network provider. This could be your IT Systems Administrator or a third party provider who provides tech support.

For example, an individual or a company providing IT services to the medical office, such as installing and servicing computers, installing new software and providing network connectivity.
Responsibilities
· Support the HIC in meeting the PHIPA and EHR Security Policy requirements.
· Sign a confidentiality agreement with the practice prior to access to confidential information, where applicable.
· Read the security policy and sign the Appendix B: Confidentiality Agreement Sample where applicable before starting any work. 
· Locate computer(s) in a secure location to minimize the risks of modification, loss, access, theft, view and disclosure by unauthorized individuals,
· Ensure each user is provided a unique user ID and that they select their own password.
· Instruct staff members to use strong passwords that are 8–10 characters long and are a combination of uppercase and lowercase letters, numbers and special characters.
· Enable security features such as passwords and a locked screen saver.
· Install and manage hard drive encryption, where applicable. Refer to the IPC fact sheet Health Care Requirements for Strong Encryption.
· Install security software such as anti-virus, anti-spam, anti-spyware and personal firewall from a reputable vendor and keeping them up- to- date.
· Apply security patches and updates to computers on a regular basis.
· Connect the computers to an uninterruptable power supply (UPS) where required.
· Ensures the security officer responsible for the overall office security understand the security features installed and what actions to take in case of an incident.

	Health Information Custodian (HIC)

	The health information custodian, typically a health care practitioner who has custody or control of personal health information as a result of or in connection with performing the person’s or organization’s powers or duties. 
Responsibilities 
· Safeguard PHI, ensuring it is:
· accurate and up-to-date  for the purposes for which the information is used
· protected against theft, loss and unauthorized use or disclosure
· protected against unauthorized copying, modification or disposal
· retained, transferred, and disposed of in a secure manner
· Notifies patients as soon as possible if the patient’s PHI is stolen, lost or accessed by unauthorized persons.
· Ensures that all Agents and ESPs who have access to [the EHR Solution] have an end user agreement in place that includes confidentiality and accountability provisions.
· Develops, implements, and maintains an Information Security Policy that sets requirements, assigns responsibilities, and demonstrates the organization’s commitment to protecting PHI.
· Designates an Information Security Lead to ensure compliance of all staff as well as Agents and ESPs who have access to [the EHR Solution] Services. 

	Legally Responsible Person (LRP)
	Often a senior executive within the organization, such as the Chief Information Officer. 
Responsibilities
· This person is legally responsible for the enrollment process at their HIC. The LRP is responsible for authorizing Sponsors and LRAs to act on behalf of the HIC in the enrollment and enrollment processes.

	Local Registration Authority (LRA)
	A person who has been authorized by a HIC’s LRP to manage the registration and/or enrollment process for the HIC’s Agents and Electronic Service Providers to obtain access to [the EHR Solution] through the access control processes, procedures, policies, standards, and identity management systems. LRAs are registered with [the EHR Solution] Program or its delegate and enroll and register Agents and Electronic Service Providers on behalf of [the EHR Solution].
Responsibilities
· Register and enroll HIC’s Agents or Electronic Service Providers 
· Verify the identity of the Agent or Electronic Service Provider requesting access.

	Security Officer
	Staff member appointed by the organization with overall responsibility to manage the security program on a day-to-day basis including reporting incidents to [the EHR Solution] Program Office. In an office setting, a security officer can be the nurse, medical office assistant or other health care professional who has been delegated these responsibilities.
Responsibilities
· Ensures ongoing security compliance of your organization
· Communicate with [the EHR Solution] Program Office in the event of an incident. 
· Arrange assistance in leading the investigation, if necessary, and ensure required remediation is completed.
· Ensure the security policy is posted in a prominent place within the office so that it is available to both staff and patients as required.
· Ensure staff and contractors are aware of the security policy and informed on how it should be interpreted and put into action.
· Ensure all staff are trained on their security responsibilities. 
· Where leveraged, collect and file the signed and dated Confidentiality Agreement (see Appendix B: Confidentiality Agreement SAMPLE) from all Agents, staff and Electronic/IT Service Providers.
· Ensure disposal of personal and personal health information meets security standards as given in the IPC fact sheet Secure Destruction of Personal and Personal Health Information.
· Ensure staff have access to a shredding machine to securely dispose of personal health information that is no longer required. 
· Instruct staff how to create strong passwords, one that is easy to remember but difficult to
guess, and never to share their passwords. 
· Ensure that staff understands that they are not to install unauthorized software, connect unauthorized devices to their computers, or use their computers for unauthorized purposes.
· Revoke or suitably adjust (physical, network, system and application) access and change
shared passwords as soon as employees leave or change responsibilities.
· Direct the IT service provider to set up security safeguards on all office computers including strong encryption, security patches and antivirus solutions.
· Ensure the IT service provider provides a written description of the service provided.
· Monitor and perform spot checks on a regular basis to ensure all staff are following the
Security Policy. Take appropriate action if not followed. 

	Sponsor
	Any person who has the authority to authorize the access of agents and Electronic Service Providers to [the EHR Solution]. Typically, LRPs authorize persons such as managers to act as Sponsors; this may also be delegated to a LRA. 
Responsibilities
· Approve access to [the EHR Solution] to those who meet the criteria as outlined in agreements. 



[bookmark: _Ref456874055]Table 2. Roles & Responsibilities within [the EHR Solution] external to the HIC (i.e. often facilitated by eHealth Ontario or its delivery partners)
	External Roles
	Definitions & Responsibilities

	Applicable Oversight Body
	Comprised of senior-level executives who oversee all aspects of [the EHR Solution].
Responsibilities
· Review security related materials such as Threat Risk Assessments and Major Incidents to ensure appropriate action is taken.

	Connecting Security Committee
	The provincial security forum consisting of senior security representatives from across the regions and eHealth Ontario 
Responsibilities
· Responsible for establishing a functional and usable information security governance framework for participating organizations in the EHR.

	Privacy and Security Committee (PSC)
	The Privacy and Security Committee (PSC) is a committee comprised of Agents from participating HICs. 
Responsibilities
· Support the privacy and information security governance structure within [the EHR Solution].

	[The EHR Solution] Privacy and Security Operations Team
	Made up of [the EHR Solution] agents who support [the EHR Solution]’s privacy and security-related activities, initiatives, and processes. 
Responsibilities
· Support privacy and security assessment work
· Support privacy and security incident coordination among HICs and other stakeholders participating in [the EHR Solution]
· Support threat risk assessment work
· Support privacy and security operational work

	Program Office
	[The EHR Solution] Program Office consists of the internal resources and external contracted resources that support the core EHR solution.  
Responsibilities
This group runs a central function which coordinates activities such as new releases, top level privacy and security incident oversight, managing infrastructure and uptime for [the EHR Solution].

	Registration Authority (RA)
	A top level entity that has overall accountability to provide registration and identity management functions. Responsible for registering Local Registration Authorities (LRAs). 
[The EHR Solution] or its delegate will act as the RA for all agents and Electronic Service Providers requesting access to the solution. (i.e. ONE ID acts as the Registration Authority)
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TEMPLATE - Information Security Incident Report for Viewing Sites_v1.1.xlsx
Instructions

		Security Incident Report

		INSTRUCTIONS

		Use this form to document the decisions and action items identified at meetings with the Security Incident Containment Team and the Security Incident Recovery team.

		This form must not contain any personal health information.



		RETENTION

		Once the template is completed, it is retained for 24 months after the Security Incident has been closed.



		NAMING CONVENTIONS

		When saving the entire workbook, consider this format for the naming convention:

		ConnectingOntario-Information Security Incident Report–<Incident No. #######>-<Brief Description> <Version (i.e., DRAFT or FINAL> <date-YYYYMMMDD>)

		E.g., ConnectingOntario-Information Security Incident Report-12930242-Malware Infection-DRAFT 2014Dec12



		When saving an individual worksheet (e.g., IncidentSummaryReport):

		ConnectingOntario–<Name of Worksheet>–<Incident No. #######>-<Brief description> <version (i.e., DRAFT or FINAL> <date-YYYYMMMDD>)

		E.g., ConnectingOntario-IncidentSummaryReport-12930242-Malware Infection-DRAFT 2014Dec12



		Document template can be found in:

		<Enter a secure location on your organization's network, with access controls limited to the Incident Response Team>



		Store completed document in:

		<Enter a secure location on your organizations' network, with access controls limited to the Incident Response Team>







IncidentSummaryReport

		Security Incident Summary Report

		Contact Information of Incident Report (i.e., person who reports incident)

		First and Last Name*				Title (e.g., CPO)

		Business Telephone*				Business Email*

		Facility Name*

Robinson, Allison: (e.g., XYZ Health System)				Site/Hospital Name 

Robinson, Allison: (e.g., ABC Hospital)

		Locations 

		Incident Response Lead Information 

		Was this reported to eHealth Ontario?				eHealth Ontario Ticket Number

		Name of contact person

		Incident Information 

		Incident No.				Ticket Reference No.

		Severity of Incident 				Current Status

		Type of Incident		E.g., denial of service, malicious code, unauthorized access, inappropriate usage

		Description of Incident*

Robinson, Allison: (e.g., how it was detected and what occurred)

		Date Incident Identified* (YYYY-MM-DD)				Time Incident Identified:* (HH:MM in 24hr format)

		Estimated Date Incident Started* 

Robinson, Allison: If unknown, put “unknown”
Use YYYY-MM-DD format				Estimated Time Incident Began* 

Robinson, Allison: If unknown, put “unknown”
Use HH:MM in 24 hr format

		Physical Location of Incident

Robinson, Allison: (e.g., address / site)

						

Robinson, Allison: If unknown, put “unknown”
Use HH:MM in 24 hr format		Source of Incident (if known)

Robinson, Allison: (e.g., hostnames and IP addresses)


		Description of affected Information Resources*


Robinson, Allison: (e.g., networks, hosts, apps, data)Include information systems' hostnames, IP addresses, function, operating system, versions and patch level

		

Robinson, Allison: (e.g., XYZ Health System)		Anti-malware software installed/enabled?*      				Anti-malware software up-to-date?*

		Operating System 		E.g., version, patch level, operating system name

		Estimated technical Impact of Incident

Robinson, Allison:  (e.g., system crashed, application unavailable)*

						

Robinson, Allison: (e.g., ABC Hospital)		Mitigating factors previously in place to prevent/minimize Security Incidents (if any)*

		Actions performed by person who reported the Incident*

Robinson, Allison: (e.g., shut off host, disconnected host from network)

		

Robinson, Allison: (e.g., how it was detected and what occurred)		

Robinson, Allison: If unknown, put “unknown”
Use YYYY-MM-DD format		List of HICs impacted by the Incident (if known)*

		General Comments    

		Containment

		Summary of containment measures taken*



		Recovery Activities 

		List of recommended recovery activities*



		List of implemented remediation activities*



		Evidence

		List of evidence gathered*



		Root Cause/Investigation Details

		Describe the root cause(s) of the Incident*





		* Indicates a mandatory field. If not applicable, enter N/A.
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IncidentNotification

		ConnectingOntario Security Incident Notification

		Incident Information 

		Incident No.		 		Ticket Reference No.		 

		Priority of Incident     		 		Current Status		 

		Type of Incident     		E.g., denial of service, malicious code, unauthorized access, inappropriate usage

		Description of Incident 		 

		Date Incident Identified (YYYY-MM-DD)		 		Time Incident Identified (HH:MM in 24hr format)		 

		Estimated Date Incident Started

Robinson, Allison: If unknown, put “unknown”
Use YYYY-MM-DD format		 		Estimated Time Incident Began

Robinson, Allison: If unknown, put “unknown”
Use HH:MM in 24 hr format		 

		Containment

		Summary of containment measures taken

		 

		Recovery Activities 

		List of recommended recovery activities

		 



		NOTE: All fields are mandatory. If not applicable, enter N/A.
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ContainmentActivities

		CONTAINMENT ACTIVITIES LOG

		Date				Brief Description		 		 		 		 

		Incident #		 				 		 		 		 



		Activity				Responsible		Date Assigned		Target Date for Completion		Status		Date Completed

		1

		2

		3

		4

		5

		6

		7

		8

		9

		10





&G
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RecoveryActivities

		RECOVERY ACTIVITIES LOG

		Date				Brief Description		 		 		 		 

		Incident #		 				 		 		 		 



		Activity				Responsible		Date Assigned		Target Date for Completion		Status		Date Completed

		1

		2

		3

		4

		5

		6

		7

		8

		9

		10





&G
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RootCauseAnalysis

		Root Cause Analysis of Major Incident

		Root Cause/Investigation Details



		Key Questons				Yes or No		Comments/Description

		Was the correct incident severity assigned upon initial assessment?

		Were the correct support teams engaged, along with key stakeholders, at the right time?

		Did teams use established restoration procedures?



		Were all stakeholders’ communications (internal/external) sent out?

		Have all stakeholders’ communications been attached to incident work log?



		Have all system and error logs been attached to the incident work log?

		Were all policies, process steps, and procedures followed?



		Root cause

		Has the root cause been identified?						




		      If Yes, what is the root cause and how was it determined?

		      If No, is there an OPEN/ONGOING investigation for this issue?

		Who owns the investigation?

		Is a root cause analysis meeting required?

		Is this a known error or issue?

		      If Yes, is there a documented workaround in place?

		      If No, a new known error record must be created

		Other Details				Comments/Description

		Associated Incidents (e.g., other HIC incidents, Electronic Service Provider incidents)

		Services Impacted

		Clients Affected

		Issues & Recommendations









		Action Items/Remediation		Task Assignee		Due Date













ContactList

		Security Incident Contact List

		HIC(s) Impacted by the Security Incident

		Security Lead		Address		Email		Phone Number













		Containment Team

		First and Last Name		Role in Containment		Address		Email		Phone Number













		Recovery Team

		First and Last Name		Role in Containment		Address		Email		Phone Number













		Follow Up Team

		First and Last Name		Role in Containment		Address		Email		Phone Number













&G
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DataValidation

		DO NOT DELETE

		Not Started		Priority 1 - Critical		Open						Urgency 1 - Critical

		In-Progress		Priority 2 - High		Resolved						Urgency 2 - High

		Completed		Priority 3 - Medium								Urgency 3 - Medium

				Priority 4 - Low								Urgency 4 - Low

				Impact / Severity 1 - Extensive / Widespread

				Impact / Severity 2 - Significant / Large								Yes

				Impact / Severity 3 - Moderate / Limited								No

				Impact / Severity 4 - Minor / Localized
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Sample: Security Policy for Small Offices

INFORMATION

NOTICE AND DISCLAIMER: This policy was created by eHealth Ontario as a sample for use by health information custodians (HICs) in Ontario that have access to the provincial Electronic Health Record (EHR) Solution and is intended to be used by these HICs to assist them in defining information security responsibilities at their organization. This policy may be used, all or in parts, without restrictions. 

eHealth Ontario and all persons involved in the preparation of this document disclaim any warranty as to accuracy or currency of the document. This document is provided on the understanding and basis that none of eHealth Ontario, the author(s) or other persons involved in the creation of this document shall be responsible for the accuracy or currency of the contents, or for the results of any action taken on the basis of the information contained in this document or for any errors or omissions contained herein. No one involved in this document is attempting herein to render legal, privacy, security, or other professional advice.

1. Purpose 

The Personal Health Information Protection Act, 2004 (PHIPA), which governs the collection, use and disclosure of personal health information (PHI) in Ontario, requires that health information custodians (HICs) take adequate steps to safeguard PHI they collect, use or disclose. The purpose of this policy is to define behavioural controls intended to protect the confidentiality, integrity, and availability of PHI, while limiting the risks of compromised applications/systems, devices, or networks, and legal/regulatory issues to <ENTER HIC NAME>.

This policy is mandatory and by accessing any PHI or any applications/systems, devices, or networks in the custody of, owned, or leased by <ENTER HIC NAME>, users are agreeing to abide by the terms of this policy.

2. Audience

This policy applies to all agents and electronic service providers. 

3. Scope 

This policy applies to all uses of:

· PHI in the custody of <ENTER HIC NAME>.

· Applications/systems (e.g., electronic medical records, shared electronic health record systems, etc.) or devices owned or leased by <ENTER HIC NAME>

· Personal devices used to conduct business on behalf of <ENTER HIC NAME>

· Networks (Wi-Fi, LAN, WAN, etc.) owned or leased by <ENTER HIC NAME>

4. Definitions 

Agent: Anyone who performs services on behalf of a health information custodian, whether they are paid or unpaid. For the purposes of this policy, it includes all employees (full-time, part-time, permanent and temporary), volunteers, contractors, and consultants.

Device: Includes all workstation computers/desktops, laptops, tablets, pagers, mobile phones, printers, fax machines, and scanners/photocopiers.

Credentials: An object that is verified during an authentication transaction to ensure that the bearer is in fact who they claim to be. For the purposes of this policy, it refers to any username and password used to access a device, applications/system, or network.

Electronic Service Provider: A person that provides goods or services for the purpose of enabling a HIC to use electronic means to collect, use, modify, disclose, retain or dispose of PHI, and includes a health information network provider. 

Health Information Custodian (HIC): Any person or organization who is responsible for collecting, using and disclosing personal health information for a patient. HICs include health care practitioners (e.g., facility or private practice), hospitals, psychiatric facilities, pharmacies, laboratories, nursing homes and long-term care facilities, homes for the aged and homes for special care, community care access corporations, ambulance services, boards of health, the Minister of Health and Long-Term Care and the Canadian Blood Services.

Information Technology: Any asset (physical or logical) that is used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information. It includes, but is not limited to, hardware, software, firmware, ancillary equipment, and related resources. 

Personal Health Information: Any data that a HIC collects, uses, or discloses that can be used to identify a client or patient. This includes demographic information, provider name, payment information, substitute decision maker information, OHIP information, visit number, medical history, test and lab results, etc.

5. [bookmark: _Toc216842903][bookmark: _Toc272409032]Principles

5.1. Awareness and Training - An information security-positive culture will be fostered, which may be achieved by implementing awareness and training to help all agents and electronic service providers with access to PHI to understand their information security-related obligations. 

5.2. Access Control – Appropriate logical access controls must be implemented to manage access to PHI. These controls must ensure that only:

5.2.1. Authorized agents and Electronic Service Providers are granted access to PHI and that personal accountability is assured.

5.2.2. Authorized devices are granted access to applications/systems and networks.

5.2.3. The least amount of privileges is provided to authorized agents, electronic service providers, applications/systems and devices to perform their duties. 

5.3. Application/Systems, Devices, and Networks – Controls must be implemented to secure applications/systems, devices, and networks, and establish procedures to secure their ongoing management and operation.

5.4. Assurance – Privacy and security risks and areas of non-compliance must be identified and mitigated. Auditing and monitoring activities on agents and Electronic Service Providers who have access to PHI must be performed to ensure compliance. 

5.5. Electronic Service Providers – Controls must be in place to govern Electronic Service Providers who have access to PHI in order to protect and maintain confidentiality, integrity and availability of PHI.

5.6. Information Security Incident Management - An information security incident management process must be implemented to identify and resolve incidents quickly and effectively, while minimizing their impact and reducing the risk of similar incidents from occurring. 

5.7. Protection of PHI – Tools or procedures must be implemented to ensure that appropriate methods exist to communicate PHI securely (e.g., through the use of encrypted email). 

6. Policy Requirements

INSTRUCTIONS: Policy requirements in this section that appear in black have corresponding requirements for HICs in the EHR security policies. Requirements in purple do not have corresponding requirements for HICs in the EHR security policies, but are still considered best practice. 

General

6.1. Only use your assigned user ID and password (“credentials”) when accessing any application/system (including shared systems), device, or network resource.  

6.2. Never allow another person to user your credentials. You are accountable for any actions performed using your credentials. 

6.3. Never disable, override or willfully bypass any security control on any application/system (including shared systems), device, or network resource.

6.4. Never attempt to exploit any suspected security weakness on any system, device, or network–even to explore that such a weakness may exist—unless it is part of your assigned job duties or responsibilities and you are explicitly authorized to do so. 

6.5. Never knowingly perform an act that will interfere with the normal operations of any shared system, or try to disrupt that system, either by intentionally making the system unavailable, or by affecting the integrity of the data being stored in or processed by that system.

Personal Use

6.6. Incidental personal use of email and the Internet is permitted, as long as it does not interfere with the normal performance of those devices or the network, and does not interfere with your job-related duties and responsibilities. 

Protecting PHI

6.7. Only access PHI if you are required to do so and it is necessary to do so (e.g., to provide or assist in the provision of healthcare).

6.8. When accessing shared systems that provide access to PHI, abide by their terms and conditions.

6.9. Use only approved devices and tools to view, access, collect, or dispose of PHI.

6.10. Only store PHI on approved devices or storage networks, and only store the minimal amount of PHI necessary on any encrypted portable storage media (e.g., an encrypted USB stick). 

6.11. Never take a picture of PHI (e.g., with a camera or cellphone).

6.12. Never discuss PHI with any person that does not have a need-to-know or is not authorized to know the information. Prior to disclosing PHI, if you are uncertain about the person’s identity, ask them to provide you with information that can be used to verify their identity.

6.13. Never discuss PHI in public areas, including elevators, as it may be easily overheard by those who do not have a need-to-know. Even in the office, be mindful of eavesdropping. 

6.14. Lock up PHI in any form (e.g., locking paper or portable storage media containing PHI in a cabinet) when left unattended in an unsecured area, especially when the office or area is vacated. 

6.15. Lock your screen (e.g., by pressing ctrl + alt + delete and selecting “Lock this computer” on a Windows workstation) when leaving your computer unattended and remaining logged into an application/system (including shared systems) that provides access to PHI. 

6.16. Always ensure that paper documents containing PHI are shredded or placed in a secure shredding receptacle when they are no longer needed.

Email

6.17. Use caution when opening email attachments received from unknown senders, as these may contain malware. 

6.18. Only use the email account provided to you when sending/receiving PHI to/from patients, health information custodians, or other relevant parties. Never use external email accounts (e.g., Hotmail, or Gmail).

6.19. Either encrypt emails that contain PHI, use a secure file transfer solution, or use a secure email system approved by <ENTER HIC NAME>.

Printing, Faxing, and Photocopying 

6.20. Retrieve paper that contains PHI from the printer immediately.

6.21. Confirm the phone number prior to faxing a document that contains PHI and verify that it was dialed correctly.

6.22. Ensure that you do not leave original materials in photocopiers or fax machines.

Social Media

6.23. Consider everything that you post online as public, even if privacy controls have been added to restrict access to your social media account.  

6.24. Always be professional. Never post anything that could damage the reputation of <ENTER HIC NAME> or any of your colleagues. 

6.25. Never, either expressly or implicitly, attribute personal statements, opinions or beliefs to <ENTER HIC NAME> when posting online.

6.26. Never post any type of PHI (even if you do not include personal identifiers, such as a patient’s name). 

6.27. Refrain from “friending” or “following” patients unless a prior personal relationship pre-dates your employment at <ENTER HIC NAME> or the patient’s treatment at <ENTER HIC’S NAME>.

6.28. Do not post content considered to be discriminatory, disparaging, defamatory, harassing, or that can create a hostile work environment. An agent’s after-hours use of social media may lead to disciplinary action or termination if such use is found to tarnish the image of <ENTER HIC’s NAME> or the image of its agents or electronic service providers.

Creating and Protecting Passwords 

Passwords are the first line of defense in protecting access to electronic PHI and other sensitive electronic information. However, they are only effective if they are too difficult to guess by another person, and kept a secret. 

6.29. Always create passwords that are at least eight characters long and include at least three of the following:

· One number

· One uppercase letter

· One lowercase letter, or 

· One special character.  

6.30.  Never create passwords that include:

· All or part of your ID.

· Easily obtained personal information about yourself (e.g., names of family members, pets, birthdays, anniversaries, or hobbies). 

· Three consecutive characters (e.g., “AAA”).

6.31. Use phrases (e.g., "IL0v3It@ly)”, where possible, when creating passwords.

6.32. Choose passwords that are easy to remember but difficult to guess by someone else.

6.33. Never change passwords in an easily recognized pattern (e.g., changing the number at the end of a password, such as changing “IL0v3It@ly1” to “IL0v3It@ly2”).

6.34. Ensure that your passwords are different from password(s) used for personal accounts (e.g., personal email or personal banking, etc.).

6.35. Commit your passwords to memory. Avoid keeping a record of your passwords (e.g., on paper, or stored on in a file), unless it:

· Can be stored securely, and

· Does not indicate the associated ID or the system for which it is used.

6.36. Keep your passwords a secret. Never tell anyone your password.

6.37. Immediately change your password if you suspect that someone else may know your password, and notify <ENTER BREACH/INCIDENT POINT OF CONTACT>.  

6.38. Do not include your credentials ID in any automated sign-on process (e.g., saving it in a browser).

6.39. Always change any password that is provided to you at initial login. 

Working Remotely

6.40. Follow the proper procedures to disconnect from any application or system (including shared systems) that provides access to PHI (e.g., use the disconnect option rather than simply closing the application).

6.41. Never access any application or system (including shared systems) to provide access to PHI in an area where unauthorized individuals can view the information (e.g., Internet cafés, public transit, and other non-private settings).

6.42. Never leave your mobile device that has the ability to access PHI, unattended in a public place. 

6.43. When required to leave your mobile device in a vehicle, lock it in the trunk or place it out of view before getting to your destination. If you get to the destination before securing the device you should take it with you instead.

6.44. Ensure that if personal health or personal information is downloaded onto your mobile device, the location where the data is stored is encrypted or the device utilizes full disk encryption.   

Reporting Privacy Breaches and Security Incidents 

6.45. Examples of privacy breaches and security incidents include, but are not limited to:

· Unauthorized disclosure of PHI

· Theft or loss of information technology that contains PHI, even if it is encrypted

· Virus or malware infection 

· Attempts (either failed or successful) to gain unauthorized access to any form of PHI (paper or electronic)  

· Compromised password (i.e., another individual knows your password)

6.46. Immediately report suspected or confirmed privacy breaches or security incidents to <ENTER POINT OF CONTACT>. 

6.47. Provide your full cooperation with any information security incident investigation.

Cryptography 

6.48. Only use [the EHR Solution] approved cryptographic algorithms for connections established with [the EHR Solution]. A list of approved cryptographic algorithms can be found in Appendix A: Approved Cryptographic Algorithms. 

6.49. Ensure that each cryptographic key or key component has the fewest number of key custodians necessary. 

Electronic Service Provider 

6.50. HICs should identify Electronic Service Providers and categorize them according to supplier type (e.g., application service provider, network service provider, storage service provider, etc.) and criticality of the services they provide. 

6.51. HICs should maintain formal documentation of the:

· Technical and organizational relationship covering the Electronic Service Provider’s roles and responsibilities under the Personal Health Information Protection Act and its regulation (PHIPA) and under the HIC’s privacy and information security policies and procedures

· Roles and responsibilities for implementing, maintaining and supporting the information systems or services that the Electronic Service Providers are required to fulfill

· Service goals 

· Expected deliverables,  and 

· Representatives of Electronic Service Providers. 

6.52. Formal documentation may include contracts, agreements and service levels.

6.53. HICs must assess the potential information security and privacy risks posed by all new Electronic Service Providers to [the EHR Solution] prior to engaging in a contractual relationship with that Electronic Service Provider. 

6.54. HICs must define and document all information systems and services to be provided by new Electronic Service Providers or on renewal of service agreements. Service agreements should specify: 

· Roles and responsibilities under PHIPA and under the privacy and information security policies and procedures implemented in respect to [the EHR Solution] 

· Roles and responsibilities for implementing, maintaining and supporting the information systems or services to be provided 

· The level of criticality of the service 

· The dates and times when the service is required 

· The capacity requirements of systems and networks 

· Maximum permissible down-time and service level objectives 

· Service level reports and frequency 

· Critical timescales (e.g., the timescale beyond which a loss of service would be unacceptable to the HIC) 

· The penalties to be imposed in the event the Electronic Service Provider fails to deliver the pre-agreed level of service or fails to fulfill its roles and responsibilities, and 

· Minimum information security and privacy controls. 

6.55. HICs must require new Electronic Service Providers to implement applicable information security and privacy controls prior to the Electronic Service Provider being granted access to [the EHR Solution].

6.56. HICs should establish a consistent method for handling the termination of relationships with Electronic Service Providers, which may include: 

· Designating agents responsible for managing the termination 

· Revocation of physical and logical access rights to the organization’s information, and 

· Secure return, transfer or destruction of all assets (e.g., back-up media storage, documentation, hardware, and authentication devices). 

Information and Asset Management Standard 

6.57. HICs must ensure that all PHI that is transmitted to [the EHR Solution] Program Office or [the EHR Solution] is done in a secure manner (e.g., through the use of secure email, encryption, or virtual private network tunnel). 

Information Security Incident Management Standard 

6.58. HICs must implement an information security incident (“incident”) management process that covers all phases of the incident management process to deal with incidents related to [the EHR Solution]: 

· Identification/Triage

· Response

· Recovery, and 

· Follow-up  

(See Appendix I: Information Security Incident Management Process diagram)

6.59. If at any point in the incident management process a HIC realizes that the incident has resulted in a privacy breach, then the incident must be handled in accordance with the Privacy Breach Management Policy. 

[bookmark: _Toc453070291]Identification/Triage

6.60. HICs must establish a point of contact to which actual or suspected incidents related to [the EHR Solution] are reported. Most often, the point of contact is a service desk. 

6.61. HICs must ensure that their agents and Electronic Service Providers are aware of their responsibility to immediately report actual or suspected incidents. 

6.62. The point of contact must generate an incident ticket or log for all reported incidents related to [the EHR Solution]. At a minimum, the incident ticket must contain the following elements:

· The time and date of the reported incident 

· The name and contact information of the agent or Electronic Service Provider that reported the incident 

· Details about the reported incident, (e.g., type and how it was detected)

· Any impacts of the reported incident, and 

· Any actions undertaken to contain the incident either by the agent or Electronic Service Provider that reported the incident or the point of contact. 

6.63. HICs must appoint an incident response lead or team who is responsible for initiating the triage, response, recovery  and follow-up activities for incidents related to [the EHR Solution] Program or [the EHR Solution]. The incident response lead or team may be the same as the point of contact. 

6.64. The point of contact must send all incident tickets related to [the EHR Solution] Program or [the EHR Solution] to the incident response lead or team to review the incident ticket and any supporting information to verify whether or not an incident has occurred.

6.65. The incident response lead or team must classify all actual incidents related to [the EHR Solution] according to severity (See Appendix B: Incident Severity and Priority Ratings for severity ratings)

6.66. The incident response lead or team must initiate an incident report related to [the EHR Solution] Program or [the EHR Solution]. (See Appendix C: Incident Report Details). 

6.67. HICs must ensure that their incident management process requires the incident response lead or team to notify [the EHR Solution] Program Office Privacy and Security Team by email or telephone and any affected HICs by the end of the next business day of confirmed incidents that are classified as Severity 1 or Severity 2 according to Appendix B: Incident Severity and Priority Ratings. 

6.68. At a minimum, the notification must contain the following elements:

· The time and date of the reported incident 

· The name and contact information of the agent or Electronic Service Provider that reported the incident 

· Details about the reported incident (e.g., type and how it was detected) 

· Any known or suspected impacts of the reported incident, and 

· Any actions undertaken to contain the incident either by the agent or Electronic Service Provider that reported the incident, the point of contact, or the incident response lead or team. 

6.69. If an incident that originates at a HIC affects multiple HICs or [the EHR Solution], [the EHR Solution]

6.70. Program Office may assume leadership of the incident management activities.

6.71. The team that leads the incident management activities (e.g., HIC or [the EHR Solution] Program Office) must notify the Connecting Security Committee and the Applicable Oversight Body: 

· Within 72 hours of notification for any incident related to [the EHR Solution] and classified as a Severity 1 or 

· Within one week of notification for any incident related to [the EHR Solution] and classified as a Severity 2. 

6.72. HICs should prioritize incidents related to [the EHR Solution] in accordance with their severity rating. 

[bookmark: _Toc453070292]Response

6.73. [bookmark: _GoBack]The incident response lead or team must take steps to limit the scope and magnitude of an incident. Mitigation or containment activities may include:

· Backing up the information system 

· Discontinuing operations 

· Changing passwords or modifying access control lists on the compromised information system, or 

· Restricting connectivity. 

6.74. NOTE: Depending on the severity of an incident it may be necessary to activate the organization’s business continuity plans.  

[bookmark: _Toc453070293]Recovery

6.75. HICs must remediate affected information systems so that they return to full and normal operations.  Remediation activities may include: 

· Eradicating the cause of the incident (e.g., removing malware) 

· Restoring and validating the information system 

· Deciding when to restore operations, and

· Monitoring information systems to verify normal operations without further information system or data compromise. 

[bookmark: _Toc453070294]Follow-up 

6.76. HICs must investigate incidents related to [the EHR Solution] to identify the cause of the incident (e.g., by performing a root causes analysis.) 

6.77. Once an incident related to [the EHR Solution] Program or [the EHR Solution] has been resolved (e.g., all remediation activities have been implemented and affected information systems and information technology have returned to full and normal operations), the incident response lead or team must complete the incident report. During longer investigations led by HICs, [the EHR Solution] Program Office or affected HICs may request status updates on the incident investigation in the interim.

6.78. HICs must archive their incident reports related to [the EHR Solution] for a minimum of 24 months. 

6.79. HICs must provide [the EHR Solution] Program Office and impacted HICs with an incident report related to [the EHR Solution] within 72 hours of the incident report being requested. 

6.80. The final incident reports should be reviewed by the Connecting Security Committee and if necessary the Applicable Oversight Body. 

6.81. HICs should implement a mechanism to review their incidents related to [the EHR Solution], at a minimum, monthly to identify trends and to determine whether any preventative actions can be taken to reduce the likelihood of similar incidents from occurring in the future. 
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6.82. HICs should develop procedures for collecting evidence for the purposes of disciplinarily or legal action against agents or Electronic Service Providers. These procedures should require: 

· Forensics work to be performed on copies of the evidential material 

· The creation of copies be witnessed

· Details of the creation be logged, including: 

· When and where the copying process was executed 

· Who performed the copying activities, and 

· Which tools or programs were utilized for the copying process

· The integrity of all evidential material is protected. 

[bookmark: _Toc453070296]Local Registration Authority Practices Standard

6.83. Organizations using ONE ID as their Identity Provider will need to follow the specific procedures established by ONE ID. 

[bookmark: _Toc453070297]Assigning/Modifying the Status of a Local Registration Authority (LRA)

6.84. Each HIC must ensure that a Legally Responsible Person (LRP) or their delegate identifies at least one or more persons to act as a LRA to manage the enrollment of its agents and Electronic Services Providers who require access to [the EHR Solution].

6.85. The LRP must ensure that a new LRA: 

· Has the time and resources required to perform the duties  

· Is stable in his or her current position (not subject to reassignment) 

· Meets Level 2 assurance qualifications according to the Federation Identity Provider Standard, and 

· Understands the importance of policy/standard adherence, especially privacy and information security. 

6.86. Modifications to the status of an approved LRA may be based on a request from the LRP, or at the discretion of the RA if it is suspected or discovered that the LRA is non-compliant with relevant policies, procedures or agreements.

6.87. If the status of a LRA is revoked or suspended, the LRP must submit a request to lift the suspension before the status may be reinstated. 
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6.88. The LRA must verify the identity of each agent or Electronic Service Provider requesting access to [the EHR Solution]. However, agents or Electronic Service Providers whose identities have already been verified by the HIC in accordance with [the EHR Solution]’s Level 2 assurance requirements do not need have their identities revalidated. The LRA must still ensure that the individual that requested access is the one who was authorized.

6.89. The LRA must retain a copy of all requests to enroll an agent or Electronic Service Provider with access [the EHR Solution].

6.90. Once access to [the EHR Solution] has been revoked, agents or Electronic Service Providers must re-enroll in order to have their access to [the EHR Solution] reinstated. 

6.91. Refer to Appendix D: Enrolling an Agent or Electronic Service Provider with Access to [the EHR Solution] for the process of enrolling new agents or Electronic Service Providers with access to [the EHR Solution]. 
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6.92. The LRP must identify a named person(s), group(s), or role(s) that has the authority to act as a Sponsor. 

6.93. The Sponsor must only provide access to [the EHR Solution] clinical components to Agents whose purpose of access is to collect PHI for providing or assisting in the provision of healthcare. 

6.94. Examples of end-users who may meet the criteria of providing healthcare or assisting in the provision of healthcare, may include, but are not limited to: 

· Regulated health professionals who see patients

· Residents providing care to patients 

· Administrative staff who pull charts for physicians 

· Ward clerks who review results to flag abnormals for physicians

6.95. The Sponsor must only provide access to [the EHR Solution] administration components to Agents and Electronic Service Providers whose purpose of access is to:

· Provide support for defined and permitted functionality within the administration roles of [the EHR Solution] (e.g., Privacy Officers, System Administrators, Agents and Electronic Service Providers) must not be granted access to functionality intended for those providing health care or assisting in the provision of health care (e.g., Clinicians). 

6.96. For example, system administrators may require access to error queue management functionality to correct and process messages, privacy officers may require access to privacy reports to generate audit reports, data mapping specialists may require access to the terminology mapping functions to map codes and terminologies. These individuals must not be granted access to functionality intended for those providing healthcare or assisting in the provision of health care (e.g., clinicians).

6.97. Sponsors must not provide access to [the EHR Solution] if access is requested for purposes other than providing or assisting in the provision of healthcare, e.g., providing access for the purposes of: 

· Program planning, evaluation, or monitoring 

· Risk or error management {2.8.2}

· Improving the quality of care, programs, and services

· Education and training (unless the individual is a student or resident who requires access to provide care) 

· For processing payments. Sponsors must not provide access to [the EHR Solution] if access is requested for the purpose of research. 

6.98. If an agent or Electronic Service Provider has multiple roles (e.g., is both a clinician and a risk manager), the Sponsor may assign that person with access to [the EHR Solution] for the purposes of collecting PHI for providing or assisting in the provision of health care and must ensure that the end user understands their permissions and obligations. 

Network and Operations Standard

[bookmark: _Toc453070301]Network Zones

6.99. HICs should implement network zones and manage these network zones in a manner that observes the separation of different computing environments. The segregation of networks may be based on criteria, such as: 

· The classification of information transmitted on the network. 

· The level of assurance required. 



6.100. HICs should control traffic between networks zones by using a security gateway at the zones’ perimeter. 
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6.101. HICs should implement a process to review security gateway configurations at least annually. The process should ensure the: 

· Review of the rule sets on their security gateways

· Removal of expired or unnecessary rules

· Resolution of conflicting rules, and 

· Removal of unused or duplicate objects (e.g., network or computer systems).
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6.102. Malware detection and repair software or equivalent solution should be implemented on HIC-approved tools, processes and workstations to protect from malicious code. Alternative solutions may include application whitelisting or utilization of thin client implementations which restrict writeable capabilities. Questions regarding the appropriateness of alternative solutions should be directed to the Security lead for [the EHR Solution] which can be put forward to the Connecting Security Committee. 

6.103. HICs should keep their malware detection and repair software up-to-date. 

Physical Security Standard

6.104. HICs must implement physical security perimeters to protect identity provider services and data contribution endpoints from unauthorized physical access and environmental damage.

6.105. HICs should ensure that highly sensitive facilities (i.e., buildings or storage areas that house identity provider services and data contribution endpoints) are protected against unauthorized physical access. Methods for preventing physical access may include:

· Fitting vulnerable doors and windows with locks or bolts.

· Installing and monitoring closed-circuit television (CCTV).

· Employing security guards.

· Installing intruder detection systems on external doors and testing accessible windows regularly.

6.106. HICs must ensure that highly sensitive facilities that house identity provider services and data contribution endpoints are not accessible to the public. Details about highly sensitive facilities should be kept confidential (e.g., by using discrete signs or excluding details from directories or telephone books). 

6.107. HICs should ensure that visitors to highly sensitive facilitates are: 1.4.1. Permitted physical access only for specific, authorized purposes. 

· Monitored by recording arrival and departure times. 

· Obliged to wear visitor badges at all times. 

· Supervised at all times. 

· Made aware of behaviour or actions that are prohibited (e.g., filming or photography). 

6.108. HICs should ensure that data contribution endpoints and identity provider services are protected from power failures and other disruptions caused by failures in supporting utilities (e.g., electricity, water supply, heating/ventilation, and air-condition). 

6.109. HICs should ensure that power cables to highly sensitive facilities hosting the data contribution endpoints and identity provider services are protected. Methods of protection may include:

· Segregating them from communications cables to prevent interference. 

· Concealed installation.

· Locked inspection/termination points. 

· Alternative feeds or routing. 

· Avoidance of routes through public areas.

6.110. HICs must ensure that the power supply for data contribution endpoints and identity provider services are protected and meet vendor requirements. Methods of protection may include: 

· Using uninterruptible power supply (UPS) devices that have enough battery capacity to support an orderly shutdown. 

· Installing surge protection equipment. 

· Providing back-up electricity generators in the event of an extended power supply. 

· Installing emergency lighting in case of main power failure. 

· Locating emergency power-off switches near emergency exits to facilitate rapid power-down in case of an emergency. 

· Meeting the vendor-specified requirements for cooling, heating, humidity and air quality.

6.111. Telecommunications cabling used to transmit information that supports data contribution endpoints and identity provider services must be protected from interception or damage. Methods of protection may include: 

· Installation of armoured conduit, and locked rooms or boxes at inspection and termination points.

· Use of alternative routings and/or transmission media.

· Use of fibre optic cabling.

· Use of electromagnetic shielding to protect the cables.

· Placement of redundant links.

· Initiation of technical sweeps and physical inspections for unauthorized devices being attached to the cables.

· Controlled access to patch panels and cable rooms.

6.112. HICs should ensure that highly sensitive facilities hosting data contribution endpoints and identity provider services are protected from natural and man-made hazards (e.g. in an area with a low risk of flooding, fire, explosion, or damage from neighbouring activities). 



6.113. HICs should minimize the impact of hazards in highly sensitive facilities hosting data contribution endpoints and identity provider services by: 

· Locating fire extinguishers so that minor incidents can be tackled without delay. 

· Training agents, and where appropriate Electronic Service Providers, in the use of fire extinguishers, other emergency/safety equipment, and in emergency evacuation procedures. 

· Monitoring and controlling the temperature and humidity. 

6.114. HICs should ensure that fire alarms in highly sensitive facilities hosting data contribution endpoints and identity provider services are monitored continuously, tested regularly and serviced in accordance with manufacturer specifications. 

6.115. HICs should ensure that existing data centre facilities and those being acquired by lease, purchase, or construction hosting data contribution endpoints and identity provider services are periodically assessed to ensure that physical security controls are in place to physically protect the information stored or processed in that data centre. 

6.116. HICs should layer physical security zones in data centres hosting data contribution endpoints and identity provider services to provide for defence in depth protection. 

6.117. HICs must ensure that physical access points in data centres hosting data contribution endpoints and identity provider services, such as delivery and loading areas and other points where unauthorized persons may enter the premises are controlled and, if possible, isolated from areas that house highly sensitive information systems to avoid unauthorized physical access. 

6.118. HICs should require their agents and Electronic Service Providers to obtain approval before leaving the data centre premises with technology used to operate identity provider services and data contribution endpoints. 



7. Roles and Responsibilities

Agents and electronic service providers 

7.1. All agents and electronic service providers must read and comply with the section 6 (“Policy Requirements”) of this policy. 

<ENTER HIC NAME>

7.2. <ENTER HIC NAME> must designate an Information Security Lead to ensure compliance with this policy and any other applicable security policies, standards, and supporting documents.

Information Security Lead

7.3. The Information Security Lead must: 

7.3.1. Develop, implement and maintain an information security policy and ensure compliance with the policy.

7.3.2. Ensure that all agents and electronic service providers are appropriately informed of their information security responsibilities.

7.3.3. Ensure that all agents and electronic service providers who have access to PHI, agree to an end user agreement that includes confidentiality provisions, before being provided with access to PHI.

7.3.4. Hold all individual agents and electronic service providers accountable for unauthorized or inappropriate access, collection, use, disclosure, disposal, destruction, modification, or interference of PHI, or any application/system (including shared systems), device, or network that is used to collect, access, or store PHI.

8. Exceptions

Any exceptions to this Policy must be approved by <ENTER APPROVAL BODY>, who will authorize exceptions only where there is clear justification to do so and only to the minimum extent necessary to meet the justified need. 

9. Enforcement	

<ENTER HIC NAME> may monitor applications/systems, devices, and network traffic at any time to ensure compliance with this policy. All instances of non-compliance will be reviewed by <ENTER APPLICABLE BODY>.  

The <ENTER APPLICABLE BODY> has the authority to impose disciplinary actions, up to and including termination of employment or contractual agreement.

10. References	

Legislative

· PHIPA, ss. 12, 13 and Part V.1 

· Ontario Regulation 329/04, s. 6  

11. Document Control

Version Number: <ENTER VERSION No.>

Approval Date: <ENTER APPROVAL DATE>




Appendices 

Appendix A: Approved Cryptographic Algorithms

		Algorithm

		Minimum Key Length

		Appropriate Usage



		Symmetric Key Algorithms



		AES 

		128-bits

		Data encryption: 

Session

Storage

· Backup 

· Archival

		Key encryption: 

Session 

Storage 

· Backup

· Archival 



		Skipjack

		80-bits, with 32 iterations



		Data encryption: 

Session

Storage

· Backup 

· Archival, < 5 years



		Triple DES

		112-bits 



		Data encryption: 

Session

Storage

· Backup

· Archival

		Key encryption: 

Session 

Storage 

· Backup

· Archival



		Asymmetric Key Algorithms



		Elliptic Curve

		160-bits 

		Data encryption: 

Session

Storage 

· Backup

· Archival 

Digital Signature

		Key encryption: 

Session

Storage 

· Backup 

· Archival 

Session key establishment



		RSA

		2048-bits

		Data encryption: 

Session

Storage

· Backup 

· Archival 

Digital Signature

		Key encryption: 

Session

Storage

· Backup

· Archival 

Session key establishment



		MACs and Hashes



		AES MAC 

		128-bits

		Message authentication



		MD5[footnoteRef:1] [1:  All new implementations of MACs and hashes must not be based on MD5.] 


		128-bits, with 16 iterations

		Message authentication and message digest



		SHA-1[footnoteRef:2] [2:  All new implementations of MACs and hashes must not be based on SHA-1.] 


		Not applicable.

		Message authentication and message digest



		SHA-2

		Not applicable

		Message authentication and message digest



		TDES (Triple DES) MAC

		112-bits

		Message authentication



		Digital Signatures



		DSA (Digital Signature Algorithm)

		1024-bits

		Digital Signature



		Elliptic Curve DSA

		160-bits

		Digital Signature



		RSA DSA

		2048-bits

		Digital Signature



		Digital Certificates



		X.509 v3 compliant

		N/A

		Binds a public key with a specific identity.



		Key Transport/Agreement Algorithms



		Diffie-Hellman

		1024-bits

		Digital Session key establishment



		Elliptic Curve Diffie-Hellman

		160-bits

		Digital Session key establishment



		Cryptographic Protocols



		TLS 1.1 and higher

		N/A

		Protocol to authenticate and encrypt communication between authenticated parties.
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Severity Ratings

		Severity

		Category and Description

		Recommended Maximum Time Frames



		

		

		Triage

		Containment

		Recovery



		1

		Critical

Critical or multiple sites down

Loss of service poses substantial risk to participating HICs

Posing a public health safety, privacy or security risk

Causing significant adverse impact affecting a large number of internal and/or external systems, e.g. large scale malware outbreak.

Immediate response and restore – “all hands on deck”.

		30min

		6hrs

		72hrs



		2

		High

Single, critical site down

Loss of non- mission-critical service 

Help desk unavailable

Remedy Failure

Service degradation affecting HICs.

Response/restore as quickly as possible - within one business day

		2hrs

		12hrs

		24hrs



		3

		Medium

Application or physical component slowdowns

Minor technical or function problems

Application or component failure affecting single client

Restore within the next few business days

		4hrs

		36hrs

		48hrs



		4

		Low

Minimal impact, not time- critical, or work-around exists.

Restore within a week

		24hrs

		36hrs

		15 days
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The following details are required in an information security incident report:

1. Contact Information of the agent or Electronic Service Provider that reported the incident,  AND the incident response lead or team

· Name

· Unit (e.g. department, division, team) (if applicable)

· Email address

· Phone number

· Location (e.g. mailing address, building and room number)

1. Incident Details

· Date/time when the incident was discovered

· Estimated date/time when the incident started

· Incident ticket number

· Type of incident (e.g. denial of service, malicious code, unauthorized access,  inappropriate usage)

· Physical location of the incident (e.g. city)

· Current status of the incident (e.g. ongoing attack)

· Source/cause of the incident (if known), including hostnames and IP addresses

· Description of the incident (e.g. how it was detected, what occurred)

· Description of affected resources (e.g. networks, hosts, applications, data), including information systems’ hostnames, IP addresses, and function

· Operating system, version, and patch level

· Antivirus software installed, enabled, and up-to-date (yes/no)

· Mitigating factors

· Estimated technical impact of the incident (e.g. data deleted, system crashed, application unavailable) 

· Actions performed by the agent or Electronic Service Provider who reported the incident (e.g. shut off host, disconnected host from network)

· Other organizations contacted (e.g. software vendor)

· Type of information compromised (if applicable)

1. General Comments[footnoteRef:3] [3:  Recommended but not required.] 


1. Summary of the Incident

1. Contact information for all involved parties

1. Log of containment/mitigation actions taken by incident response lead/team

1. List of evidence gathered

1. Cause of the Incident (e.g. misconfigured application, unpatched host)

1. List of recommended and implemented remediation activities

1. Current Status of the Incident Response

[bookmark: _Toc459389322][bookmark: _Toc459815885][bookmark: _Toc494874076]Appendix D: Enrolling an Agent or Electronic Service Provider with Access to [the EHR Solution]

The following is the process for enrolling an agent or Electronic Service Provider with access to [the EHR Solution] where that agent or Electronic Service Provider’s identity has already been validated (e.g. via the HIC’s on-boarding process). The example below implies a paper based process however an electronic workflow could be used depending on the Identity Provider practices.

		Stage

		Responsibility

		Description



		1

		Agent or Electronic Service Provider

		Requests access to [the EHR Solution]. (HICs may decide the manner in which this is performed, e.g. through a service request or via email directly to LRA).

At a minimum, the request should contain the agent or Electronic Service Provider’s:

· Full Name

· Role/Job Title

· User ID

· Proof of Sponsor’s approval

· Reason for access



		2

		LRA

		Reviews the request, and if all necessary information is provided, processes the request.



		3

		LRA

		If approved: 

· Sends the request to the local help desk or utilizes the necessary interface to provide the agent or Electronic Service Provider with access to [the EHR Solution].

If denied:

· Sends an email to the Sponsor and Agent or Electronic Service Provider explaining the reason for the request being denied.

Stores a copy form request. 
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Social Insurance cards and provincial health cards are NOT acceptable forms of identification.

Under the Photo and Expiry Dates columns, “Unknown” means that the document may or may not contain a photo or expiry date depending on the origin or version of the document.

Primary Identity Documents

		Government Document Type

		Photo?

		Expiry Date?



		Driver’s License (including graduated driver’s license)

		Yes

		Yes



		Canadian Passport

		Yes

		Yes



		Certificate of Canadian Citizenship (paper document or plastic card but excludes commemorative issue)

		Yes

		No



		Birth Certificate issued by a Canadian Province or Territory

		No

		No



		Canadian Certificate of Birth Abroad

		No

		No



		Canadian Certificate of Indian or Metis Status

		Yes

		No



		Canadian Permanent Resident Card

		Yes

		Yes



		Statement of Live Birth from Canadian Province (Certified Copy)

		No

		No



		Certification of Naturalization (paper document or plastic card but excludes commemorative issue)

		No

		No



		Citizenship Identification Card issued by a foreign jurisdiction where these exist (e.g. Mexico, Europe)

		Unknown

		Unknown



		Confirmation of Permanent Resident (IMM 5292)

		No

		Yes



		CANPASS 
(A Remote Area Border Crossing permit allowing the bearer to cross into Canada at certain remote areas without reporting to a port of entry as long as imported goods are declared)

		Yes

		Yes



		Nexus 
(A cross-border express pass available to low risk individuals who have passed a stringent Canadian and American security check including a fingerprint biometric, photograph and personal interview with immigration officials. In order to maintain this pass, the individual must reapply every two years.)

		Yes

		Yes



		Firearm Registration License

		Yes

		Yes



		Firearm Registration License

		Yes

		Yes



		A valid Passport issued by a foreign jurisdiction.

		Yes

		Yes



		Immigration Canada - Refugee Claimant ID Document

		Yes

		Yes



		Ontario Photo Card

		Yes

		Yes
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Instructions

Use this form to document the Electronic Service Providers (ESPs) your organization has service relationships with, as well as updating those that become obsolete or retired. This form must not contain any personal health information.

Retention

Once the template is completed, it should be retained for as long as your organization has service provider relationships in place or as required by your organization’s record keeping policies.

Yearly Updates

It is suggested that every year, you review your organization's list of service providers and reflect any changes in this template. Enter new service provider relationships into the template when their service begins.

Store completed document in:



<Enter a secure location on your organizations' network, with access controls limited to those who require the information.>
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Electronic Service Providers

		Deliverables

		Criticality of service

		Access to PHI?

		Service goals

		Contact name

		Contact #

		Contract agreement

		Review date

		Suggested review date

		Status 



		E.g., Application support

		Choose an item.		Choose an item.		E.g., 24x7; M-F, 9-5pm, etc.

		

		1-800-345-6789

		

		July 1, 2016

		July 1, 2017

		Choose an item.

		

		Choose an item.		Choose an item.		
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