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Glossary

Term Definition

BCP Business Continuity Plan

BPMH Best Possible Medication History

CDPS Comprehensive Drug Profile Strategy

DHDR Digital Health Drug Repository

EHR Electronic Health Record

DR Disaster Recovery

EMR Electronic Medical Record

HIC Health Information Custodian as defined by PHIPA
MOHLTC or ministry Ministry of Health and Long-Term Care

NMS Narcotics Monitoring System

NSAA Narcotics Safety and Awareness Act, 2010
PHIPA Personal Health Information Protection Act , 2004
PHI Personal Health Information

PI Personal Information

ODB Ontario Drug Benefit

SDM Substitute Decision Maker
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1 General Information

1.1 Purpose and Scope

This guide describes the functions and associated benefits provided by the Digital Health Drug Repository (DHDR)
and the related privacy and security requirements health care providers and organizations using the DHDR must
adhere to.

1.2 Audience

This document is intended for health care providers across Ontario’s health care sector who may be an organization
or a person, who has signed or will sign the appropriate eHealth Ontario access agreement(s) and use the DHDR to
access the drug and pharmacy services information related to their patients.

1.3 Related Documents

This guide should be read in conjunction with the following:

eHealth Ontario Privacy and Data Protection Policy

eHealth Ontario Personal Health Information Privacy Policy
eHealth Ontario Privacy Incident and Breach Management Policy
eHealth Ontario Acceptable Use Policy

Information Security Policy

Acceptable Use of Information and Information Technology Policy
Personal Health Information Protection Act, 2004
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Electronic Health Record (EHR) Security Policies

=

Acceptable Use of Information and Information Technology Policy
Access Control and Identity Management Policy for System Level Access
Business Continuity Policy

Cryptography Policy

Electronic Service Provider Policy

Information Security Incident Management Policy

Information and Asset Management Policy

Information Security Policy

Local Registration Authority Practices Policy

Security Logging and Monitoring Policy

Network and Operations Policy

Physical Security Policy

System Development Lifecycle Policy

= =4 =4 4 -4 -8 -4 -4 -8 -8 -8 -8 A

Threat Risk Management Policy

A useful overview of security best practices for small medical offices (for example, family health teams) and larger,
more complex organizations (for example, hospitals) can be found on the eHealth Ontario website
http://www.ehealthontario.on.ca/about-us/security/guides.

EHR Privacy Policies

EHR Assurance Policy

EHR Logging and Auditing Policy

EHR Privacy and Security Training Policy
EHR Retention Policy

EHR Access and Correction Policy

EHR Consent Management Policy

EHR Inquiries and Complaints Policy

= =4 =4 -4 -8 -4 —a -

EHR Privacy Breach Management Policy

The EHR privacy policies can be found at
http://www.ehealthontario.on.ca/images/uploads/support/EHR Privacy Policies EN.pdf. Security policies and

related documents can be found at http://www.ehealthontario.on.ca/en/about-us/security.

The Federation Identity Provider Standard can be found at:

http://www.ehealthontario.on.ca/images/uploads/support/eHealth Ontario Federation Identity Provider Standa
rd EN.pdf.
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2 Servic®escription

2.1 Overview

Medication-related problems, such as drug interactions and adverse drug events, continue to present a burden on
healthcare and have been identified by health care providers as contributors to morbidity and mortality and patients’
use of the health system. The Digital Health Drug Repository (DHDR) represents the first foundational component of
the Ministry of Health and Long-term Care’s Comprehensive Drug Profile Strategy (CDPS). The CDPS plans to
improve the health and wellness of Ontarians and the quality of care they receive by providing health care providers
with information to enable the Best Possible Medication History for a patient.

The DHDR is designed with capacity to accommodate medication information for “All Drugs, All People” in Ontario
and it offers web services for integration (e.g., through clinical viewers) to connected systems supporting Electronic
Health Records (EHR) in the province. The objective is to facilitate incremental access to dispensed drug events and
pharmacy service information. These include ministry drug data holdings (e.g., Ontario Drug Benefit (ODB) and
Narcotics Monitoring System (NMS) data) and over time, the DHDR will expand further to include pharmacy data
holdings for drugs paid for directly by patients or by private insurance.

As part of the roadmap under the CDPS, plans will continue to develop to integrate the DHDR with other Point of
Service systems such as Pharmacy Management Systems, Electronic Medical Records and Hospital Information
Systems for prescribed drug events, drug utilization and medication reconciliation.

The DHDR supports the long-term CDPS vision of ‘All Drugs, All People’ and contributes to the broader goal of a
connected Ontario health care system.

More information regarding the ministry’s provision of access to information about publicly funded drugs and
pharmacy services, as well as monitored drugs, including a “Questions and Answers” document for health care

providers, can be found at: www.ontario.ca/mydruginfo

2.2 Talking to Patients about the DHDR

The ministry is making drug and pharmacy service information about patients available to health care providers
through the DHDR to support the delivery of high-quality health care. It is important that providers continue to
engage with their patients to confirm their complete list of medications, and to help them understand how this
information may be used in their care to develop the Best Possible Medication History and for other clinical purposes.

Your patients may not be comfortable with the idea that this information is being shared, and should be aware that
they have the right to block access to their information. However, patients are being encouraged to consult with their
health care providers about the potential impacts that blocking access may have on the care that they receive. You can
help your patients to understand the importance of making their medication and pharmacy service history accessible
to help you make informed decisions about the care you provide. You can also assure your patients that their health
care providers are required by law to protect the privacy of their personal health information.

Your patients are unlikely to be familiar with the details of the technology being used to make their information
available to you. While they may have a general awareness of “electronic health records”, they are unlikely to

Health Care Provider Guide —Digital Health Drug Repository / V3.1 7


http://www.ontario.ca/mydruginfo

recognize specific references to “the DHDR”. Therefore, the ministry recommends that conversations with patients
focus on “health care provider access to drug and pharmacy service information” rather than the DHDR solution
specifically.

2.3 Benefits
2.3.1 ToYou

T Access to clinically relevant drug and pharmacy service information enabling the Best Possible Medication
History (BPMH);

1  Better integration of available drug data through existing EMRs, provincial digital health assets and other
systems to quickly, securely and efficiently access data to enable the BPMH;

1  Enhanced patient safety and continuity of care; and

1 Improved collaboration between health care providers through the sharing of patient clinical data.

2.3.2 To Your Patients

1 Enhanced patient experience with the health care system since care will be provided by better informed
health care providers;

1 Improved patient-centered care by providing health care providers secure electronic access to a patient’s
drug and pharmacy service information and allowing them more time for diagnosis, treating and

communicating with the patient; and

1 Improved patient outcomes and decreased risk of adverse drug events.
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3 DHDPata

3.1 Contents of the Data:

Health care providers (e.g. physicians, nurse practitioners and pharmacists) are able to access information about
publicly funded drugs and pharmacy services, as well as all monitored drugs (regardless of payor), for the purpose of
providing health care to an individual.

For more information, please refer to the link: Information Available to Health Care Providers through the Digital
Health Drug Repository.

For drugs, health care providers are able to view the dispensed date, name, strength, dosage form, quantity and
estimated days’ supply of the drugs which have been dispensed to a patient. In addition, prescriber and pharmacy
information is displayed.

For pharmacy services, providers will see the service date, a description of the service and the pharmacy
information. In some instances, prescriber information will be available, which may be the name of the pharmacist
that provided the pharmacy service. Quantity and days’ supply default to a value of 1.

3.2 Limitations of the Data:

DHDR data is limited to:

91 Information that the ministry has the authority to disclose under the terms of the Personal Health
Information Protection Act , 2004 (PHIPA) and the Narcotics Safety and Awareness Act, 2010 (NSAA);

1 Information that has been submitted to the Ontario Public Drug Programs claims adjudication system or
Narcotics Monitoring System to date in respect of the drug and pharmacy service data described in section

3.1.

The information that is being made accessible has been provided to the ministry by pharmacies, and may not
necessarily include all of the current medications that a patient may be utilizing at any time, or all the pharmacy
services that a patient has received.

The inclusion of information about a particular drug indicates that a record of dispensing was submitted to the
ministry by a pharmacy but does not necessarily confirm that the patient picked up the drug from the dispensing
pharmacy, or that the patient is taking the drug as prescribed.

Drug products that are not provided under the conditions described in section 3.1 — including unmonitored drugs
paid for directly by patients or by private insurance, over-the-counter medications, or herbal products — are not part
of the information being made accessible to providers.

If a patient has blocked access to their information in the DHDR, providers will only be able to access this information
with the express consent of the patient or their substitute decision-maker, as described in section 4.2.3 of this
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document. It is important that health care providers discuss the information available through the DHDR with their
patients to confirm their complete list of medications to develop the Best Possible Medication History.

The information being made available in the DHDR is advisory only and is not intended to replace sound clinical
judgment in the delivery of health care services.
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4 Privacy and Security

4.1 Privacy and Security Obligations

Health information custodians (HICs) of patient personal health information have obligations under the Personal
Health Information Protection Act, 2004 (PHIPA) and Ontario Regulation 329/04 .

A HIC is accountable for the personal health information it collects, uses and discloses. A HIC is considered to be
collecting, using or disclosing personal health information when viewing, handling or otherwise dealing with personal
health information (“Viewing”).

A HIC is also responsible for ensuring that its employees, agents and service providers viewing personal health
information on the HIC’s behalf are in compliance with the obligations set out in the agreement(s) the organization
has entered into with eHealth Ontario. A user or agent Viewing DHDR data on behalf of the HIC organization is
accountable to the HIC for their actions.

HICs and their employees, agents and service providers may only collect DHDR data for the purposes of providing or
assisting in the provision of health care to an individual to whom the data relates. Collecting DHDR data for other
purposes, including research, is not allowed and is considered a privacy breach.

4.2 Patient Consent

Quick Tip

The DHDR gives patients, or their substitute decision maker (SDM), the option to exercise a consent directive
by blocking or unblocking access to their patient data. If a patient wishes to block access to his / her
information in the DHDR, or wishes to unblock access (remove the restriction), he / she can call ServiceOntario
INFOline toll-free at 1-800-291-1405 (TTY 1-800-387-5559).

4.2.1 Consent Management

The DHDR gives patients or their SDM the option to block access to the patient data that is available within the
solution. If a patient blocks access to his/her data, health care providers querying the DHDR will not be able to access
any patient information unless the health care provider performs a temporary unblocking of access based on express
consent from the patient or the patient’s SDM at the point of care. Please refer to Appendix B for more details.

4.2.2 Blocking and Unblocking Access

If a patient wishes to place a block on access to his/her information in the DHDR, or wishes to unblock access
(remove the restriction), he/she can call ServiceOntario INFOline toll-free at 1-800-291-1405 (TTY 1-800-387-5559)
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or obtain the appropriate form by downloading them from the ministry’s website at www.ontario.ca/mydruginfo. For
sample forms please refer to Appendix C.

4.2.3 Temporary Unblocking of Access

Quick Tip

The DHDR permits health care providers to access a patient’s blocked information with express consent from the
patient or the patient’s SDM. This will allow all health care providers within the organization access to a patient’s
information for a period up to four (4) hours.

The DHDR permits health care providers to temporarily access a patient’s blocked information only with express
consent from the patient or the patient’s SDM. The DHDR does not permit ‘risk of harm’ overrides on a patient’s
decision to block access; the ministry is the health information custodian (HIC) for the DHDR, but it is not considered
to be within the patient’s circle of care. Therefore, express consent is required.

All temporary unblocking will last for four (4) hours, after which time, access will once again be blocked. The health
care provider must print and complete a “Temporary Unblocking of Access to Your Drug and Pharmacy Service
Information” form, which is available in the clinical viewer. For a sample form please refer to Appendix D. If the
patient’s SDM is providing consent, the type of relationship with the patient must be included on the form. The
health care provider must obtain the patient’s / SDM’s authorization and signature on the form and keep the form
securely on file for audit purposes.

Temporary unblocking of access actions are logged in the system, along with the identity of the health care provider
who obtained express consent. The DHDR logs all accesses to data, and an audit of this information can be requested.
In addition, a notification letter will be sent to the patient by ServiceOntario informing them of the temporary
unblocking of access events.

4.3 PatientAccess Requests

Patients may be aware that their information is being made available by the ministry, but may not be specifically
aware that the DHDR is the technology that makes this information available. As a result, it may be necessary to
clarify a patient’s request to ensure that they are provided with the appropriate response. For example, providers may
need to differentiate between hospital pharmacy records accessible through the regional viewer and the publicly
funded drug, monitored drug and pharmacy service information accessible via the DHDR.

The following types of questions correspond to the different requests that a patient may make:

Question 1: An individual asks a provider at a particular organization: “Who from that organization
has accessed my drug and/or pharmacy service information [from the DHDR]?”

You may provide this log of access in accordance with your internal access policies and procedures. Ifit is not
possible for you to respond to this request, forward the request to your privacy office for your privacy office to follow
the steps below. If you do not have a privacy office, you may follow the steps below.

1. Contact the eHealth Ontario Service Desk at 1-866-250-1554 and request an audit report by patient. The eHealth
Ontario Service Desk will open a ticket on your behalf.
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eHealth Ontario Service Desk will provide the requestor with a blank report request form.

Requestor fills out form and encrypts form*. Encrypted form should be sent to dhdr@ehealthontario.on.ca.
An eHealth Ontario representative will contact the requestor for the password for the encrypted file.

The eHealth Ontario representative will encrypt the report and send it to you via email.

The eHealth Ontario representative will provide you with the password.

You must notify the eHealth Ontario representative if the encrypted report received cannot be opened.

Nou ke

Question 2: An individual asks, “Which health care providers across Ontario have accessed my drug
and/or pharmacy service information [in the DHDR]?”

Should an individual wish to make a request to find out who in Ontario has accessed their drug and pharmacy service
information via the DHDR in a given timeframe, please direct the individual to ServiceOntario INFOline at 1-800-
291-1405 (TTY: 1-800-387-5559).

Question 3: An individual would like to know what drug and/or pharmacy service information about
them is being disclosed by the ministry.

If you receive a request from an individual regarding what drug and pharmacy service information about them the
MOHLTC makes available through the DHDR, please refer the individual to ServiceOntario INFOline at 1-800-291-
1405 (TTY: 1-800-387-5559).

Question 4: An individual would like to request the consent directive history of blocking/unblocking
the access of their drug and pharmacy service information.

Should an individual wish to make a request to inquire about their consent directive history related to access to their
drug and pharmacy service information via the DHDR, please direct the individual to ServiceOntario INFOline at 1-
800-291-1405 (TTY: 1-800-387-5559).

4.4 Requestfor DHDR Audit Reports

As a HIC, you may require a record of who from your organization accessed DHDR data via your clinical viewer
system. In the event that you are unable to fulfill this requirement using your own internal system logs, you may
request an access report from eHealth Ontario. eHealth Ontario is able to provide you with the following types of
audit reports:

1 For instructions on how to encrypt forms containing personal health information, see Appendix A.
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By organization request: eHealth Ontario will provide you with a report of all users in your organization who
have accessed DHDR data in the timeframe set out in the request.

By user request: eHealth Ontario will provide you with a report of all accesses to DHDR data by a particular user
from your organization in the timeframe set out in the request.

Note that these requests should come from the privacy office at your organization. If you do not have a privacy office,
you may contact eHealth Ontario directly.

If you require DHDR audit reports:

1.

Nou e

Contact the eHealth Ontario Service Desk at 1-866-250-1554 and request an audit report by user or audit report
by organization. The eHealth Ontario Service Desk will open a ticket on your behalf.

eHealth Ontario Service Desk will provide the requestor with a blank report request form.

Requestor fills out form and encrypts form2. Encrypted form should be sent to dhdr@ehealthontario.on.ca.

An eHealth Ontario representative will contact the requestor for the password for the encrypted file.

The eHealth Ontario representative will encrypt the report and send it to you via email.

The eHealth Ontario representative will provide you with the password.

You must notify the eHealth Ontario representative if the encrypted report received cannot be opened.

2 For instructions on how to encrypt forms containing personal health information, see Appendix A.
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4.5 Correction Requests

Patient Correction Requests

Should your patients wish to request corrections to their drug and pharmacy service information in the DHDR (e.g.,
incorrect or missing medications and/or pharmacy services, or corrections to patient demographic information),
direct the patient to contact the ServiceOntario INFOline toll-free at 1-800-291-1405 (TTY: 1-800-387-5559).

Prescriber/Pharmacy Correction Requests

If you are a health care provider and would like to request a correction to your provider information associated with a
DHDR record (e.g. missing or incorrect prescriber / pharmacy information) please contact the eHealth Ontario
Service Desk at 1-866-250-1554.

Note: Do not include any personal information or personal health information in your notification to the eHealth
Ontario Service Desk.

4.6 Privacy Complair@sd Inquiries

If you receive a privacy-related inquiry or complaint from a patient relating to the DHDR or his/her drug and
pharmacy services information in the DHDR, the patient can contact the ServiceOntario INFOline toll-free at 1-800-
291-1405 (TTY: 1-800-387-5559).

If you receive a complaint or inquiry from a patient relating to eHealth Ontario or the agency’s privacy policies and
procedures, the patient can submit their complaint, concern or inquiry by telephone, email, fax or mail to the eHealth
Ontario Privacy Office:

eHealth Ontario Privacy Office
P.O. Box 148

Toronto, ON M5G 2C8

T: 416-946-4767

Fax: 416-586-6598
privacy@ehealthontario.on.ca

Individuals may submit anonymous complaints and inquiries; however, in order to receive a response, complaints
and inquiries must include the sender’s name, address, telephone number, or email address. Personal health
information should not be submitted with the complaint or inquiry.

Health Care Provider Guide —Digital Health Drug Repository / V3.1 15


mailto:privacy@ehealthontario.on.ca

4.7 Retention

Quick Tip

HICs must retain records in accordance with their internal retention guidelines. If you have any retention
questions, please consult your Privacy Officer or Health Records Department.

PHIPA requires HICs to ensure that its records are retained for a specified period, and transferred and disposed of in
a secure manner. In addition, the EHR Retention Policy places certain retention obligations on HICs as detailed

below:

Information Type

Retention Period

Information created about an individual as part of an
investigation of privacy breaches and/or security
incidents.

2 years after the privacy breach has been closed by the
HIC, eHealth Ontario or the Information and Privacy
Commissioner of Ontario, whichever is longer.

System-level logs, tracking logs, reports and related
documents for privacy and security tasks that do not
contain personal health information

For a minimum of 2 years.

Assurance-related documents

10 years.

Specific types of personal health information included in each of the information types can be found in the EHR

Retention Policy at http://www.ehealthontario.on.ca/images/uploads/support/EHR Privacy Policies EN.pdf.

In addition, HICs must ensure records are protected and disposed of in accordance with the Information Security

Policy at: http://www.ehealthontario.on.ca/en/about-us/security/.

4.8 Privacy and Security Training

HICs are required to provide privacy and security training to their agents and electronic service providers prior to
accessing the DHDR. The training should ensure that agents and electronic service providers are aware of their duties
under applicable privacy legislation, such as PHIPA, as well as relevant privacy and security policies and procedures
in respect of the EHR system. Training should be completed prior to being provisioned an account for accessing the
DHDR. eHealth Ontario has developed role-based training materials to facilitate this training requirement. For
information on what to include in privacy and security training, please see the EHR Privacy and Security Training

Policy at http:

www.ehealthontario.on.ca/images/uploads/support/EHR_Privac

Policies EN.pdf.

HICs are required to track which agents, electronic service providers, and end users have received privacy and
security training. After initial training has taken place, training must be provisioned on an annual basis.
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4.9 PrivacyRelated Questions from Health Care Psovider

If a health care provider has any questions regarding the privacy-related processes described above, including how to
respond to individual access requests, consent obligations or incident/breach management processes, contact eHealth
Ontario at 1-866-250-1554-.

Please ensure that you do not include any personal information or personal health information in any emails to
eHealth Ontario.

4.10Privacy and Security Incident and Breach Management

Quick Tip

A HIC shall report an actual or suspected privacy or security breach or incident to eHealth Ontario by calling
the 24/7 service desk at 1-866-250-1554 as soon as possible.

A privacy incident is:

1 A contravention of the privacy policies, procedures or practices implemented by your organization or any
applicable policies of eHealth Ontario, where this contravention does not constitute non-compliance with
applicable privacy law.

1 A contravention of any agreements entered into between eHealth Ontario and your organization, where the
contravention does not constitute non-compliance with applicable privacy law.

1 A suspected privacy breach.

A privacy breach is:
91 The collection, use or disclosure of personal information or personal health information is in contravention
of applicable privacy law; and/or
1 Any other circumstances where there is an unauthorized or inappropriate collection, use or disclosure,
copying, modification, retention or disposal of personal information or personal health information
including theft and accidental loss of data.

A security incident is an unwanted or unexpected situation that results in:
9 Failure to comply with the organization’s security policies, procedures, practices or requirements
1 Unauthorized access, use or probing of information resources
9 Unauthorized disclosure, destruction, modification or withholding of information
1

A contravention of agreements with eHealth Ontario by your organization, users at your organization, or
employees, agents or service providers of your organization

=

An attempted, suspected or actual security compromise

9  Waste, fraud, abuse, theft, loss of or damage to resources.

The privacy and security incident and breach management process does not apply to the handling of internal HIC
incidents or to any HIC, their agents or their electronic service providers who do not view or contribute personal
health information to the DHDR.
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4.10.1 Instructions for Health Care Providers

If you become aware of, or suspect, a privacy or security incident or breach of DHDR data by you or any of your
employees, agents, or service providers, you must immediately report the incident or breach to your privacy / security
office. If you do not have a privacy /security office, or you are unable to reach your privacy / security office or support
team to report a breach, please contact the eHealth Ontario Service Desk at 1-866-250-1554 and advise the eHealth
Ontario agent that you would like to open a privacy / security incident ticket.

It is extremely important that you do not disclose any patient personal health information and/ or personal
information to the eHealth Ontario Service Desk when initially reporting a privacy or security incident or breach.

It is expected that you will cooperate with any investigations conducted by eHealth Ontario in respect of any privacy
or security incidents or breaches in relation to DHDR data. During an investigation by eHealth Ontario you may be
required to provide additional information which may include personal health information or personal information,
in order to contain or resolve the incident or breach. Any personal health information or personal information that is
requested by eHealth Ontario should be sent as an encrypted document via email; this procedure is noted in
Appendix A.

For a DHDR related privacy or security incident or breach, please do not contact any patient or substitute decision
maker directly unless expressly directed to do so by eHealth Ontario, in writing.

4.10.2 Instructions for Privacy / Security Officers

If you become aware of, or suspect, an incident or breach related to DHDR data by any of your organization’s staff
members, including employees, agents or service providers, you must immediately report the incident or breach to
eHealth Ontario’s Service Desk 1-866-250-1554 and advise the Service Desk that you would like to open a breach/

incident ticket.

Important: It is extremely important that you do not disclose any patient personal health information and/or
personal information to the Service Desk when initially reporting a security incident or breach. It is
expected that you cooperate with any investigations conducted by eHealth Ontario in respect of any
security incidents or breaches related to data.
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When reporting a confirmed or suspected privacy or security incident, please have the following information ready:

The time and date of the reported incident

The name and contact information of the agent or electronic service provider that reported the incident
Details about the reported incident, (e.g., type and how it was detected)

Any impacts of the reported incident, and

Any actions undertaken to contain the incident either by the agent or electronic service provider that
reported the incident or the point of contact

g h W

Once a call has been logged with the Service Desk, the incident response lead will be engaged to deal with the
situation. A remediation plan will be developed in consultation with the requestor.
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5 Summary of Security Safeguards indRlaekealth

Ontario

5.1 Administrative Safeguards

1 eHealth Ontario’s Chief Privacy Officer and the Chief Security Officer are accountable for privacy and
security.

1 eHealth Ontario has a comprehensive set of information security policies that align with its organizational
goals, are regularly reviewed and enhanced. Staff members and contractors are required to familiarize
themselves with the relevant policies and sign an attestation that they have read, understood and are
committed to comply with them.

9  All staff and contractors must sign confidentiality agreements and undergo criminal background checks
prior to joining or providing services to eHealth Ontario. eHealth Ontario has a security screening policy that
requires staff to have an appropriate level of clearance for the sensitivity of the information they may access.

1 eHealth Ontario has mandatory privacy and security awareness and training programs.

1 eHealth Ontario staff and contractors generally have no ability or permission to access personal health
information. If access to personal health information is required in the course of providing eHealth Ontario
services, individuals are prohibited from using or disclosing such information for any other purposes.

1 eHealth Ontario ensures, through formal contracts and service level agreements, that any third party it
retains to assist in providing services to eHealth Ontario or to health information custodians will comply
with the restrictions and conditions necessary for eHealth Ontario to fulfil its legal responsibilities.

1  eHealth Ontario staff, consultants, suppliers and clients must promptly report any privacy and security
breaches to eHealth Ontario for investigation. An enterprise security and privacy incident management
program is in place to ensure management of incidents and regular training and awareness for staff
members involved in incident management.

9 Security threat and risk assessments (TRAs) are conducted as part of both product/service development and
client deployments. Security risk mitigation activities are established, assigned to a responsible individual,
recorded and tracked as part of each assessment.

1 eHealth Ontario provides a written copy of the results of privacy impact assessments and security threat and
risk assessments to the affected health information custodians upon request.

1 eHealth Ontario has established a formal risk management program which includes a policy and guidelines.
A specialized management forum, the security leadership group, provides strategic direction and governance
oversight for the security program, including regular review of risks and the corresponding risk treatment
plans.
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Audit logs recording user activities, system administrator’s activities, exceptions, and information security
events must be produced and kept for a minimum of six months online and a minimum of 18 months in the
archive, to assist in incident and problem management, future investigations and access control monitoring.

eHealth Ontario keeps an electronic record of all accesses to all or part of the personal health information
contained in the EHR and is in the process of developing solutions which ensure the record identifies the
person who accessed the information and date.

Log data required for litigation support must be kept until the disposition of the legal matter.

All changes to the network are controlled by eHealth Ontario and subject to formal change management
practices.

Technical Safeguards

Strong passwords, secure tokens, and other authentication solutions are required for access to sensitive
systems.

Administrative access to all IT equipment and applications is provided on a need to know basis controlled
via proper authorization and strong, two-factor authentication. All system and application access activities

are logged.

eHealth Ontario manages network traffic using security mechanisms such as routers, switches, network
firewalls; and monitors network traffic using intrusion detection systems, and anti-virus programs.

All sensitive data is encrypted in traffic between external sources and eHealth Ontario systems.

All data stored on staff computers is encrypted. If laptops are lost or stolen, data confidentiality and integrity
are not at risk.

Data integrity controls are implemented as a quality assurance activity on the personal health information
provided to eHealth Ontario by health information custodians.

Independent vulnerability assessments of technical configurations and operational security practices are
conducted periodically.

A patch management process is in place to ensure that operating systems, databases and applications receive
security patches and functional updates in a timely manner.

Upon termination of employment or contracts, all accounts of former staff or consultants are deleted and
access is disabled.

Data and applications are backed up on a regular basis, and can be easily restored in case of operational
incidents.

A comprehensive disaster recovery (DR) and business continuity plan (BCP) are in place and are tested and
updated regularly.
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5.3 Physical Safeguards

1

The eHealth Ontario data centres are purpose-built facilities, with appropriate environmental controls and
physically secured against unauthorized access. They are staffed and monitored continuously by trained
security personnel.

Specific physical security zones are implemented to separate and control access to public zone, delivery and
loading area, office space, and computer rooms, with increasing physical security controls.

Data centre physical security controls have been validated by an independent third party in accordance with
federal government standards, and through internally conducted threat and risk assessments.

Access to office areas is controlled with access badges, and traffic in the office areas is recorded by security
cameras.

Access to office areas where business processes require access to personal information or personal health
information is physically restricted to only the staff members whose role involves handling of PI or PHI.
Other staff members do not have physical or logical access to those areas.

Visitors and third-party vendors to eHealth Ontario require visitor badges and are escorted at all times by
full time staff members. Access badges expire automatically within 24 hours and cannot be reused.

Decommissioned equipment that was used to process or store personal information or personal health
information is securely disposed of, according to approved procedures.

Procedures and appropriate equipment are in place for secure disposal of paper, CDs, or other media that
may have sensitive information.
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Appendid Procedures f@ommunicating Sensitive Fileswaal

Overview

eHealth Ontario policies require that adequate safeguards be applied every time a sensitive document or file is stored
or transferred through communications channels that are not considered safe and secure such as regular internet
email, CDs, DVDs, USB sticks and/or flash memory card.

This document provides instructions on how to apply a strong level of protection to sensitive files and reports, using
WinZip, a commercially available application that can be used both to reduce the size of a document and to apply
strong protection.

It is important to keep in mind that the encryption tool described in this document is a password based cryptosystem.
The protection of file encryption can be broken if the associated password is compromised. Therefore, it is required
that the password protection guidelines described in the “password sharing” section be applied by anyone who uses
the tool and is involved in the file encryption process.

Authorized uses

This process can be used whenever there is an occasional need for any sensitive information to be transferred over
email consistent with regular business processes, including documents that contain PT and/or personal health
information.

If sending sensitive information over non secure email is an ongoing business process, considerations should be made
to automate the process and use an enterprise mechanism to securely transfer the information.

eHealth Ontario’s limit on email attachments is 10 MB per email.

For further assistance please contact the eHealth Ontario Service Desk at 1-866-250-1554.

Instructions to file encryption and password creation

Use of WinZip encryption software

WinZip 16.0 standard versions are eHealth Ontario’s suggested encryption tool.
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Step 1. Create
Archive

Open the file location.

Navigate to the folder
where the files are.
Using the mouse,
select the files you
wish to zip. On the
dialogue box that
opens float your
mouse over WinZip
and choose to

Add to Zip file...

Assign the file name
you wish to use.

Open

Organize «

. v Libraries » Documents » temp
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Burn MNew folder
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Send to

Create shortcut
Delete
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H{NACY OFFICE (2015-Jan-16)

Add to Zip file...

Add to temp.zip

Add to recently used Zip file
Zip and E-Mail temp.zip

Zip and E-Mail Plus...

Configure

[

Step 1. Add files to an archive

Step 2. Open the
Archive:

Double click on the
zip file to open the
archive.

Step 3. Choose a
stronger
encryption
mechanism

Use AES 256-bit
encryption. In the
Settings tab, ensure
the encryption level
selected is AES (256-
bit).

Home Backup

Automatic =

o Split:
Custom Size (MEB): 1.0 -

1.2MB <

Multi-part Zip file

femp.zIp

Tools Window

| @ Zip:

@.Zipx: Eest method -

Settings

Compression Method

Help

Maximum || El Level:

Zip 2.0 [Legagy)
El

Upgrade

AES (256-bit] |~ | & n |
AES (256-bit)
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Configure
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Type
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Step 3 Choose an encryption mechanism
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Step 4. Encrypt
the entire file

Tools Window Help

Home Backup Settings

From the Tools menu,

- | | . =
click on Encrypt Zip @ % H‘a i) A? @
File : 7/
bulti-Part Self- UUEncoded | Encrypt Last Comments Properties D
Zip File Extracting EXE File Zip File | | Output ~
Make Encrypt Show
Encrypt Zip File g
Add or change the password of 1
the Windip file and encrypt file
contents using the preferred
encryption level specified on the
‘Settings’ tab.
Step 4. Encrypt the Zip File
Step 5. Create a e | ———-—
strong password e — E—

NOTE: This password will remain in effect for all files that you add to or extract
Enter a password and from this archive until the archive is closed.

then confirm it.
PASSWORD POLICY: Password must be at least 8 characters long.

See below, for how to
create a strong
password.

Enter password:

Re-enter password (for confirmation):

Hide the password

\ oK H Cancel H Help

R

Fig.4 Create a strong password
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The file must be encrypted and password protected before the sender transfers it to the requester as an attachment to
an email message.

WinZip, described in this document, supports symmetric encryption. This requires the exchange of a shared secret
(password in this case). In other words, the sender of the encrypted file must communicate the password to the
intended recipient of the file. WinZip does not provide a method for retrieving files from an encrypted archive if a
password is forgotten. The password creation and sharing therefore requires special attention.

File transfer and sharing

Once the file has been encrypted and password protected it is temporarily saved to the network share or local hard
drive share. The password should be communicated by phone to the file recipient or by using an “out of band” method
(e.g. if emailing the document, send password by phone, fax or mail). In other words, the password should not be sent
at the same time using the same method as the encrypted file.

The following requirements apply to password management:

Password creation

Create a strong password to protect encrypted files.

Create and use a different password for each different WinZip archive.

Use 8 characters or more.

Passwords must contain characters from three of the following four categories: uppercase characters (A-Z);
lowercase characters (a-z); numeric (0-9); and special characters (e.g. !, $, #, _, ~, %, *).

Example of a bad password is 1234Password!

Example of a good password is iT_iS_A_warM_daY22

= =4 EEECED

File transfer

Once a password has been created, the sender will transfer the file to the requester by email. Be careful to send the
email to the correct recipient. When the requester receives the email, the requester then calls the sender to acquire
the password.

Password sharing
Passwords must be securely shared when being sent to eHealth Ontario from a HIC.
The procedures are as follows:

1  Determine the authorized recipient of the information
1 Make the encrypted file available to the recipient using agreed process (e.g. SFTP, email)
91 The requestor calls the sender by phone
1 The sender verbally verifies the recipient’s identity:
0 name
0 title, business unit, organization
o name of received / retrieved encrypted file
Verbally provide the verified recipient with the password to open the encrypted file
Request and obtain verbal confirmation that the recipient has been able to extract the file(s)
The sender securely destroys the written copy (if any) of the password and deletes any copies of the file from
any local or network drives

= =4 =
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Password recovery

WinZip does not provide a mechanism for password recovery. Therefore, in the case of long term storage of encrypted
files, a method of password recovery must be in place to access these files (e.g. if an employee leaves and their files
need to be accessed).

An example of a password recovery method is storing the password in a sealed envelope which can only be accessed
by upper management and will only be accessed for password recovery purposes.

File deletion

Once a file has been decrypted and used, it must be deleted by both the sender and the requester of the file.
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Appendix BNotice to OntariarReceiving Drugs and

Pharmacy Services

A sample of the document is provided below. Please refer to the link Notice to Ontarians Receiving Drugs and
Pharmacy Services for the latest version of the document.

Notice to Ontarians Receiving
Drugs and Pharmacy Services

This notice is o inform you that the
Ministry of Health and Long-Term Care
[Ministry] is making some improvements
to the wiay your doctor and other health
care providers will be able to share
information with each other, in order

to better deliver your care.

Is this notice for me?

This notice is for people who receive

any of the following:

- Publicly funded drugs (For axampla,
saniors, children and youth 24 years
old and wnder, Trillium Drug Program
recipients);

. Monitored drug
and controlled s

P

cancer soreening, Pharmacy Smoking

Cessation Program, or vaccine

administration)
The Ministry will provide access to
information about the publicly funded
druegs, monitored drugs or pharmacy
services you receive to your health
care providers (e.g. physicians, nurse
practitioners and pharmacists who are
directly imvolved with your care). This is
s0 they have more information about
your medication and pharmacy service
history to provide high quality health
care to you Health care providers are
required by law to protect the privacy
of your personal health information.

Can | bleck access to my information that would be
used for health care purposes?

If you do niot want any of your health care providers to see

yourr information, you can complete a form and submit it to
the Ministry.

Before making this decision, you are encouraged to
consult with your health care providers about the
importance of them knowing your medication and
pharmacy service history to help make informed
decisions about the care you receive.

If your do not contact the Ministry to block access to wour
information, we will consider that you have given us
permission to make your information available to your
health care providers.

ked, the Ministry

wen if you hawe bloc youir health care providers from
accessing information about your monitored drugs for the
purpose of providing health care to you, information about
yourr manitoned drugs will still be aocessible to a health

care provider who has actually prescibed or dispensed
amonitored drug to you, or is determining whether to
prescribe or dispense a monitored drueg to you. For more
information, please see "Public Motice Regarding the Ministry
of Health and Long-Term Care’s "'ministry”) Collection, Use
anvd Dischosure of Information under the Narcotics Safety and
Awareness Act, 2010

For more information or to obtain forms to block access
to your information:

» Phvone ServiceOntanio INFOline toll-free
at 1-800-201-1405; TTY 1-800-387-5555

» Visit the Ministry of Health and Long-Term Care website

at potaricca'myvdneginfo for more informiation and the

miost current updates.

uﬁ;}ontario
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Appendix CBlocking and Unblocking Access Forms

Patients may register a consent directive to block or unblock access to their drug and pharmacy service information in
DHDR by completing the appropriate form and submitting it to the ministry. Your patients can obtain these forms by
calling ServiceOntario INFOline toll-free at 1-800-291-1405 (TTY 1-800-387-5559) or by downloading them from the

ministry’s web site at www.ontario.ca/mydruginfo.

Draft/cannot save
hﬁ—}
z)-' Ontario Ministry of Health Blocking Access to Your Drug and

and Long-Term Care . .
Pharmacy Service Information

If you complete this form, you will block your health care providers from accessing certain information about
you for the purpose of providing health care to you.

Background

The Ministry of Health and Long-Term Care ("ministry") is providing access to information about the publicly funded
drugs, monitored drugs or pharmacy services you receive, to your health care providers (e g. physicians, nurse
practiioners and pharmacisis) who are directly involved with your care. This is so that they have more information
about your medication and pharmacy service history to provide high quality health care to you.

Decision to Block Access

By signing this form you have decided to block your health care providers from accessing the above information for
the purpose of them providing health care to you.

‘Your decizion to block access to the above information will have no effect on your ability to receive monitored drugs
and pharmacy services, or your eligibility to receive publicly funded drugs.

Ewen if you have blocked your health care providers from accessing information about your monitored drugs for the
purpose of providing health care to you, information about your monitored drugs will still be accessible to a health

care provider who:

» has actually pRiecribed or g i

* iz determining i y to "
Before completing thig for 4 i ur health §lire provilliers about the importance of
them knowing your m _ _ i i W make i d about the care you
receive.

Changing Your Decision in the Future

If, in the future, you wish to allow your health care providers to access the above information, you may do so by
submitting a signed "Unblocking Access fo Your Drug and Phamacy Service Information™ form to the ministry.

In addition, during each visit with your health care provider you or your substitute decision-maker have the option of
granting him or her temporary access to this information. To do so, your health care provider will request your or your
substitute decision-maker's signature to authorize this access.

A3SE-ETE (201611) © Queen's Frinter for Onfario, 2018 Disponibie en frangals Page1of2
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M
zﬂ'} i Ministry of Health Blocking Access to Your Drug and
Ontario g g

and Long-Term Care i .
Pharmacy Service Information

1. Applicant Infoermation

Complete the following information. If hand-filling, please print using a black or blue ballpoint pen. Once
completed, please return the form to the address at the end of the form.

Fields marked with an asterisk (*) are mandatory.

Last Mame * First Mame * Middle Initial
Health Mumber * Sex Date of Birth * (yyyy/mm/dd) Language Praference
[ Male [] Female [] Other [] English [] French
Current Address
Unit Mumber Street Mumber " Street Name * PO Box
CityTown * Provimce " Postal Code * Telephone Number *
=1

2. Signature

The ministry's Statement of Information Practices, available at www ontario ca/health, describes how and for what
purposes the ministry may use and disclose personal health information in accordance with the Personal Health

Information Protection Act, 2004. For more information about the collectlon use and dlsclosure of monitored drugs,
please see "Public Noticodss i Minisiges Health g
Dizclosure of Informatig i f
1-866-532-. 3151 (Toll-fr8

X

If the signature above is your substitute decision-maker's signature, print the signatory’s information below:

Last Mame First Mame

Identity of Substitute Decision-Maker {check cne)

|:| Guardian of the Person (attach supporting documentation)

|:| Aftomey for Personal Care (attach supporting documentation)

D Representative appointed by Consent and Capacity Board (attach supporting documentation)

D Spouse/Fartner

|:| Parent

[ child

[ sibling (specify)

[] other relative (specify)
Note

Forms should be retumed by mail or fax to: ServiceOntario INFOline, 5775 Yonge Street, 16th Floor, Toronto OM
MTA 2ES. Fax: 418-314-8721. This information will be used by the minisiry to process your blocking instructions.
For more information, please contact ServiceOntario INFOline toll-free at 1-300-291-1405

(TTY 1-800-387-5559), or visit the ministry’s website at www ontario.ca/mydruginfo.

Clear Form

A3SE-ETE (201611) Fage 2072 Flie#
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‘ > * inis 23 i
& Ont ario :ﬂnd L:: :fT :rm“gare Unblocking Access_to Your Dru_g
and Pharmacy Service Information

Only complete this form if you have previously blocked your health care providers from accessing your drug
and pharmacy service information, and wish to change that decision. If you complete this form, you will
allow your health care providers to access drug and pharmacy service information about you for the
purpose of providing health care to you.

Background

The Ministry of Health and Long-Term Care ("ministry”) is providing access to information about the publicly funded
drugs, monitored drugs or pharmacy services you receive, to your health care providers (e.g. physicians, nurse
practiticners and pharmacists) who are directly involved with your care. This is so that they have more information
ahout your medication and pharmacy service history to provide high quality health care to you.

Decision to Unblock Access
By signing this form you have decided to unblock your health care providers' access to the above information.
Changing Your Decision in the Future

If, in the future, you wish to block your health care providers from accessing the above information, you may do so by
submitting a signed ‘Blocking Access to Your Drug and Pharmacy Service Information’ form to the ministry.

SAMPLE

4337-67E (2016/11)  © Quaes's Printar for Ontano, 2015 Desponibie &n Sangals Page 10f2
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&}Ont ario :::EL::.;'T ':ﬁihgm Unblocking Access _to Your Drug
and Pharmacy Service Information

1. Applicant Information

Complete the following information. If hand-filling, please print using a black or blue ballpoint pen. Once
completed, please return the form to the address at the end of the form.

Fields marked with an asterisk (*) are mandatory.

Last Mame * First Name * Middle Initial

Health Number * Sex Date of Birth * {yyyy/mm/dd) Language Preference
[IMale []Female [ ] Other [] English [] French

Current Address

Unit Number Street Number * Street Name * PO Box

CityiTown * ’ Province * Postal Code * Telephone Number *

B
2. Signature

The ministry’s Statement of Information Practices, available at www.ontario.ca/health, describes how and for what
purposes the ministry may use and disclose personal health information in accordance with the Personal Heaith
Information Protecfion Act, 2004. For more |nfom1at|on about the collection, use and dlsclosure of monitored drugs,
please see "FPublic Notice Regardj
Disclosure of Information under 1
1-866-532-3161 (Toll-free in Onta
f i

d ini £'s (jgninistry’ ion, Use and
i ) r Il ServigeOntario INFOline at
-868-532- - i g ¢ g sk at
3 i i L i = m/dd) *
X

Your signature or your substitute de

If the signature above is your substitute decision-maker's signature, print the signatory’'s information below:

Last Mame First Name

Identity of Substitute Decision-Maker (check ong)

|:| Guardian of the Person (attach supporting documentation)

|:| Attorney for Personal Care (attach supporting documentation)

|:| Representative appointed by Consent and Capacity Board (attach supporting decumentation)
[] SpousefPartner
[J Parent

[] chid

[] sibling {specify)
[[] other relative (specify)
Note

Forms should be returned by mail or fax to: ServiceOntario INFOline, 5775 Yonge Street, 16th Floor, Toronto ON
MTA 2E5. Fax: 416-314-8721. This information will be used by the ministry to process your unblocking instructions.
For more information, please contact ServiceOntario INFOline toll-free at 1-800-291-1405 (TTY 1-800-387-5558), or
visit the ministry’s website at www ontario.ca/mydruginfo.

[ PrintForm | [ Clear Form |

Health Care Provider Guide —Digital Health Drug Repository / V3.1

32



Appendix D: Temporary Unblocking of Access Form

The DHDR permits health care providers to temporarily access a patient’s blocked information only with express
consent from the patient or the patient’s SDM. The health care provider must print and complete a “Temporary
Unblocking of Access to Your Drug and Pharmacy Service Information” form, which is available in the clinical viewer.
A sample of the document is provided below. Please refer to the link Temporary Unblocking of Access Form for the
latest version of the document.

£ > -
Ontario Bty sieat Temporary Unblocking of Access to Your
n a r|0 and Long-Term Care N .
Drug and Pharmacy Service Information

1. To the Health Care Provider

Once completed, this form must be retained by the healthcare organization in case of future audits. This form
contains Personal Health Information and, as such, must be stored in a secure manner.

Health Numizer Patient Name
Date (yyyy/mm/dd) |Time Facility
=
Consent Provided by Consent Obtained by
[ Patient [] Substitute Decision-Maker (SDM)
SDM Type

E

2. To the Patient/Substitute Decision-Maker - Signature

Please read the following statement and sign below to confirm you are giving your consent:

By signing this form, | authorize my health care provider to temp-oranly access information about the publicly funded
drugs, monitored dn.lgs an q iicd to me by my health
care provider. | understan ct my existing decision to
block access to this inform rvice Information’ form),
which will remain in place.

The Ministry of Health and w.ontario.ca‘health
describes how and for what purposes the ministry may use and disclose personal health information in accordance
with the Personal Health Information Protection Act, 2004. For more information about the collection, use and
disclosure of monitored drugs, please see "Public Notice Regarding the Minisiry of Health and Long-Term Care’s
{"ministry") Collection, Use and Disclosure of Information under the MNarcotics Safely and Awareness Act, 2010" or
call ServiceOntario INFOline at 1-866-532-3161 (Toll-free in Ontario only) or TTY 1-800-387-5559, or visit our
website at www ontario cainarcoficsstrategy.

Mame of Health Care Provider

Your Name or your Substitute Decigion-Maker's Name | Signafture Date {yyyy/mmJ/dd)

Questions
If you have questions about access to your drug and pharmacy service information, please visit the ministry’s website

at www onfario ca/mydruginfo or contact:
ServiceOntario INFOline: 1-800-291-1405 (Toll-free in Ontaric only)
TTY: 1-800-387-5559
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